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MNOJIOXKEHHUE
Ob OBECIIEYEHHWMU BE3OITACHOCTHU
INNEPCOHAJIBHBIX JAHHBIX

1. TEPMHUHBbI U COKPAIIEHHUSA

Ilepconanbubie nannnie (IIJH) — modas uHpopmaiys, OTHOCALIAACS K IIPAMO
WM KOCBEHHO OIIpEJIeIEHHOMY MM OTIpeneNsieMoMy (HU3UUECKOMY JHIY (CYyOBEKTY
IePCOHABHBIX TaHHbIX).

OnepaTop — rocynapcTBeHHBIH OpraH, MyHULUIAIbHBIA OpraH, FOpUIAUYECKOEe
WM (U3MYECKOe JIMIO, CAMOCTOSITENbHO MJIM COBMECTHO C JPYIUMH JIMLAMHM
OpraHu3yoIKe U (UK ) OCYIIECTBISIOIME 00paboTKy NEPCOHAIBHBIX NAHHBIX, A TAKXKe
onpenensomue Iend o0padOTKU IepCOHAIbHBIX MAHHBIX, COCTaB IE€PCOHAJILHBIX
OaHHBIX, TOMIeXamux o0paboTke, JeHCcTBUsl (omepanuu), COBEpLIaeMble C
IePCOHAIbHBIMH JaHHBIMH.

OO0paGoTka nepcoHAJBLHBIX AAHHBIX — J0OOe aelicTBue (omepaiusi) WM
COBOKYNHOCTb JEHCTBUH (omepanuii), COBEpIIAeMbIX C HCIOJIb30BAHUEM CpEJICTB
aBTOMaTH3allK WM 0e3 MCIONb30BAHUs TAKUX CPEJCTB C IIEPCOHANbHBIMU JIaHHBLIMH,
BKJIOUass cOOp, 3aluch, CUCTEeMATHU3alMIO, HAKOIUIEHUE, XpaHEHHEe, YTOYHEHHE
(oOHOBIIEHHE, U3MEHEHNE), H3BIICUCHNE, HCII0JIb30BaHNE, Tepeady (pacupocTpaHeHue,
IpeaoCTaBlIeHUE, AOCTYM), oOe3n4yuBaHue, OJOKUpOBaHMe, YAAJICHUE, YHHYTOXKEHHUE
NePCOHAIbHBIX JAaHHbIX.

ABTOMATH3HpOBaHHAsi 00pa0oTKa mNepCOHATbHBIX JAaHHBIX - 00paboTka
IIEPCOHAJIBHBIX JJAHHBIX C TOMOILBIO CPEJCTB BIYUCIUTENIbHON TeXHUKH.

Pacnpocrpanenne mnepcoHaNbHBIX NAHHBIX — [EHCTBUA, HalpaBJICHHBIE HA
pacKpbITHE MEPCOHATBHBIX JaHHBIX HEONPEASNIEHHOMY KPYTY JIUII.

IIpexocraBnenune mnepcoHaJbHBIX [JAaHHBIX - JEHCTBUs, HANpaBICHHbIE Ha
PacKppITHE NEPCOHANBHBIX JTAHHBIX ONPEACICHHOMY JIMIY WM ONPEICIICHHOMY KPYyTry
JIALL.

biokupoBaHHe MepCOHANBHBIX [JaHHBIX — BpEeMEHHOE IIpeKpalleHue
00paboTKM MEepCOHANBHBIX MAaHHBIX (338 HMCKIIOYEHHEM CiydaeB, eciu o0padoTka
Heo0XoauMa /I YTOUHEHUS IEPCOHATBHBIX AaHHbIX ).




YHUYTOKEHHEe MEePCOHAIbHBIX JAHHBIX — JCHUCTBUS, B PE3yJIbTaTe KOTOPBIX
CTaHOBHUTCS HEBO3MOXHBIM BOCCTAHOBUTH COJEPIKAHUE IEPCOHAIBHBIX [JAHHBIX B
MH(POPMALIMOHHOM CHUCTEME MEePCOHANBHBIX TaHHbIX U (MJIM) B pe3ysbTare KOTOPBIX
YHUYTOXKAFOTCS MaTepHallbHble HOCUTENU NEPCOHAIBHBIX JaHHBIX.

O0e3MYHBaHHE MEPCOHANBHBIX JAHHBIX — JCHCTBUS, B pe3yibTare KOTOPBIX
CTAHOBUTCA HEBO3MOXKHBIM 0€3 HCIOJb30BAHUS JIOTIOJHUTENbHON HH(OpMALUK
ONPE/IEIATh NIPUHAIEKHOCTh [EPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTy
MepCOHANbHbBIX JAaHHbBIX.

Hudopmauuonnass cucrema nepconanabbix Aannbix  (MCIIIn) -
COBOKYITHOCTh COJAEp)KallMxcs B 0a3aX JAaHHBIX II€PCOHANBHBIX JaHHBIX U
obecreunBarOIMX HX 00paboTky HHGDOPMAIMOHHBIX TEXHOJOTUH M TEXHHYECKUX
Cpe/ICTB.

TpaHncrpannyHas  mepeJauya NepPCOHANbHBIX  JaHHBIX -  [epefaya
MEePCOHANBHBIX JaHHBIX HA TEPPUTOPUIO MHOCTPAHHOIO [OCYJApCTBA OpPraHy BIIACTH
MHOCTPAHHOI'0 TI'OCYJApCTBA, MHOCTPAHHOMY (U3MUECKOMY JIHIY MM WHOCTPAHHOMY
IOPUANYECKOMY JIULLY.

2. OBJACTDHb IPUMEHEHMS

2.1 IMonoxenue 06 odecrneyeHnH H6E30MACHOCTU IEPCOHABHBIX JaHHBIX B (anee
— Ilonoxenue) pazpaboTaHO B IEIAX BBITOJIHEHHS TPeOOBAaHMM 3aKOHOAATENHLCTBA
Poccuiickoit @enepanyu B 001aCTy 3aIUTHI IEPCOHANBHBIX JaHHBIX.

2.2 Hacrosimee IlonoxkeHue omnpenensieT NOPSAOK U NpaBuia OpraHu3aluud U
npoBeeHUs PaboT Mo obecrneueHnio Oe30IIaCHOCTH NIEPCOHAIBHBIX JaHHbIX B OI'AOY
CIIO "Benropojackuii HHAyCTpUalbHbINA KoJuTemK" (nanee — Oneparop).

2.3 Hacrosmuii MOKYMEHT YYHTHIBAE€T IIOJOXKEHHS OCHOBHBIX HOPMATHBHBIX
MPABOBBIX aKTOB B 00JTACTHU 3aIUTHI IEPCOHANBHBIX JAHHBIX, 4 UMEHHO:

— Oenepanproro 3akona ot 27.07.2006 r. Ne 152-®3 «O mnepcoHaibHBIX

TaHHBIX;

— Iocranosnenue  IIpaBurensctBa  Poccumiickoit  @Pemepanuu  Ne 1119
ot 1 HosiOpst 2012 r. "OO6 yTBepxkeHUU TpeOOBAHUI K 3alIUTE IEPCOHANBHbIX
JTaHHBIX MU MX 00pabOTKe B MH(MOPMALUOHHBIX CHCTEMaX MEPCOHAIBHBIX
JIAHHBIX";

— IMocranosnenus IlpaButensctea P® ot 15.09.2008 r. Ne 687 «O6
yrBepkaenun [lonoxkenuss 006 0OCOOEHHOCTAX OOPadOTKU MEePCOHAIBHBIX
JTQHHBIX, OCYIIECTBIIIEMO 0e3 UCIIOIb30BAHUS CPEJICTB aBTOMATU3ALIY;

2.3.1 HopmatuBHbix akToB ®CTIK Poccun:

— «bazoBoii momenu yrpo3 0e30MaCHOCTH NEPCOHAIbHBIX JAHHBIX IIPH HX
00paboTke B UHGOPMALUOHHBIX CUCTEMax IEPCOHAIBHBIX JaHHBIX),
yrBepkaeHHoi 3amectutenem aupektopa PCTIK Poccun 15 despains
2008 r.;

— «MeToauku ompeseneHusl aKTyalbHbIX Yrpo3 0€30IacHOCTU IEePCOHATBHBIX
JAHHBIX NpH UX 00paboTKe B WHGOPMALMOHHBIX CHUCTEMAaX II€PCOHAIBHBIX

JaHHBIX», YTBepkJeHHOM 3amectutenem aumpektopa DCTIK Poccuu
14 deBpans 2008 r.;




— Ilpukaz @enepanbHOl CIyKObI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO
(O®CTIK Poccun) ot 18 despains 2013 r. Ne 21 "O6 yrBepxkaenuu CocraBa u
CONepXKaHUs OPTraHM3AlMOHHBIX M TEXHUYECKUX Mep MO 00eCIeyeHuIo
0e30nacHOCTH NePCOHATBHBIX JAHHBIX npu 1X obpaboTke
B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHbIX ;

2.3.2 Hopmarususix akToB @Ch Poccun:

— «TunoBkIX TpeOOBaHUI 1O OPraHU3AIMK U 00eCIIeYeHUIO (PYHKIMOHUPOBAHUS
mU(POBATbHBIX (KpUnTOrpaduyecKkux) CpeAcTB, IMpeAHA3HAUYECHHBIX s
3alUThl  MHOpMaUMM, HEe CcoAepikalledl CBEAEHUH, COCTaBISAIOLIMX
rOCY/IapCTBEHHYIO TallHy B Cllyuyae HX HCIOJb30BaHUS sl OOEcCHeyeHus
Oe3onacHoCTU TIePCOHAIBbHBIX JAHHBIX pu 1X obOpaboTke
B UH(OPMAIIMOHHBIX CHUCTEMaxX NEPCOHANBHBIX JaHHBIX», YTBEPHKIEHHBIX
pykosojactoMm 8 Ilentpa ®Ch Poccun 21 despains 2008 r. Ne 149/6/6-622;

— «MeTtonuyeckux — peKOMeHJanuuid o  00eCHeyeHUur0 ¢ [OMOUIBIO
KPUIITOCPEJICTB O€30MacHOCTH MEPCOHANBHBIX JaHHBIX NpPU UX 00paboTke
B MH(OPMALIMOHHBIX CHCTEMax MEepPCOHANbHBIX JAHHBIX C HCIOJIb30BaHHEM
CPEICTB aBTOMATHU3ALMKY», YTBEPXKAEHHBIX pykooacTBoM &8 Ilentpa ®PCb
Poccuu 21 ¢pespans 2008 r. No 149/54-144.

2.4 Hacrosimee [Tonoxxenue npeaHazHaveHo i Bcex paboTHukoB Omneparopa,
aTalke TPeTbUX JIML, [OJYYalolUX BPEMEHHBIH WM IIOCTOSIHHBIA  JOCTYI
K oOpabarbiBaeMbIM y Hero [1/]H Ha 3aKOHHOM OCHOBAHUHU.

2.5 Hacrosmee IlonmoxeHue JeHCTBYeT ¢ MOMEHTa €ro YTBEp)KIEHUs
pykosoautesnem Oneparopa.

2.6 Axryamuzauus Hactosero [lonoxxeHus NpoBOAUTCS HE peke, YeM JBa pasa
B 'O/l B COOTBETCTBUH C PerimameHTOM IO MPOBEACHUIO KOHTPOJIbHBIX MEPOIPUATHN U
pearupoBaHUIO Ha UHUMAEHTH HHPOPMALIUOHHOM 0€3011aCHOCTH.

2.7 BHecenme usMenenuii B Hacrosuiee Ilonoxenune nuOO yTBEpIKIEHHE €ro
HOBOH pelakuMyM TPOM3BOJUTCS HAa OCHOBAaHMM COOTBETCTBYIOLIETO IIpHKa3a
pykoBoautens Oneparopa.

3. OBLIUE IMOJIOXKEHUSA

3.1 IIJIa, obpabatbiBacmble y OmnepaTopa, II€JM, OCHOBAaHME U CPOKH HX
obpaboTku ykazaHsl B [lepeune oOpabaThIBaeMbIX EPCOHANBHBIX JAHHbIX.

3.2 O6padorka IT/In ocymiectisiercs OnepaTopoM C UCHOJb30BAHUEM CPEICTB
aBTOMAaTU3alUK U O€3 UX HCIIOIb30BaHUSI.

3.3 Cpoxu xpanenus I1/[H ycTaHaBiMBarOTCS B MUCBMEHHOM COIJIACUU CyOBEKTa
[T/la Ha o0OpaboTKy ero IMepcOHaJbHBIX MHaHHBIX, a TaKkKe TpPeOOBAHUAMHU
3aKoHojarTenscTBa Poccuiickoli ®Denepanuu, yCTaHABIMBAIOIUMU CPOKM XPaHEHHUs
JTOKYMEHTOB.

4. OPTAHU3ALUSA PABOT 11O OBECIHIEYEHHWIO BE3OITACHOCTHU
INIEPCOHAJIBHBIX TAHHBIX

4.1 Ilox opranuzanueit pabot no odecneuenuto 6ezonacHoctu [1J[H nonumaercs
(GopMHpOBaHHME U  BCECTOpPOHHee o0eclevYeHHe  peaju3aldd  COBOKYIHOCTH
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COTJIaCOBAaHHBIX M0 IIeNH, 3ajJayaM, MeCTy U BpPEMEHU OpraHU3alMOHHBIX U
TEXHUYECKUX MEpPONPUSITHH, HalpaBJIeHHbIX Ha MUHUMM3AIIO KaK
HEMOCPEJICTBEHHOr0, TaK M OIOCPEJOBAHHOIO yllepbda OT peald3aldd yrpos
6ezomacHoctu [1/]H, 1 OCYyIIECTBISIEMbIX B LIEJSAX:

— NPeJOTBPALICHUS BOBMOKHBIX (TIOTEHIMATIBHBIX) yrpo3 Oe3zonacHocty [1/1H;

— HeUTpanu3ayy u/uiy NapupoBaHus peasinzyeMbix yrpo3 6ezonacuocty I1/1H;

— JIIMKBHJAIMY TIOCIEACTBUI peanusanuu yrpos 6esonacuoctu [1/1H.

4.2 Opranuzanust padbotr no obdecrneuenuto OeszomacHoctu I[I/{n y Omneparopa
JOJDKHA OCYIIECTBISITBCS B COOTBETCTBUM C JICHCTBYIOIMMHU HOPMAaTUBHBIMU
MpaBOBBIMU aKTaMH M pa3pabOTaHHBIMH JJISl 3TUX Lellell OpraHu3alMOHHO-
pacropsiuTeNIbHBIMA ~ JOKyMeHTaMu 1o obecriedeHuto  Oe3omacHoctu  I1JIH
Onepatopom.

4.3 3amaum N0 TNpUBEAEHMIO JesTenbHOCTH Onepatopa B COOTBETCTBHUE
c TpeOoBaHMSIMU  3aKoHoJaresbcTBa Poccuiickoit ®epepaumu B obnactu 11/
BO3JIATAlOTCSl Ha CHENHANTbHO co3JaBaeMyro ans stux denedl Komwuccuro u nmnm,
OTBETCTBEHHbIX 3a OpraHm3aiuio oOpaboTku u obecnedenue OezomacHoctd I[1JIH,
KOTOpBIE MOT'YT OBITh BKJIIOUEHBI B COCTaB AaHHOU Komuccuu.

4.5 B cnyuasix, korga Onepatop Ha OCHOBAaHUHU AOrOBOpa MOpydYaeT 00paboOTKy
[T[In Tperbemy nuiy, Omeparopy HEOOXOAMMO 3aKIIOYUTh C JAHHBIM JIMIIOM
coryianienue o coOroaeHny 0e30IMacCHOCTH IePCOHANBHBIX JaHHBIX, C BO3JIOKEHUEM Ha
TpPeTbe JUIO0 OOSI3aHHOCTH MO obecrneueHrut0 KOH(PUICHIMAIBHOCTH U 0€30MacHOCTU
nepenanublx  Oneparopom [IJ[H  (;mbo  BKIOUMTH — JaHHOE — 00S3aTENBCTBO
B 3aKJIIOYaeMBbI/ e CTBYIOLIUH 10rOBOp).

4.6 Pabotel 1o mnpuBeneHuio aesTenpHOCTH OnepaTopa B COOTBETCTBHE
¢ TpebOBaHUSIMH 3aKOHOJaTenbcTBa Poccuiickorn @enepauuu BeayTcss M0 ABYM
HalpaBJIeHWsIM:  obecrmeyenne  OesomacHoctet  I1/[H, oOpabareiBaemblx — 0e3
MCIIONIb30BAHUSl CPEICTB aBTOMAaTWU3alMu, U obecneueHue OesomacHoctd IIJIH
B ICI1/Iz Oneparopa.

4.7 Pabotel mo obecrneyenuro OesomacHoctu II/IH, oOpabareiBaembix 0e3
MICIIOJIb30BAHUS CPEACTB aBTOMATH3ALUH, BEAYTCS 10 CIESAYIOLIMM HaIlPaBICHUSAM:

— OTpeJIeNIeHHe MepeYHs JIUIL, HOIMyIeHHbIX K 00padoTke I1/1H;

— uHpopMupoBaHue paboTHUKOB OmepaTopa 00 yCTAHOBJIEHHBIX IIpaBUIIaX

oopadotku 1/ 1 TpebGoBanuit MO UX 3aIUTE, OBBIIIEHIE OCBEJOMIIEHHOCTH
B Bonpocax odecneyenus 6ezonacuoctu [1/1H;

— y4er u 3aumurta Hocutenen [1/1H;

— pasrpaHuyeHue goctyna k HocuresiasM I1/IH;

— yuuytoxxenue [1]1H.

4.8 OpraHu3aiys U BBINOJHEHHE MEPONPHITHH MO 00eCTeueHnIo Oe301acHOCTH
[1/1a, obopabateiBaembix B UCII[In Omneparopa, oCymEeCTBISIOTCS B PaMKax CHCTEMBI
3amuThl nepcoHanbHbIX AaHHbIX WCII[An (manee - C3I1/H), pa3BepThiBaeMOil B
WCII/Ix B mporecce ee Co3AaHus WX MOJICPHU3AIHH.

49 C3I1lz npencraBisier coOOM COBOKYIIHOCTh OpPraHH3allMOHHBIX Mep U
TEXHUYECKUX CPEACTB 3alllUThl MHpoOpManmu, a Takxke ucnoibdyembix B HCII/IH
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MHOQOPMALIMOHHBIX ~ TEXHOJOTHH,  (YHKIMOHHUPYIOIIMX B  COOTBETCTBUH  C
OIIpe/IeJIeHHBIMY LEJSIMU U 3a/1auaMu obecrieuenus de3omnacuoctu [1][H.

4.10 C3I1JIz nojvkHa SBJISTHCS HEOTHEMJIEMOM COCTABHOM 4acThIO KaXKJI0W BHOBb
cosznasaemoit MCII/In Oneparopa.

4.11 Hns cymectyromux UCIIJIH, B KOTOPBIX B IPOIECCE X CO3aHuUs HE ObLIU
IPEayCMOTPEHBI Mephl 10 obecrniedeHuto 6ezomacHocTd [1JIH nomkeH ObITh MpoOBEnEH
KOMIIJIEKC OpraHU3alMOHHBIX M TEXHUYECKUX MEPONpPUATUH 110 paspaboTke U
BHeapeHuto C3I1/]H.

4.12 Crpyxtypa, cocraB u ocHoBHble ¢yHkuuu C3II[IH onpenensorcs B
cootBeTcTBUM ¢ ypoBHeM 3aumuuienHoctd WCIT{H u Mopensio yrpo3 0e30macHOCTH
NepcoHaIbHBIX JaHHBIX NMpH UX 00padoTke B UCI1/IH.

5. IMPOBEJEHHME PABOT 110 OBECIIEYEHUMIO BE3OITACHOCTHA
INEPCOHAJIBHbBIX TAHHBIX

5.1 B mensx oleHKH YpOBHS 3allUIIEHHOCTH 00padaThiBaeMbIx y Onepatopa [1/1H
¥ CBOECBPEMEHHOI'0 YCTpPAHEHMsI HECOOTBETCTBHH TpeOOBaHMSIM 3aKOHonaTeabcTBa PD
B obmactu 3amuthl [I/[H y Omneparopa pa3 B roix JODKEH IIPOBOJUTHCS aHAIIU3
M3MEHEeHUH npoueccos 3auuTh! [1/1H.

5.2 Ananu3 U3MeHeHHH IPOBOAUTCS IO CIEAYIOIUM OCHOBHBIM HaIlPaBJICHHSIM:

— MepeyYeHb COTPYIHUKOB M TPETbUX JIHI], JOMYyIIEeHHBbIX B 00Opadotke I1/IH,
CTeleHb UX y4yacTus B oOpaborke [1JIH u xapakTep B3aUMOJEHCTBHUS MEXKIY
coboi;

— nepeyeHb U 00beM odpabdateiBaembix [1/1H;

— enu oopadotku [1/1H;

— npoueaypsl cOopa, 3amucH, CHUCTEMATU3allMM, HAKOIICHUS, XpaHEeHus,
yTouHeHus (OOHOBJIECHUS, W3MEHEHUs), U3BJICUYEHUS, MCIIOIb30BaHUs,
nepefgadu (paclpoCTpaHEHUs, NPEJOCTABICHUS, JIOCTyIa), 00e3IMUYUBaAHMS,
OJ0KUpOBaHUS, yaneHus u yuuuroxenue [1/1H;

— cnoco0sl 00padoTku [1/1n (aBToMaTH3UpOBaHHAS, HEABTOMATH3UPOBAHHAs );

— IIepe4YeHb YIOJHOMOUYEHHBIX OpPraHOB, B PaMKaX OTHOIUEHUH C KOTOPLIMU
ocymectpisiercs oopadotka [1/1H;

— TepeueHb IPOrpaMMHO-TEXHUIECKUX CPEACTB, HCIIONB3YEMbIX Il 00pabOTKH
BVICH

— xoH(urypauus u Tononorus UCIIJu B 1eI0M U ee OTAETbHBIX KOMIIOHEHT,
¢usnyeckue, GyHKINOHATBHBIE W TEXHOJOTHYECKHE CBSI3U KaK BHYTPH JTHX
CHUCTEM, TaK ¥ C JIPYTUMHU CUCTEMaMH Pa3jIMuHOIO YPOBHS 1 HA3HAUCHHUS;

— CIOCOOBI  (PUBUYECKOTQ MOHKIFOUEHUS ¥ JIOTUYECKOro B3aMMOIEHCTBHS
komroHeHT MCII/JIH, cnocaObl MOAKIIOYEHHMS K CETSIM CBSI3U  OOLIEero
MOJNb30BAHUS W MEXKIyHAPOOHOrO  MHMOpMALMOHHOTO  oOMeHa ¢
OInpeseeHHeM IIPOILYCKHON CIOCOOHOCTH JIMHUM CBSI3Y;

— pexumbl 00padotku [1/n B ICII/IH B LEIOM U B OTAEIBHBIX KOMIIOHEHTAX;

— COCTaB MCIIONIB3YEeMOr0 KOMILIEKCca CpeAcTB 3amuThl [IJI[H M MeXaHH3MOB
WICHTU(QUKALNY, ayTeHTUQUKAUWK W pasrpaHdyeHus IpaB  JOCTyNa
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noab3osaresieii UCITJIn Ha ypoBHE ONMEpalMOHHBIX CUCTEM, 0a3 NaHHBIX U
NPUKIIAJHOTO IPOrPaMMHOT0 00eCIIeUeHNUs;

— TIepeyeHb OpraHU3alMOHHO-PACIIOPSAUTEIBHOM JIOKYMEHTAlUH,

onpeensome# mopsmaox 0opadoTku u 3amutel [1J[H y Oneparopa;

— (usnyeckre Mepsl 3auThl [1/{H, oprasusanys npomnyCcKHOro pexuma.

5.3 PesynbTaThl aHanuza U3MEHEHUH HCIOJIB3YIOTCS JUISI OLEHKH KOPPEKTHOCTH
TpeboBaHuit mo  obecmeveHuro  OesomacHoctd  [IJIH, oOpabaThiBaeMbIX ¢
MCIIOJIb30BAHUEM CPEJICTB aBTOMATH3AMU M 0€3 UCIOJIb30BaHMs TaKUX CPEACTB U IPH
HEOOXOAUMOCTH UX YTOUHEHHUS.

5.4 'Y Oneparopa J0/UKeH BECTHCh y4eT AeicTBUi, COBepIIaeMbIX pabOTHUKAMH
Omneparopa npu o6paborke [1/In B UCTI[{u. [eiictBust ¢ I1[n yuursiBatorcs B log-
daiinax MCI1/Ix u/umu B otaensHoit 6aze nanubix UCIT/H.

5.5 Hoctyn x [T/ ocyuiecTBisieTcsl B COOTBETCTBUU € PeriiaMeHToM 1o J0ImyCcKy
COTPYIHUKOB M TPETbUX JIMI K 0OpabOTKe NMEepPCOHANbHBIX JaHHBIX, YTBEPMKIAEHHBIM
OmnepaTtopom.

5.6 JIuua, qonyueHHbie K 00padotke [1/[H, 1omKHB OBITH TPOMH(YOPMUPOBAHKI:

— 0 ponycke K oopadoTtke 1/ myrem o3nakomienus ¢ Ilepeunem nomkHoCTEM

U TPEThbHX JIMI, UMEIOMMX JOCTYI K IePCOHAIIbHBIM  JaHHBIM,
obpabaTteiBaeMbIM y OnepaTopa;

— o Kareropusix odopabarbiBaembIX [I/IH myTeM 03HAKOMIIEHUS C YTBEPKICHHBIM

ITepeunem oOpabaThIBaeMbIX MEPCOHATBHBIX JIAHHbIX;

— 0 TpaBWIax ocyluecTBieHus oOpadorku I[I/lH myTem o3HaAKOMIIEHHS IO

pocnuck ¢ nokyMeHTOB [lonoskennem 06 00paboTKe NepCOHANBHBIX JaHHbIX.
5.7 HeaBroMarusupoBanHas oOpadoTtka IIJ{H AomKHA OCYIECTBIATHCS TaKUM
o0pas3om, 4TOOBI B OTHOINEHWH Kaaod kareropuu [I/[H MOXHO OBLIO ONpeNEeHuTh
MecTa XpaHeHUs] MaTepUaIbHBIX HOCUTENEH U YCTAaHOBUTD IIepeveHb JIMLL, JOIYIIEHHBIX
K obpadotke [1/IH. Y Oneparopa nomkeH BecTuch ydeT HocuTenen I1/1x.
5.8 O@ukcanusa II/lH nospkHa OCYLIECTBIATHCS HA OTHENBHBIX MaTepHabHBIX
HOCUTENSX (OTHENbHBIX JOKyMeHTax). IIJ[H [OOMKHBI  OTHENATHCS OT HHOH
uHbopMaIK.
5.9 ®uxcauus Ha omHOM MatepuansHoMm Hocurtene I1J[H, wenu oOpaboTKu
KOTOPBIX 3aBEOMO HECOBMECTHMBI, He JolycKaercs. B ciydyae ecinu Ha OJHOM
MaTepuaNbHOM HOcHTele Bce ke 3adukcuposanbl [1/[H, menu oOpabOTKH KOTOPBIX
HECOBMECTUMBI, JOJDKHBI OBITH MPUHATHl MEpbl IO OOECIIeYEeHHIO pPas3aelibHON
oopadotku [1/11, B yacTHOCTH:
— [p¥ HEOOXOIUMOCTU HCIIOIb30BAHUS WM PACHpPOCTPAHEHUs ONpPEIeIEeHHBIX
[T[In ocymecTtBisiercss BblOOpoyHoe konuposanue II/lH, mognexamux
pacupoCTpaHEHUIO MM  HUCIOJB30BaHUIO, CHOCOOOM,  HMCKIIOYAIOLIMM
onHoBpeMeHHoe konuposanue I[I/[H, HE mojuexaliux pacnpoCTpaHEHUIO U
HCIIOJIb30BAHHIO, U UCIOJIb3YeTCs (paclpoCTpaHsIeTCs );

— NpH  HEOOXOAMMOCTH YHHUYTOXEHHs wind Onokuposanuss dactu I1J[n
YHUYTOXKAETCS ~ WJIM  OJIOKHpYeTcss ~ MaTepHalbHbI  HOCUTENb  C
peaBapUTEIbHbIM BHIOOPOYHBIM KONIMPOBAHUEM CBEACHUM, HE IOJUISKAIIUX

YHUYTOXCHUIO HJIA 6HOKI/IpOBaHI/lK), CHOCOGOM, HCKJIFOYarO UM
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OJHOBpeMeHHOe KonupoBanue [I/IH, nomIex)amUx YHUUYTOXKEHUIO WIIHA
OJIOKUPOBAHUIO.

5.10  IlpaBuna  ydera, XxpaHenus u  yHuutoxkenus [I/la  npu

HEeaBTOMATU3UPOBaHHON 00paboTke onucaHbl B PernamenTe no yuéry, XpaHeHUIO

1 YHUYTOXKEHUIO HOCUTENIeH MEePCOHANIbHBIX JaHHBIX.

5.11 JlomxeH OCYIIECTBIATHCS MOHHUTOPHHI (DAKTOB HECAHKIIMOHMPOBAHHOIO
J0CTylla K NMEePCOHAIbHBIM JaHHBIM U NPUHUMATHCS COOTBETCTBYIOIIME MEPHI IPU UX
oOHapyXeHUH. MOHHUTOPHUHT OCYLIECTBISETCS AIMUHHUCTPATOPOM O€30MacHOCTH
UCIIH.

5.12  Apmunuctparopom ©Oe3onacHoctu MCIIJIH momkeH OCyLIECTBIATHCA
KOHTPOJIb 32 MPUHUMAEMBIMH MEpPaMH 110 00eCTeueHnIo 0€30IaCHOCTH I1ePCOHABHBIX
JIAHHBIX.

5.13 Ilpu obpabotke 1111, Oneparop, AOIKHA UMETh BO3MOYKHOCTb U CPECTBA
Juist Boccranosnenus [1/[1, B cmyyae ux monudukanuu Uy yHUUTOKEHUH BCIIEICTBUE
HECaHKLIMOHUPOBAHHOIO J0CTyna K HHUM. IlpaBuia pe3epBHOro KONUPOBAaHHUS H
BocctaHoBneHus: [I/ln Omeparopom ycTaHoBJeHbl B PermameHTte no pe3epBHOMY
KOIAPOBAHUIO I€PCOHAIBHBIX TAHHBIX.

5.14 Onmnepatop omnpenenser MepedeHb [OMEUICHUNM, HCIOJb3YEeMbIX IpU
obpaborke II/ln. Ilpm »TOM oOpranu3zanmsi pexuMa OE30IACHOCTH, OXpaHa ITHUX
IIOMEILEHUH 1OJKHBI 00ecrieunBaTh COXpaHHOCTh HocuTenel I1/IH, a Taxke UCKII0YaTh
BO3MOJKHOCTh HEKOHTPOJHMPYEMOI'O TIPOHUKHOBEHUS WM IpeObIBaHUS B ITHX
TIOMEIIEHUSIX TOCTOPOHHUX JIMII.

5.15 Tlonw3oBarenu UCII[{H nomkHBI oOecnedyuBaTh COXPAHHOCTH CBEMHBIX
Hocutener, copepxamux I1/H. B ciayyae yTpaTel HOCUTENS, MOIb30BATENH JIOJDKHBI
HEeMEJIEHHO co00IUTh 00 3ToM A qmuHuctpaTtopy desonacnocta MCIT/H.

5.16 Ecmu npu padote ¢ I1/ln pabotHuky Omneparopa HEOOXOAMMO IOKUHYThH
pabouee MecTo, MaTepuaabHble HOcUTenw I[IJ[H MOJKHBI OBITH 3aLUINEHBI OT
HEKOHTPOJIIMPYEMOr0 JocTyna K HUM. JlIs 9TOro MarepuasibHble HOCUTEIH
IIOMEINAIOTCS B OTBEIEHHBIX JUISI XpaHEHHUS MecTa.

5.17 B cnywyae poctwxkenuss nenua oOpaborku I1Jln Omeparop mnpexpainaer
obpabotky I[I/ln wmmm obecneunBaer ee mnpekpauiende (ecau obpadorka I
OCYIIECTBIISIETCS. JPYTrUM JIMLOM, JEHCTBYIOIIMM Mo Mnopydenuto Oneparopa) u
yauutoxkaer II[lH wmm obecrneuuTs uX yHHUYTOXKeHHEe (ecau oOpabotka [1/[H
OCYILIECTBJIACTCS APYTUM JIMLOM, AeHCTBYIOLIMM 110 opydeHuto Oneparopa) B CpoK, He
NPEBBILIAIOUIMHA TPUALATYA JHEH ¢ AaThl TOCTHXKEHUS enu obpadorku I1/1H, ecnu nHoe
HEe IpeayCMOTPEHO AOTOBOPOM, CTOPOHOW KOTOPOIO, BBLIFOAONPHOOpETaTeNeM WIIHU
IOpY4YUTENEM IO KOTOpoMYy siBiisieTcs: cyobekT [1/[H. B cnyuae ecnu [1/ITH HeBo3MOXKHO
YHUYTOXKUTh, TO OHM OJIOKMPYIOTCS W YHHYTOXKAIOTCS B CPOK, HE IIPEBBIMIAIONINN
IIECTH MECSIIEB.

5.18 IlpoBenenue pabotr mo cozmanuto (momepHm3auuu) C3II[IH BrIOUaeT
CIIEAYIOLINE CTAIUH:

— IpPEeIIIPOEKTHAs CTaIu;

— CTajius IPOEKTUPOBAHUSI;

— cragus peanusanuu C3I1/1H;




— crtaaus BBoja B Aeiicteue C3I1/IH.

5.19 Ha npeanpoekTHOW cTagud MPOBOAUTCS  ONPEHEICHUE  YPOBHS
samuinenHoctd UCITn, dopmupyercs Mopens yrpo3 OezonacHoctu [1/lH mpu ux
obpabotke B UCII/IH, pa3pabateiBaercs Texuuueckoe 3aganue Ha C3I1/1H.

5.20 Onpenenenue yposHs 3amummennoctd MCIIJH ocymecTBisgercs Ha
ocHoBanuu [locramosnenust IlpaBurensctBa Poccuiickoit @enepauuu ot | HOAOps
2012 r. Ne 1119 r. «O0 yTBepxaeHuU TpeOOBaHUM K 3allUTE NMEPCOHAIBHBIX JaHHBIX
pu X 00paboTKe B MHOOPMALIMOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHBIX».

521 B cBmu ¢ tem, yro B HCII[lz Omneparopa nomMumo obecnedyeHus
KOH(pHUAeHIMAILHOCTH 00padathiBaeMbix [1/lH TpeOyercs obecreunTh LENOCTHOCTH U
nocrynHocts [1/{H, UCIT/{H OnepaTopa sSBISIOTCS CIIENUATbHBIMU HHPOPMALHOHHBIMH
cucremamu. WCIIIn Omneparopa ykazaubl B IlepeuHe HH(POPMALMOHHBIX CUCTEM
MIEPCOHANIBHBIX JAHHBIX.

5.22 Ypogeuns 3amuienHoctd UCITJIH opopmMisieTcss COOTBETCTBYIOLIUM aKTOM.

5.23 Mogens yrpo3 OesomacHoctu I[IJ[H mpu ux obOpadborke B MCIIIH
bopmupyeTcst Ha ocHoBaHuM pykoBoasumx gokymeHToB @CTOK Poccun u ®Chb
Poccun.

5.24 Tlepeuenb aKkTyalbHbIX yrpo3 dQopmupyercs mius kaxjaod MCII/In
Omnepatopa ¢ yderom ycioBuii ¢yukuuonupoBanuss WCIIJIln u ocobennocreit
oopadotku IT/IH.

5.25 Tlo uroram ompenenenust ypoBHs 3amuiienHoctd MCITJIH u pesynbraram
OmpesieNleHns] aKTyallbHbIX yrpo3 OesomacHoctu [/l dopmupyrorcst TpeboBaHus 110
obecnieuenuro 6e3onacuoctu [1/[n, obpadareiBaembix B UCII[IH. JlanHble TpeOoBaHUs
oopmisitoTcst B BUIe Texuudeckoro 3ananus Ha C3I1/IH.

5.26 Cramus npoektupoBanusi C3II/n Bkmrowaer pazpadorky C3II/IH B cocrase
WCII/IH, a uMeHHO pa3paboTKy pa3iesioB 3aJaHusl U NPOEKTa IPOBEICHUS 110 CO3IaHUI0
(Monepuuzanun ) C3[1/IH B COOTBETCTBUY ¢ TPEOOBAHUSIMU TEXHIUYECKOTO 3a/JaHNs;

5.27 Cragus peamuzanuu C3I1/IH BKIro4aer:

— 3aKyIIKy COBOKyHHOCTH wucnons3yeMbix B C3IIJIH cepTuduuupoBaHHBIX
TEXHUYECKUX, MPOTPAMMHBIX M NPOIPAMMHO-TEXHUYECKUX CPEJICTB 3aLUTHI
MH(POPMAIH U UX YCTAHOBKY;

— OIpeJleJieHle IOApa3JeNieHHuii M Ha3Ha4yeHWe JIMI, OTBETCTBEHHBIX 3a
HKCIUTyaTallMoO CPEJICTB 3alIUThI UHQOPMALIUHU C UX O0YUEHUEM;

— pa3paboTKy sKcIuryatanuoHHoW mokymentanuu Ha C3I1Jln u cpenctsa
3aIUTHl UHQOPMAIHH.

5.28 Ha crapguu BBoja B nerictBue C3I1/IH ocyliecTBIsIFOTCS:

— IIpeiBapHUTEIbHbIE UCIIBITAHUS CPEJCTB 3ALUTHl HHPOPMALUKU B KOMILIEKCE C
JPYTUMH TEXHUYECKAMU U IIPOrPAMMHBIMU CPENICTBAMU;

— YCTPaHEHHEe HECOOTBETCTBUM 110 UTOTaM IIPeIBapUTE/IbHBIX UCTIbITAHUI;

— OIIBITHASl JKCIUTyaTallUsl CPeACTB 3aIlUThl HMH(OPMAMM B KOMIUIEKCE C
JPYTUMU TEXHUYECKMMU U IPOTPaMMHBIMH CPEJICTBAMU B IIEJISX IPOBEPKU UX
pabotocnocobrocTr B cocrase MCII/T;




— IOPUEMO-CAATOYHBIC  UCILITAHUS CPEACTB  3alUThl  MH(OpMALMU IO
pe3yJibTaTaM ONBITHON KCILTyaTall|H.

529 B npouecce ¢yukuuonuposanus MVCIIJIH MoxkeT o0CyIEeCTBIATHCS
monepHuzanuss C3I[/Jn. B oOs3arenbHOM IMOpsAKE MOJIEPHM3ALMS IIPOBOJUTCS B
cllydae, eCiu:

— MPOU30LLIO W3MEHEHUEe HOMEHKNIATypbl oOpadatbiBaeMbix [1/IH, Biekyiiee 3a

coboli uzmenenue ypoBHs 3awmuiiennoctu UCI/In;

— NMPOU30LIO0 W3MEHEHHE HOMEHKJIATYPhl HM/MIM  aKTyaJbHOCTH  Yrpo3
oe3zonacuoctu [1/1H;

— usmenmnach crpykrypa MCIIJIH wim  TeXHUYecKue OCOOEHHOCTH €€
IOCTPOEHMSI (M3MEHHUIICS COCTAB MITH CTPYKTYpa IMPOrpaMMHOr0 00ecredeHus,
TEXHUUYECKUX cpenctB obpadorku [1/1u, Tormonorun UCIT/x u T.11.);

— IPOU30LLIO  W3MEHeHHe 3aKkoHojartenbcTBa  Poccuiickor — dDenepaiuu
B oOactu I1)[H, 3aTparuBaroinee Bonpocsl obecrieueHus OezonacHoctd 11/l
npu ux odopadotke B UCII/IH.

530 Ilpm BO3HMKHOBEHUH YCJIOBHHM BIHUSIOIMIMX Ha Oe3onmacHocTh I1J[H
(komMmpoMeTanus naposiedl, HapyleHHe LEeJTOCTHOCTH M JOCTYIHOCTH TEepPCOHAIBHBIX
JaHHBIX U 1p.) paboTHUK Oneparopa 00s13aH He3aMeUTUTENLHO IPOUH(GOPMHUPOBATH 00
sToM AnmuHHCTparopa oezonacHoctu MCIT/IH.

531 Jluma, BWHOBHBIE B HAapylIeHUH TpeOOBaHUM, NpPEIbsBIIEMBIX
3akoHojarensctBOM P®  k  3ammre [[J[H, HecyT TrpakIaHCKyl0, YroOJIOBHYIO,
aJIMUHUCTPATHBHYIO, JUCHUIUTAHAPHY IO u UHYIO npeyCMOTPEHHYIO
3aKkoHOoAaTenbCcTBOM Poccuiickoit @enepaliun 0TBETCTBEHHOCTD.




