AHHOTAIIUS PABOYEM ITPOT'PAMMBI ITIPOU3BOJCTBEHHOM
IMMPAKTUKHA (ITO NPOPNJIIO CHEIIUAJIBHOCTN) II11 03.

PabGouass mporpamma MpoOU3BOJICTBEHHON MPaKTHUKU (1O MPOPUIII0 CHEIUATBLHOCTH)
(mamee pabouasi mnporpamma) — SBJSIETCS YacThblO MPOrPaMMbl  MOJTOTOBKH
CrienuanucToB cpeanero 38eHa B cootseTcTBuu ¢ ®I'OC no cneunansuoctu 11.02.15
NHpoxkoMMYHUKAIIMOHHBIE CETH U CUCTEMBI CBSI3M B YaCTH OCBOCHHUSI OCHOBHOTO
BUJ1a ipodeccuoHanbHor aestenbHocTd (BII/]): O6ecneuenne nHpopManuOHHOM
0e3omacHOCTH WHPOKOMMYHHMKAIMOHHBIX CeTeili MW CHCTeM CBS3M U
COOTBETCTBYIOIIMX MTpodeccronanbubix komnerenmuit (ITK):

1. BbisBIATH yrpo3sl W YSI3BUMOCTH B CETEBOM HH(pACTPyKType C
UCIIOJIb30BaHUEM CHCTEMBI aHAIN3a 3aIIUIIEHHOCTH.

2. Pa3pabaThiBaTh KOMIUIEKC METOJOB W CPEACTB 3allUThl MHPOPMAIUU B
WH()OKOMMYHUKAITMOHHBIX CETSIX U CUCTEMaX CBSI3H.

3. OcymecTBisTh  TEKylllee  aAMUHUCTPUPOBAHHME IS 3aIlUTHI
WHOOKOMMYHUKAIIMOHHBIX ~ CEeTed HW  CHUCTEM CBSI3M C  HCIOJIh30BAHHUEM
CIEHMAIM3UPOBAHHOTO MPOrPAMMHOI0 00ecIeueHusI 1 000PY10BaAHUSI.

Pabouast mporpaMMa nMpou3BOACTBEHHOMN MPAKTUKHA MOXET OBITh UCITOJIb30BaHA
B JIOMOJHUTEILHOM  MpOodeCcCCHOHAIIBHOM  o0Opa3oBaHUU  MpodecCuoHaTbHOMN
MOJITOTOBKE PAaOOTHUKOB B OOJACTH MOHTaXKa, OJKCIUTyaTallMd W TEXHUYECKOTO
OOCTyXKMBaHUSI CHUCTEM TEICKOMMYHHUKAIMH W WHOOPMAIMOHHBIX TEXHOJOTHUN
TUCTIETYEPCKOTO  YIPABJICHUS TMPU HAIMYUU  CpelHero (MOJIHOTO) — OOIIero
oOpazoBanus. OnbIT paboThl HE TpeOyeTCs.

1.2. e ¥ 3a1a4d NPOU3BOJACTBEHHOW NMPAKTHUKH — TPe0OBaHHUA K
pe3yJabTAaTaM OCBOEHHS NMPOU3BOJACTBEHHON MPAKTHKM:

C uenbio OBIAJEHUS YKA3aHHBIM BUAOM MPO(ECCHOHAIBHON ACSITETbHOCTU U
COOTBETCTBYIOIIMMH MNPO(ECCHOHATBHBIMU KOMIETEHIMSAMU OOYYaroOLUUCA B XOJ€
OCBOEHMSI IPOU3BOJICTBEHHON MPAKTUKH JIOJKEH:

HMeTh MPAKTUYECKUH ONbIT:
- BBISIBJICHUS yTPO3 U YA3BUMOCTEH B CETEBON MHPPACTPYKTYpPE C MUCIOIb30BAHUEM
CUCTEMbI aHAJIW3a 3alUIIEHHOCTH;
- pa3paboTKM KOMILJIEKCA METOJOB MW CpPEACTB 3alluThl HH(OpManuu B
MH()OKOMMYHUKAIIMOHHBIX CETSIX U CUCTEMAX CBSI3H;
- OCYILIECTBJICHUS TEKYILIETO aAMUHUCTPUPOBAHUS TUISt 3aIIUTHI
WHOOKOMMYHUKAIIMOHHBIX ~ CEeTed M  CHUCTEM CBSI3M C  HCIOJIb30BAaHHUEM
CHEIHATN3UPOBAHHOTO IPOIPAMMHOT0 0OecTieueHusI 1 000pyI0BaHMSL.
yMeThb:
- KJaccuummpoBaTh yYIpO3bl nH(OPMAITMOHHON 0e30macHOCTH B
WH()OKOMMYHUKAIIMOHHBIX CHCTEMAaX U CETSAX CBSI3H,
NpPOBOJAWTH aHAM3 yrpo3 U YSI3BUMOCTEH ceTeBoil Oe3zomacHoctu [P-cerei,
OecrpOBOAHBIX CETEM, KOPIIOPATUBHBIX CETEMH;
ONpeaesITh BO3MOKHBIE CETEBBIE ATAKU U CIIOCOOBI HECAHKLIMOHUPOBAHHOTO JTOCTYTIA
B KOHBEPI'€HTHBIX CUCTEMAX CBSI3U;



OCYIIECTBIISATh MEPOIIPUSATHUS 10 MIPOBEIECHUIO ATTECTAI[MOHHBIX paOOT U BBISBICHUIO
KaHAJIOB YTE€UKH;

BBISIBJISITh HEJIOCTATKU CHCTEM 3aIIMTHI B CUCTEMAX U CETSIX CBSI3U C UCIIOIb30BAHUEM
CHEUATU3UPOBAHHBIX TPOrPAMMHBIX IPOTYKTHI

BBINIOJIHATH TECTUPOBAHUE CUCTEM C LIEJIBIO ONPEAEIICHNS YPOBHS 3alIUILIEHHOCTH;
ONpeaeNsITh ONTUMAJIbHBIE CLIOCOOBI 0OEeCTIeueHHs] HHPOPMALIMOHHOM 0€30MMaCHOCTH;
IPOBOJUTH BBIOOP CPEJICTB 3aIUThl B COOTBETCTBUU C BBISBICHHBIMU yrpo3aMu B
MH()OKOMMYHUKAIIMOHHBIX CETSX;

IPOBOJUTh MEPONPUATUS MO 3alUTe HWHGOpPMAIMU Ha MPEINPUSATUAX CBS3H,
o0ecreunBaTh UX OpraHU3alNIo, ONPEACIIATh CIIOCOObI U METO/IbI peaTu3allly;
pa3pabaTbIBaTh MOJIUTHUKY O€30MIaCHOCTH CETEBBIX AIIEMEHTOB M JIOTUYECKUX CETEM;
BBIMOJHATh PAacyeT M YCTAHOBKY CHELHUAIM3MPOBAHHOIO O0OpYJIOBaHUS AJis
o0ecrie4eHrss MaKCUMaJIbHOM 3allUIIEHHOCTH CETEBBIX AJIEMEHTOB M JIOTUYECKHUX
CeTel;

IPOU3BOJNTH YCTAHOBKY M HACTPOMKY CPEICTB 3aIUTHl ONEPALMOHHBIX CHUCTEM,
MH(POKOMMYHHUKALIMOHHBIX CUCTEM U CETE CBS3H;

KOHQUTYpPHpPOBaTh  ABTOMATH3UPOBAHHBIE  CHUCTEMBl U HH(POPMAIMOHHO-
KOMMYHHKAIIHOHHBIE CETH B COOTBETCTBHM C TMOJUTUKOW HH(DOPMALMOHHON
0e30macHOCTH;

3aluuaTh 0a3bl JIaHHBIX MPU IOMOIIM CHEUATU3UPOBAHHBIX IMPOTPAMMHBIX
IPOYKTOB;

3alllMIATh  pecypchl  MH(DOKOMMYHHUKAIIMOHHBIX CETed W  CHUCTEM  CBS3H
KpUNTorpadguuecKUMu METOJIAMHU.

3HATh:

- IPUHLIMIIBI TOCTPOEHUSI THPOPMAIMOHHO-KOMMYHHUKALIMOHHBIX CETEH;
MEXIyHapOJHbIE CTaHAApThl MH(MOPMAIMOHHOM 0e30macHOCTH AJsi HMPOBOAHBIX U
OEeCIIPOBOJIHBIX CETEH;

HOPMaTHBHO - MPABOBbIE M 3aKOHOJATENbHBIE aKThl B 00JIacTH HMH(OPMALMOHHON
0€301aCHOCTH;

aKyCTHUYECKHE U BUOPOAKyCTHUECKHE KaHANIbI YyTeUKU WH(OPMALIUK, OCOOCHHOCTH UX
BO3HMKHOBEHUS, OPraHU3alIUH, BBISBIICHUS, U 3aKPBITHUS;

TEXHUYECKUE KaHaJbl YTEUKHM MHPOpPMALUU, PEATM3yEeMble B OTHOILIEHHH OOBEKTOB
uH(pOpMaTU3allMd W TEXHUYECKHX CpPEJICTB MNPEANPUATHA CBSI3U, CIOCOOBI UX
0OHapPY>KEHUS U 3aKPBITHS;

crocoObl U METOBI OOHAPYKEHUS CPENICTB ChEMa MH(OpMALIUK B paiMOKaHAIIE;
KJ1accu(UKAIMIO YyIpo3 CeTeBOM O€30MacHOCTH;

XapaKTepHbIe 0COOEHHOCTH CETEBbIX aTak;

BO3MO>KHBIE CIIOCOOBI HECAHKIIMOHUPOBAHHOTO JOCTyIa K CUCTEMaM CBS3H;

IpaBuiia MPOBEIEHUS BO3MOXKHBIX IPOBEPOK COTJIACHO HOPMATHBHBIX JOKYMEHTOB
OCTIK;

3TaIbl ONpeaeIeHs] KOH(PHUIEHIUAIbHOCTH TOKYMEHTOB 00BEKTa 3alUThI;
Ha3HAYeHHE, KIACCU(PUKALUMIO W NPUHLUUINBI pabOThl  CHEUAIU3HPOBAHHOTO
000pya0OBaHu4,

METO/IBI ¥ CTIOCOOBI 3aIUThI HH(OpMaLuu 0ecripoBOAHBIX Jorudeckux ceteit o HCJJ
nocpeactBoM nmpotokosioB WEP, WPA u WPA 2;



METOJIbl ¥ CPEJICTBA 3aIIUTHl HH(GOPMAIIMU B TEJICKOMMYHHKAIIUAX OT BPEIOHOCHBIX
porpamwm;

TEXHOJIOTUU TPUMEHEHHUS TPOTPAMMHBIX MTPOTYKTOB;

BO3MOYHBIE CIIOCOOBI, MECTA YCTAHOBKH M HACTPONKHU MPOTPAMMHBIX MTPOTYKTOB;
METONBl W CIOCOOBI 3amuThl WHGOPMAIMKU, TMepeaaBaeMoil 1Mo KaOeIbHBIM
HAIPABJISIONTAM CUCTEMAM;

KOH(HUTYpaIiK 3aIIHUIIAeMbIX CETEH;

aNTOPUTMBI PAOOTHI TECTOBBIX MPOTPAMM;

CpeICTBa 3aIllMThl PA3JIUYHBIX OINCPAIMOHHBIX CHUCTEM M CpEIbl Iepeaavn
uH(popmaIuu;

CrocoObl ¥ METO/IbI MM pOoBaHUS (KOJAUPOBAHUE U ACKOIUPOBAHKE) HHPOpMAITIH.
1.3. KosinuecTBO 4acoB Ha OCBOeHHe padoueii MPOrpaMMbl MPOU3BOACTBEHHOM
NPaKTUKM:

HA  TPOU3BOJACTBEHHYIO  TMpPAKTUKy  OTBOAMTCS 72 yaca (2  Hememnm).






