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'<5=8O: <ECB?P;B64FP H<;>G?PFGDAB-
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A<>4J<BAAOI E<-
EF9@ < <I EBEF46-
?SRM<I 6 CDB-
J9EE9 A4?48>< < 
Q>EC?G4F4J<< 

#@0:B8G5A:89 >?OB:  
#DB9>F<DB64FP 4DI<F9>FGDG ?B>4?PAB= E9F< 6 
EBBF69FEF6<< E CBEF46?9AAB= ;484K9=. 
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B59EC9K9A<9 8?S @B89?<DB64A<S, CDB9>F<DB-
64A<S < F9EF<DB64A<S >B@CPRF9DAOI E9F9=. 
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D<< 7D4HB6. 
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CB?P;B64FP 6EFDB9AAO9 GF<?<FO BC9D4J<BA-
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�DI<F9>FGDG CDBFB>B?B6. 
%F4A84DF<;4J<R E9F9=. 
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'EF4A46?<64FP < B5AB6?SFP E9F96B9 CDB-
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CHAP). 
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AB= E<EF9@O 8?S 8<47ABEF<>< D45BFBECBEB5-
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%F4A84DF<;4J<R E9F9=. 
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-F4CO CDB9>F<DB64A<S E9F96B= <AHD4EFDG>-
FGDO. 
-?9@9AFO F9BD<< @4EEB6B7B B5E?G:<64A<S. 
"EAB6AO9 CBASF<S F9BD<< 7D4HB6. 
"EAB6AO9 CDB5?9@O E<AF9;4 7D4HB6 4F4>. 
%<EF9@O FBCB?B7<K9E>B7B 4A4?<;4 ;4M<M9A-
ABEF< >B@CPRF9DAB= E9F<. 
�DI<F9>FGDG E>4A9D4 59;BC4EABEF<. 
#D<AJ<CO CBEFDB9A<S 6OEB>BE>BDBEFAOI ?B-
>4?PAOI E9F9=. 

#� 1.3. 'EFD4-
ASFP A9<ECD46AB-
EF< 6 D45BF9 <A-
HB>B@@GA<>4J<-
BAAOI E<EF9@ 

#@0:B8G5A:89 >?OB:  
"59EC9K<64FP J9?BEFABEFP D9;9D6<DB64A<S 
<AHBD@4J<<. 
"59EC9K<64FP 59;BC4EAB9 ID4A9A<9 < C9D9-
84KG <AHBD@4J<< 6 7?B54?PAOI < ?B>4?PAOI 
E9FSI. 
%B;8464FP < A4EFD4<64FP B8ABD4A7B6GR E9FP, 
>B@CPRF9DAGR E9FP E CB@BMPR @4DLDGF<;4-
FBD4, 59ECDB6B8AGR E9FP. 
�ECB?P;B64FP BEAB6AO9 >B@4A8O 8?S CDB-
69D>< CB8>?RK9A<S > <AHBD@4J<BAAB-F9?9-
>B@@GA<>4J<BAAB= E9F< "�AF9DA9F", BFE?9-
:<64FP E9F96O9 C4>9FO, C4D4@9FDO IP-48D9E4-
J<<. 
�OCB?ASFP CB<E> < GEFD4A9A<9 CDB5?9@ 6 
>B@CPRF9DAOI E9FSI. 
"FE?9:<64FP C4>9FO 6 E9F< < A4EFD4<64FP 
CDB7D4@@AB-4CC4D4FAO9 @9:E9F96O9 Q>D4AO. 
%B;8464FP < A4EFD4<64FP >4A4?O >BDCBD4F<6-
AB= E9F< A4 54;9 F9IAB?B7<= PPP (PAP, 
CHAP). 

!4EFD4<64FP @9I4A<;@O H<?PFD4J<< FD4H<>4 
A4 54;9 EC<E>B6 >BAFDB?S 8BEFGC4 (ACL). 
'EFD4ASFP CDB5?9@O >B@@GF4J<<, E6S;<, 
@4DLDGF<;4J<< < >BAH<7GD4J<< WAN. 
(<?PFDB64FP, >BAFDB?<DB64FP < B59EC9K<64FP 
59;BC4EABEFP E9F96B7B FD4H<>4. 
"CD989?SFP 6?<SA<9 CD<?B:9A<= A4 CDB9>F 
E9F<. 
'<5=8O: 
!4EFD4<64FP EF9> CDBFB>B?B6 TCP/IP < <E-
CB?P;B64FP 6EFDB9AAO9 GF<?<FO BC9D4J<BA-
AB= E<EF9@O 8?S 8<47ABEF<>< D45BFBECBEB5-
ABEF< E9F<. 
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<AHD4EFDG>FGDO. 
#B889D:<64FP CB?P;B64F9?9= E9F<, A4EFD4<-
64FP 4CC4D4FAB9 < CDB7D4@@AB9 B59EC9K9A<9 
E9F96B= <AHD4EFDG>FGDO. 
"59EC9K<64FP ;4M<FG E9F96OI GEFDB=EF6. 
�A98DSFP @9I4A<;@O E9F96B= 59;BC4EABEF< A4 
6FBDB@ GDB6A9 @B89?< OSI. 
�A98DSFP @9I4A<;@O E9F96B= 59;BC4EABEF< E 
CB@BMPR @9:E9F96OI Q>D4AB6. 
�A98DSFP F9IAB?B7<< VPN. 
!4EFD4<64FP IP-F9?9HBAO. 
'<5=8O: 
&9EF<DB64FP >459?< < >B@@GA<>4J<BAAO9 
GEFDB=EF64. 
"C<EO64FP >BAJ9CJ<< E9F96B= 59;BC4EABEF<. 
"C<EO64FP EB6D9@9AAO9 F9IAB?B7<< < 4DI<-
F9>FGDO 59;BC4EABEF<. 
"C<EO64FP I4D4>F9D<EF<>< < Q?9@9AFO >BA-
H<7GD4J<< QF4CB6 VoIP ;6BA>4. 
�=0=8O: 
�DI<F9>FGDG < HGA>J<< E<EF9@ GCD46?9A<S 
E9FS@<, EF4A84DFO E<EF9@ GCD46?9A<S. 
�484K< GCD46?9A<S: 4A4?<; CDB<;6B8<F9?PAB-
EF< < A489:ABEF<, GCD46?9A<9 59;BC4EABEFPR, 
GK9F FD4H<>4, GCD46?9A<9 >BAH<7GD4J<9=. 
#D46<?4 Q>EC?G4F4J<< F9IA<K9E><I ED98EF6 
E9F96B= <AHD4EFDG>FGDO. 
 9FB8O GEFD4A9A<S A9<ECD46ABEF9= 6 F9IA<-
K9E><I ED98EF64I, EI9@O CBE?9464D<=AB7B 
6BEEF4AB6?9A<S D45BFBECBEB5ABEF< E9F<, 
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F9IA<K9E>GR < CDB9>FAGR 8B>G@9AF4J<R, 
ECBEB5O D9;9D6AB7B >BC<DB64A<S 84AAOI, 
CD<AJ<CO D45BFO ID4A<?<M 84AAOI. 
"EAB6AO9 CBASF<S <AHBD@4J<BAAOI E<EF9@, 
:<;A9AAO= J<>?, CDB5?9@O B59EC9K9A<S F9I-
AB?B7<K9E>B= 59;BC4EABEF< <AHBD@4J<BA-
AOI E<EF9@, FD95B64A<S > 4DI<F9>FGD9 <AHBD-
@4J<BAAOI E<EF9@ < <I >B@CBA9AF4@ 8?S 
B59EC9K9A<S 59;BC4EABEF< HGA>J<BA<DB64-
A<S, BC9D4F<6AO9 @9FB8O CB6OL9A<S 59;-
BC4EABEF< HGA>J<BA<DB64A<S CDB7D4@@AOI 
ED98EF6 < 54; 84AAOI. 
%D98EF64 @BA<FBD<A74 < 4A4?<;4 ?B>4?PAOI 
E9F9=. 
"EAB6AO9 FD95B64A<S > ED98EF64@ < 6<84@ F9-
EF<DB64A<S 8?S BCD989?9A<S F9IAB?B7<K9E>B= 
59;BC4EABEF< <AHBD@4J<BAAOI E<EF9@. 
#D<AJ<CO D45BFO E9F< 4A4?B7B6B= F9?9HB-
A<<. 
!4;A4K9A<9 7B?BEB6B7B L?R;4, 97B >B@CB-
A9AFO < HGA>J<<. 
"EAB6AO9 CD<AJ<CO F9IAB?B7<< B59EC9K9A<S 
QoS 8?S 7B?BEB6B7B FD4H<>4. 

#� 3.2. "5E?G-
:<64FP E9F96O9 
>BAH<7GD4J<< 
CDB7D4@@AB-4C-
C4D4FAOI 
ED98EF6. 

#@0:B8G5A:89 >?OB:  
#B889D:<64FP CB?P;B64F9?9= E9F<, A4EFD4<-
64FP 4CC4D4FAB9 < CDB7D4@@AB9 B59EC9K9A<9 
E9F96B= <AHD4EFDG>FGDO. 
�OCB?ASFP CDBH<?4>F<K9E><9 D45BFO A4 B5N-
9>F4I E9F96B= <AHD4EFDG>FGDO < D45BK<I 
EF4AJ<SI. 
%BEF46?SFP C?4A-7D4H<> CDBH<?4>F<K9E><I 
D45BF. 
'<5=8O: 
!45?R84FP ;4 FD4H<>B@, 6OCB?ASFP BC9D4J<< 
D9;9D6AB7B >BC<DB64A<S < 6BEEF4AB6?9A<S 
84AAOI. 
'EF4A46?<64FP, F9EF<DB64FP < Q>EC?G4F<DB-
64FP <AHBD@4J<BAAO9 E<EF9@O, EB7?4EAB F9I-
A<K9E>B= 8B>G@9AF4J<<, B59EC9K<64FP 4AF<-
6<DGEAGR ;4M<FG. 
�OCB?ASFP @BA<FBD<A7 < 4A4?<; D45BFO ?B-
>4?PAB= E9F< E CB@BMPR CDB7D4@@AB-4CC4-
D4FAOI ED98EF6. 
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"EGM9EF6?SFP 8<47ABEF<>G < CB<E> A9<ECD46-
ABEF9= 6E9I >B@CBA9AFB6 E9F<. 
�OCB?ASFP 89=EF6<S CB GEFD4A9A<R A9<E-
CD46ABEF9=. 
�=0=8O: 
�484K< GCD46?9A<S: 4A4?<; CDB<;6B8<F9?PAB-
EF< < A489:ABEF<, GCD46?9A<9 59;BC4EABEFPR, 
GK9F FD4H<>4, GCD46?9A<9 >BAH<7GD4J<9=. 
�?4EE<H<>4J<R D97?4@9AFB6, CBDS8B> F9IA<-
K9E><I BE@BFDB6, CDB69DB> < CDBH<?4>F<K9-
E><I D45BF. 
$4EL<D9A<9 EFDG>FGDO >B@CPRF9DAOI E9F9=, 
@9FB8O < ED98EF64 8<47ABEF<>< A9<ECD46AB-
EF9= F9IA<K9E><I ED98EF6 < E9F96B= EFDG>-
FGDO. 
 9FB8O GEFD4A9A<S A9<ECD46ABEF9= 6 F9IA<-
K9E><I ED98EF64I, EI9@O CBE?9464D<=AB7B 
6BEEF4AB6?9A<S D45BFBECBEB5ABEF< E9F<, F9I-
A<K9E>GR < CDB9>FAGR 8B>G@9AF4J<R, ECB-
EB5O D9;9D6AB7B >BC<DB64A<S 84AAOI, CD<A-
J<CO D45BFO ID4A<?<M 84AAOI. 
"EAB6AO9 CBASF<S <AHBD@4J<BAAOI E<EF9@, 
:<;A9AAO= J<>?, CDB5?9@O B59EC9K9A<S F9I-
AB?B7<K9E>B= 59;BC4EABEF< <AHBD@4J<BA-
AOI E<EF9@, FD95B64A<S > 4DI<F9>FGD9 <AHBD-
@4J<BAAOI E<EF9@ < <I >B@CBA9AF4@ 8?S 
B59EC9K9A<S 59;BC4EABEF< HGA>J<BA<DB64-
A<S, BC9D4F<6AO9 @9FB8O CB6OL9A<S 59;-
BC4EABEF< HGA>J<BA<DB64A<S CDB7D4@@AOI 
ED98EF6 < 54; 84AAOI. 
%D98EF64 @BA<FBD<A74 < 4A4?<;4 ?B>4?PAOI 
E9F9=. 
"EAB6AO9 FD95B64A<S > ED98EF64@ < 6<84@ F9-
EF<DB64A<S 8?S BCD989?9A<S F9IAB?B7<K9E>B= 
59;BC4EABEF< <AHBD@4J<BAAOI E<EF9@. 
#D<AJ<CO D45BFO E9F< 4A4?B7B6B= F9?9HB-
A<<. 
!4;A4K9A<9 7B?BEB6B7B L?R;4, 97B >B@CB-
A9AFO < HGA>J<<. 
"EAB6AO9 CD<AJ<CO F9IAB?B7<< B59EC9K9A<S 
QBS 8?S 7B?BEB6B7B FD4H<>4. 
#@0:B8G5A:89 >?OB:  
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#� 3.3. "EG-
M9EF6?SFP ;4-
M<FG <AHBD@4-
J<< 6 E9F< E <E-
CB?P;B64A<9@ 
CDB7D4@@AB-4C-
C4D4FAOI 
ED98EF6. 

#B889D:<64FP CB?P;B64F9?9= E9F<, A4EFD4<-
64FP 4CC4D4FAB9 < CDB7D4@@AB9 B59EC9K9A<9 
E9F96B= <AHD4EFDG>FGDO. 
"59EC9K<64FP ;4M<FG E9F96OI GEFDB=EF6. 
�A98DSFP @9I4A<;@O E9F96B= 59;BC4EABEF< A4 
6FBDB@ GDB6A9 @B89?< OSI. 
�A98DSFP @9I4A<;@O E9F96B= 59;BC4EABEF< E 
CB@BMPR @9:E9F96OI Q>D4AB6. 
�A98DSFP F9IAB?B7<< VPN. 
!4EFD4<64FP IP-F9?9HBAO. 
->EC?G4F<DB64FP F9IA<K9E><9 ED98EF64 E9F9-
6B= <AHD4EFDG>FGDO. 
�ECB?P;B64FP EI9@O CBE?9464D<=AB7B 6BEEF4-
AB6?9A<S D45BFBECBEB5ABEF< E9F<. 
'<5=8O: 
"C<EO64FP >BAJ9CJ<< E9F96B= 59;BC4EABEF<. 
"C<EO64FP EB6D9@9AAO9 F9IAB?B7<< < 4DI<-
F9>FGDO 59;BC4EABEF<. 
"C<EO64FP I4D4>F9D<EF<>< < Q?9@9AFO >BA-
H<7GD4J<< QF4CB6 VoIP ;6BA>4. 
�=0=8O: 
�484K< GCD46?9A<S: 4A4?<; CDB<;6B8<F9?PAB-
EF< < A489:ABEF<, GCD46?9A<9 59;BC4EABEFPR, 
GK9F FD4H<>4, GCD46?9A<9 >BAH<7GD4J<9=. 
#D46<?4 Q>EC?G4F4J<< F9IA<K9E><I ED98EF6 
E9F96B= <AHD4EFDG>FGDO. 
"EAB6AO9 CBASF<S <AHBD@4J<BAAOI E<EF9@, 
:<;A9AAO= J<>?, CDB5?9@O B59EC9K9A<S F9I-
AB?B7<K9E>B= 59;BC4EABEF< <AHBD@4J<BA-
AOI E<EF9@, FD95B64A<S > 4DI<F9>FGD9 <AHBD-
@4J<BAAOI E<EF9@ < <I >B@CBA9AF4@ 8?S 
B59EC9K9A<S 59;BC4EABEF< HGA>J<BA<DB64-
A<S, BC9D4F<6AO9 @9FB8O CB6OL9A<S 59;-
BC4EABEF< HGA>J<BA<DB64A<S CDB7D4@@AOI 
ED98EF6 < 54; 84AAOI. 
%D98EF64 @BA<FBD<A74 < 4A4?<;4 ?B>4?PAOI 
E9F9=. 
"EAB6AO9 FD95B64A<S > ED98EF64@ < 6<84@ F9-
EF<DB64A<S 8?S BCD989?9A<S F9IAB?B7<K9E>B= 
59;BC4EABEF< <AHBD@4J<BAAOI E<EF9@. 
#D<AJ<CO D45BFO E9F< FD48<J<BAAB= F9?9-
HBA<<. 
!4;A4K9A<9 7B?BEB6B7B L?R;4, 97B >B@CB-
A9AFO < HGA>J<<. 
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"EAB6AO9 CD<AJ<CO F9IAB?B7<< B59EC9K9A<S 
QoS 8?S 7B?BEB6B7B FD4H<>4. 

#� 3.4. "EG-
M9EF6?SFP GEFD4-
A9A<9 A9F<C<K-
AOI A9<ECD46AB-
EF9= 6 D45BF9 E9-
F96B= <AHD4-
EFDG>FGDO. 

#@0:B8G5A:89 >?OB:  
"D74A<;B6O64FP 59EC9D95B=AGR D45BFG E<-
EF9@O CB D9;9D6AB@G >BC<DB64A<R < 6BEEF4-
AB6?9A<R <AHBD@4J<<. 
"5E?G:<64FP E9F96GR <AHD4EFDG>FGDG, 6BE-
EF4A46?<64FP D45BFBECBEB5ABEFP E9F< CBE?9 
E5BS. 
"EGM9EF6?SFP G84?9AAB9 48@<A<EFD<DB64A<9 
< 6BEEF4AB6?9A<9 D45BFBECBEB5ABEF< E9F96B= 
<AHD4EFDG>FGDO. 
#B889D:<64FP CB?P;B64F9?9= E9F<, A4EFD4<-
64FP 4CC4D4FAB9 < CDB7D4@@AB9 B59EC9K9A<9 
E9F96B= <AHD4EFDG>FGDO. 
"59EC9K<64FP ;4M<FG E9F96OI GEFDB=EF6. 
�A98DSFP @9I4A<;@O E9F96B= 59;BC4EABEF< A4 
6FBDB@ GDB6A9 @B89?< OSI. 
�A98DSFP @9I4A<;@O E9F96B= 59;BC4EABEF< E 
CB@BMPR @9:E9F96OI Q>D4AB6. 
'<5=8O: 
!45?R84FP ;4 FD4H<>B@, 6OCB?ASFP BC9D4J<< 
D9;9D6AB7B >BC<DB64A<S < 6BEEF4AB6?9A<S 
84AAOI. 
'EF4A46?<64FP, F9EF<DB64FP < Q>EC?G4F<DB-
64FP <AHBD@4J<BAAO9 E<EF9@O, EB7?4EAB F9I-
A<K9E>B= 8B>G@9AF4J<<, B59EC9K<64FP 4AF<-
6<DGEAGR ;4M<FG. 
�OCB?ASFP 89=EF6<S CB GEFD4A9A<R A9<E-
CD46ABEF9=. 
�=0=8O: 
�484K< GCD46?9A<S: 4A4?<; CDB<;6B8<F9?PAB-
EF< < A489:ABEF<, GCD46?9A<9 59;BC4EABEFPR, 
GK9F FD4H<>4, GCD46?9A<9 >BAH<7GD4J<9=. 
�?4EE<H<>4J<R D97?4@9AFB6, CBDS8B> F9IA<-
K9E><I BE@BFDB6, CDB69DB> < CDBH<?4>F<K9-
E><I D45BF. 
$4EL<D9A<9 EFDG>FGDO, @9FB8O < ED98EF64 
8<47ABEF<>< A9<ECD46ABEF9= F9IA<K9E><I 
ED98EF6 < E9F96B= EFDG>FGDO. 
 9FB8O GEFD4A9A<S A9<ECD46ABEF9= 6 F9IA<-
K9E><I ED98EF64I, EI9@O CBE?9464D<=AB7B 
6BEEF4AB6?9A<S D45BFBECBEB5ABEF< E9F<, F9I-
A<K9E>GR < CDB9>FAGR 8B>G@9AF4J<R, 
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ECBEB5O D9;9D6AB7B >BC<DB64A<S 84AAOI, 
CD<AJ<CO D45BFO ID4A<?<M 84AAOI. 
"EAB6AO9 CBASF<S <AHBD@4J<BAAOI E<EF9@, 
:<;A9AAO= J<>?, CDB5?9@O B59EC9K9A<S F9I-
AB?B7<K9E>B= 59;BC4EABEF< <AHBD@4J<BA-
AOI E<EF9@, FD95B64A<S > 4DI<F9>FGD9 <AHBD-
@4J<BAAOI E<EF9@ < <I >B@CBA9AF4@ 8?S 
B59EC9K9A<S 59;BC4EABEF< HGA>J<BA<DB64-
A<S, BC9D4F<6AO9 @9FB8O CB6OL9A<S 59;-
BC4EABEF< HGA>J<BA<DB64A<S CDB7D4@@AOI 
ED98EF6 < 54; 84AAOI. 
"EAB6AO9 FD95B64A<S > ED98EF64@ < 6<84@ F9-
EF<DB64A<S 8?S BCD989?9A<S F9IAB?B7<K9E>B= 
59;BC4EABEF< <AHBD@4J<BAAOI E<EF9@. 

#� 3.5.  B89D-
A<;<DB64FP E9F9-
6O9 GEFDB=EF64 
<AHBD@4J<BAAB-
>B@@GA<>4J<BA-
AOI E<EF9@. 

#@0:B8G5A:89 >?OB:  
#DB6B8<FP <A69AF4D<;4J<R F9IA<K9E><I 
ED98EF6 E9F96B= <AHD4EFDG>FGDO. 
#DB6B8<FP >BAFDB?P >4K9EF64 6OCB?A9A<S D9-
@BAF4. 
#DB6B8<FP @BA<FBD<A7 D45BFO B5BDG8B64A<S 
CBE?9 D9@BAF4. 
'<5=8O: 
#D46<?PAB BHBD@?SFP F9IA<K9E>GR 8B>G@9A-
F4J<R. 
"EGM9EF6?SFP 8<47ABEF<>G < CB<E> A9<ECD46-
ABEF9= 6E9I >B@CBA9AFB6 E9F<. 
�OCB?ASFP 89=EF6<S CB GEFD4A9A<R A9<E-
CD46ABEF9=. 
�=0=8O: 
�484K< GCD46?9A<S: 4A4?<; CDB<;6B8<F9?PAB-
EF< < A489:ABEF<, GCD46?9A<9 59;BC4EABEFPR, 
GK9F FD4H<>4, GCD46?9A<9 >BAH<7GD4J<9=. 
�?4EE<H<>4J<R D97?4@9AFB6, CBDS8B> F9IA<-
K9E><I BE@BFDB6, CDB69DB> < CDBH<?4>F<K9-
E><I D45BF. 
#D46<?4 Q>EC?G4F4J<< F9IA<K9E><I ED98EF6 
E9F96B= <AHD4EFDG>FGDO. 
$4EL<D9A<9 EFDG>FGDO, @9FB8O < ED98EF64 
8<47ABEF<>< A9<ECD46ABEF9= F9IA<K9E><I 
ED98EF6 < E9F96B= EFDG>FGDO. 
 9FB8O GEFD4A9A<S A9<ECD46ABEF9= 6 F9IA<-
K9E><I ED98EF64I, EI9@O CBE?9464D<=AB7B 
6BEEF4AB6?9A<S D45BFBECBEB5ABEF< E9F<, F9I-
A<K9E>GR < CDB9>FAGR 8B>G@9AF4J<R, 
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ECBEB5O D9;9D6AB7B >BC<DB64A<S 84AAOI, 
CD<AJ<CO D45BFO ID4A<?<M 84AAOI. 
"EAB6AO9 CBASF<S <AHBD@4J<BAAOI E<EF9@, 
:<;A9AAO= J<>?, CDB5?9@O B59EC9K9A<S F9I-
AB?B7<K9E>B= 59;BC4EABEF< <AHBD@4J<BA-
AOI E<EF9@, FD95B64A<S > 4DI<F9>FGD9 <AHBD-
@4J<BAAOI E<EF9@ < <I >B@CBA9AF4@ 8?S 
B59EC9K9A<S 59;BC4EABEF< HGA>J<BA<DB64-
A<S, BC9D4F<6AO9 @9FB8O CB6OL9A<S 59;-
BC4EABEF< HGA>J<BA<DB64A<S CDB7D4@@AOI 
ED98EF6 < 54; 84AAOI. 

 

4.3. �8G=>AB=O5 @57C;PB0BO 

 

�8G=>AB=O5 @57C;PB0BO 

@50;870F88 ?@>3@0<<O 2>A?8B0=8O 

(45A>@<?B>@O) 

�>4 ;8G=>AB-
=OE @57C;P-
B0B>2 @50;8-
70F88 ?@>-
3@0<<O 2>A-
?8B0=8O 

"EB;A4RM<= E95S 7D4:84A<AB@ < ;4M<FA<>B@ 69?<>B= EFD4AO �$ 1 
#DBS6?SRM<= 4>F<6AGR 7D4:84AE>GR CB;<J<R, 89@BAEFD<DGR-
M<= CD<69D:9AABEFP CD<AJ<C4@ K9EFABEF<, CBDS8BKABEF<, BF-
>DOFBEF<, Q>BAB@<K9E>< 4>F<6AO= < GK4EF6GRM<= 6 EFG89AK9-
E>B@ < F9DD<FBD<4?PAB@ E4@BGCD46?9A<<, 6 FB@ K<E?9 A4 GE?B-
6<SI 8B5DB6B?PK9EF64, CDB8G>F<6AB 6;4<@B89=EF6GRM<= < GK4EF-
6GRM<= 6 89SF9?PABEF< B5M9EF69AAOI BD74A<;4J<= 

�$ 2 

%B5?R84RM<= ABD@O CD46BCBDS8>4, E?98GRM<= <894?4@ 7D4:-
84AE>B7B B5M9EF64, B59EC9K9A<S 59;BC4EABEF<, CD46 < E6B5B8 
7D4:84A $BEE<<. �BS?PAO= > GEF4AB6>4@ < CDBS6?9A<S@ CD98EF4-
6<F9?9= EG5>G?PFGD, BF?<K4RM<= <I BF 7DGCC E 89EFDG>F<6AO@ < 
896<4AFAO@ CB6989A<9@. �9@BAEFD<DGRM<= A9CD<SF<9 < CD98G-
CD9:84RM<= EBJ<4?PAB BC4EAB9 CB6989A<9 B>DG:4RM<I 

�$ 3 

#DBS6?SRM<= < 89@BAEFD<DGRM<= G64:9A<9 > ?R8S@ FDG84, 
BEB;A4RM<= J9AABEFP EB5EF69AAB7B FDG84. %FD9@SM<=ES > HBD-
@<DB64A<R 6 E9F96B= ED989 ?<KABEFAB < CDBH9EE<BA4?PAB7B >BA-
EFDG>F<6AB7B «J<HDB6B7B E?984» 

�$ 4 

�9@BAEFD<DGRM<= CD<69D:9AABEFP > DB8AB= >G?PFGD9, <EFBD<-
K9E>B= C4@SF< A4 BEAB69 ?R56< > $B8<A9, DB8AB@G A4DB8G, @4?B= 
DB8<A9, CD<ASF<R FD48<J<BAAOI J9AABEF9= @AB7BA4J<BA4?PAB7B 
A4DB84 $BEE<< 

�$ 5 

#DBS6?SRM<= G64:9A<9 > ?R8S@ EF4DL97B CB>B?9A<S < 7BFB6-
ABEFP > GK4EF<R 6 EBJ<4?PAB= CB889D:>9 < 6B?BAF9DE><I 86<:9-
A<SI 

�$ 6 
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"EB;A4RM<= CD<BD<F9FAGR J9AABEFP ?<KABEF< K9?B69>4; G64:4-
RM<= EB5EF69AAGR < KG:GR GA<>4?PABEFP 6 D4;?<KAOI E<FG4-
J<SI, 6B 6E9I HBD@4I < 6<84I 89SF9?PABEF<. 

�$ 7 

#DBS6?SRM<= < 89@BAEFD<DGRM<= G64:9A<9 > CD98EF46<F9?S@ 
D4;?<KAOI QFAB>G?PFGDAOI, EBJ<4?PAOI, >BAH9EE<BA4?PAOI < 
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5.2.1.7. #DB7D4@@4 %�.07. #D46BE?46A4S >G?PFGD4 (#D<?B:9A<9 8)  

5.2.2. #@>3@0<<O >1M5?@>D5AA8>=0;P=OE 48AF8?;8=  

5.2.2.1. #DB7D4@@4 "#.01. -?9@9AFO 6OEL9= @4F9@4F<>< 
(#D<?B:9A<9 9) 

5.2.2.2. #DB7D4@@4 "#.02. �<E>D9FA4S @4F9@4F<>4 E Q?9@9AF4@< 
@4F9@4F<K9E>B= ?B7<>< (#D<?B:9A<9 10) 

5.2.2.3. #DB7D4@@4 "#.03. &9BD<S 69DBSFABEF9= < @4F9@4F<K9E>4S 
EF4F<EF<>4 (#D<?B:9A<9 11) 

5.2.2.4. #DB7D4@@4 "#.04 "EAB6O 4?7BD<F@<;4J<< < CDB7D4@@<DB64A<S 
(#D<?B:9A<9 12) 

5.2.2.5. #DB7D4@@4 "#.05 "EAB6O CDB9>F<DB64A<S 54; 84AAOI 
(#D<?B:9A<9 13) 

5.2.2.6. #DB7D4@@4 "#.06 �DI<F9>FGD4 4CC4D4FAOI ED98EF6 
(#D<?B:9A<9 14) 

5.2.2.7. #DB7D4@@4 "#.07 "C9D4J<BAAO9 E<EF9@O < ED98O 
(#D<?B:9A<9 15) 

5.2.2.8. #DB7D4@@4 "#.08 �AHBD@4J<BAAO9 F9IAB?B7<< (#D<?B:9A<9 
16) 

5.2.2.9. #DB7D4@@4 "#.09 #D46B6B9 B59EC9K9A<9 CDBH9EE<BA4?PAB= 
89SF9?PABEF< (#D<?B:9A<9 17) 

5.2.2.10. #DB7D4@@4 "#.10 %F4A84DF<;4J<S, E9DF<H<>4J<S < 
F9IA<K9E>B9 8B>G@9AFB6989A<9 (#D<?B:9A<9 18) 

5.2.2.11. #DB7D4@@4 "#.11 "EAB6O Q?9>FDBF9IA<>< (#D<?B:9A<9 19) 
5.2.2.12. #DB7D4@@4 "#.12 �A:9A9DA4S >B@CPRF9DA4S 7D4H<>4 (#D<-

?B:9A<9 20) 
5.2.2.13. #DB7D4@@4 "#.13 &9IAB?B7<< H<;<K9E>B7B GDB6AS C9D984K< 

84AAOI (#D<?B:9A<9 21) 

5.2.2.14. #DB7D4@@4 "#.14 ->BAB@<>4 BFD4E?< (#D<?B:9A<9 22) 

5.2.2.15. #DB7D4@@4 "#.15 "EAB6O F9BD<< <AHBD@4J<< (#D<?B:9A<9 
23) 

5.2.2.16. #DB7D4@@4 "#.16 %BJ<4?PA4S 484CF4J<S < BEAB6O EBJ<-
4?PAB-CD46B6OI ;A4A<= (#D<?B:9A<9 24) 

5.2.2.17. #DB7D4@@4 "#.17 "EAB6O CD98CD<A<@4F9?PEF64 (#D<?B:9-
A<9 25) 

5.2.3. #@>3@0<<O ?@>D5AA8>=0;P=OE <>4C;59  

5.2.3.1. #DB7D4@@4 CDBH9EE<BA4?PAB7B @B8G?S # .01 !4EFDB=>4 
E9F96B= <AHD4EFDG>FGDO (#D<?B:9A<9 26) 



 37 

5.2.3.2. #DB7D4@@4 CDBH9EE<BA4?PAB7B @B8G?S # .02 "D74A<;4J<S 
E9F96B7B 48@<A<EFD<DB64A<S BC9D4J<BAAOI E<EF9@ (#D<?B:9A<9 27) 

5.2.3.3. #DB7D4@@4 CDBH9EE<BA4?PAB7B @B8G?S # .03 ->EC?G4F4J<S 
B5N9>FB6 E9F96B= <AHD4EFDG>FGDO (#D<?B:9A<9 28). 

5.3. #@8<5@=0O @01>G0O ?@>3@0<<0 2>A?8B0=8O 

5.3.1. &9?< < ;484K< 6BEC<F4A<S B5GK4RM<IES CD< BE6B9A<< <@< 
B5D4;B64F9?PAB= CDB7D4@@O: 

*5;P: EB;84A<9 GE?B6<= 8?S ?<KABEFAB7B D4;6<F<S B5GK4RM<IES, <I 
EBJ<4?<;4J<< < B6?489A<S 100% 6OCGE>A<>B6 >B??98:4 B5M<@< 
>B@C9F9AJ<S@< CBED98EF6B@ CDBJ9EE4 GCD46?9A<S < K9D9; CDB9>FAGR 
89SF9?PABEFP > B>BAK4A<R C9D<B84 B5GK9A<S. 

�040G8: 
1. (BD@<DB64FP G B5GK4RM<IES 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 

CD46B6B9 EB;A4A<9 K9D9; D94?<;4J<R EBJ<4?PAB-;A4K<@OI CDB7D4@@ < 
6B6?9K9A<S 6 6B9AAB-C4FD<BF<K9E><9 86<:9A<S. 

2. %CBEB5EF6B64FP HBD@<DB64A<R CDBH9EE<BA4?PAOI >4K9EF6 G 
B5GK4RM<IES, ECBEB5AOI > CD<ASF<R BF69FEF69AAB7B D9L9A<S K9D9; 
6B6?9K9A<9 6 >BA>GDEO CDBH@4EF9DEF64, K9@C<BA4FAB7B 86<:9A<S 
#DBH9EE<BA4?O $BEE<S < A4EF46A<K9EF6B < 5<;A9E-BD<9AF<DGRM<9 
CDB7D4@@O < CDB9>FO. 

3. $4;6<64FP F6BDK9E><= CBF9AJ<4? EFG89AFB6 K9D9; GK4EF<9 6 
>BA>GDEAB= 89SF9?PABEF< < 6B6?9K9A<9 6 E<EF9@G 8BCB?A<F9?PAB7B 
B5D4;B64A<S. 

4.  (BD@<DB64FP GEFB=K<6GR CBFD95ABEFP 69EF< ;8BDB6O= B5D4; 
:<;A<, E<EF9@4F<K9E>< ;4A<@4FPES H<;<K9E>B= >G?PFGDB= < ECBDFB@.  

5. %B;8464FP 5?47BCD<SFAGR EBJ<4?PAB-CE<IB?B7<K9E>GR ED98G 8?S 
D4;6<F<S, E4@BD4;6<F<S, EBJ<4?<;4J<< B5GK4RM<IES K9D9; D45BFG EBJ<4?PAB-
CE<IB?B7<K9E>B= E?G:5O < 6;4<@B89=EF6<9 9U EB 6E9@< GK4EFA<>4@< B5D4;B-
64F9?PAB7B CDBJ9EE4. 

6. (BD@<DB64FP Q>B?B7<K9E>GR >G?PFGDG G B5GK4RM<IES A4 BEAB69 
FD48<J<BAAOI B5M9K9?B69K9E><I J9AABEF9= K9D9; CD4>F<>B-
BD<9AF<DB64AAGR < CDB9>FAGR 89SF9?PABEFP. 

7. (BD@<DB64FP G B5GK4RM<IES 4>F<6AB= EBJ<4?PAB= CB;<J<<, D4-
5BFO 6 >B??9>F<69 < >B@4A89 K9D9; 6B6?9K9A<9 6 E<EF9@G EFG89AK9E>B7B E4@B-
GCD46?9A<S, 6B?BAF9DE>B9 86<:9A<9 < 8DG7<9 EFG89AK9E><9 B5N98<A9A<S. 

5.3.2. #D<@9DA4S D45BK4S CDB7D4@@4 6BEC<F4A<S CD98EF46?9A4 6 
CD<?B:9A<< 2. 

5.4. #@8<5@=O9 :0;5=40@=O9 ?;0= 2>A?8B0B5;P=>9 @01>BO 
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#D<@9DAO= >4?9A84DAO= C?4A 6BEC<F4F9?PAB= D45BFO CD98EF46?9A 6 
CD<?B:9A<< 29. 
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6. 'A;>28O @50;870F88 >1@07>20B5;P=>9 ?@>3@0<<O 

6.1. &@51>20=8O : <0B5@80;P=>-B5E=8G5A:><C >A=0M5=8N >1-
@07>20B5;P=>9 ?@>3@0<<O. 

6.1.1. %C9J<4?PAO9 CB@9M9A<S 8B?:AO CD98EF46?SFP EB5B=   GK95AO9 
4G8<FBD<< 8?S CDB6989A<S ;4ASF<= 6E9I 6<8B6, CD98GE@BFD9AAOI B5D4;B64-
F9?PAB= CDB7D4@@B=, 6 FB@ K<E?9 7DGCCB6OI < <A8<6<8G4?PAOI >BAEG?PF4-
J<=, F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<<, 4 F4>:9 CB@9M9A<S 
8?S E4@BEFBSF9?PAB= D45BFO, @4EF9DE><9 < ?45BD4FBD<<, BEA4M9AAO9 B5BDG-
8B64A<9@, F9IA<K9E><@< ED98EF64@< B5GK9A<S < @4F9D<4?4@<, GK<FO64R-
M<@< FD95B64A<S @9:8GA4DB8AOI EF4A84DFB6. 

#5@5G5=P A?5F80;P=OE ?><5M5=89 

�01>@0B>@88: 
1. �OK<E?<F9?PAB= F9IA<><, 4DI<F9>FGDO C9DEBA4?PAB7B 

>B@CPRF9D4 < C9D<H9D<=AOI GEFDB=EF6; 
2. ->EC?G4F4J<< B5N9>FB6 E9F96B= <AHD4EFDG>FGDO; 
3. #DB7D4@@AB-4CC4D4FAB= ;4M<FO B5N9>FB6 E9F96B= 

<AHD4EFDG>FGDO; 
4. #DB7D4@@AB7B B59EC9K9A<S >B@CPRF9DAOI E9F9=, 

CDB7D4@@<DB64A<S < 54; 84AAOI; 
5. "D74A<;4J<< < CD<AJ<CB6 CBEFDB9A<S >B@CPRF9DAOI E<EF9@; 
6. �AHBD@4J<BAAOI D9EGDEB6. 
 0AB5@A:85:  
1.  4EF9DE>4S @BAF4:4 < A4EFDB=>< B5N9>FB6 E9F96B= 

<AHD4EFDG>FGDO 

#>;83>=O: 
1. &9IA<K9E>B7B >BAFDB?S < 8<47ABEF<>< E9F96B= <AHD4EFDG>FGDO. 
%BC488: 
1. #DB9>F<DB64A<S < 8<;4=A4 E9F96OI 4DI<F9>FGD < <A:9A9DAB= 

7D4H<><. 
%?>@B82=O9 :><?;5:A: 
�0;O: 
1. �<5?<BF9>4, K<F4?PAO= ;4? E 6OIB8B@ 6 <AF9DA9F. 
2. �>FB6O= ;4?. 
6.1.2.  0B5@80;P=>-B5E=8G5A:>5 >A=0M5=85 ?45BD4FBD<=, @4EF9DE><I 

< 54; CD4>F<>< CB 09.02.06 «%9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9» 
"5D4;B64F9?PA4S BD74A<;4J<S, D94?<;GRM4S CDB7D4@@G CB 09.02.06 

«%9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9» 8B?:A4 D4ECB?474FP 
@4F9D<4?PAB-F9IA<K9E>B= 54;B=, B59EC9K<64RM9= CDB6989A<9 6E9I 6<8B6 
8<EJ<C?<A4DAB= < @9:8<EJ<C?<A4DAB= CB87BFB6><, ?45BD4FBDAB=, 



 40 

CD4>F<K9E>B= D45BFO B5GK4RM<IES, CD98GE@BFD9AAOI GK95AO@ C?4AB@ < 
EBBF69FEF6GRM9= 89=EF6GRM<@ E4A<F4DAO@ < CDBF<6BCB:4DAO@ CD46<?4@ 
< ABD@4@.  <A<@4?PAB A9B5IB8<@O= 8?S D94?<;4J<< ""# C9D9K9AP 
@4F9D<4?PAB- F9IA<K9E>B7B B59EC9K9A<S, 6>?RK49F 6 E95S:  

6.1.2.1. "A=0M5=85 ;01>@0B>@89  
"1>@C4>20=85 ;01>@0B>@88 8 @01>G8E <5AB ;01>@0B>@88 

«�OG8A;8B5;P=>9 B5E=8:8, 0@E8B5:BC@O ?5@A>=0;P=>3> :><?PNB5@0 8 
?5@8D5@89=OE CAB@>9AB2»: 

 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 
E9F96OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 
&5, CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
 #DB9>FBD 
"1>@C4>20=85 ;01>@0B>@88 8 @01>G8E <5AB ;01>@0B>@88 

«#@>3@0<<=>3> >15A?5G5=8O :><?PNB5@=OE A5B59, ?@>3@0<<8@>20=8O 8 
107 40==OE»: 

 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: 
>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 
8?S >459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

 #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 
E9F96OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S 
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C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 
&5, CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
 #DB9>FBD 
"1>@C4>20=85 ;01>@0B>@88 8 @01>G8E <5AB ;01>@0B>@88 

«"@30=870F8O 8 ?@8=F8?O ?>AB@>5=8O :><?PNB5@=OE A8AB5<»: 
 �?S 6OCB?A9A<S CD4>F<K9E><I ?45BD4FBDAOI ;4ASF<= >GDE4 6 

7DGCC4I (8B 15 K9?B69>) FD95GRFES >B@CPRF9DO < C9D<H9D<=AB9 
B5BDG8B64A<9 6 CD<6989AAB= A<:9 >BAH<7GD4J<< 

 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: 
>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 
8?S >459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

 #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF<; 
 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 

E9F96OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 
&5, CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
 6 @4DLDGF<;4FBDB6, B5?484RM<I E?98GRM<@< 

I4D4>F9D<EF<>4@<: 
"�' A9 @9A99 256  5 E 6B;@B:ABEFPR D4EL<D9A<S 
#�' A9 @9A99 128  5 E 6B;@B:ABEFPR D4EL<D9A<S 
USB CBDF: A9 @9A99 B8AB7B EF4A84DF4 USB 1.1 
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�EFDB9AAO9 E9F96O9 CBDFO: A9 @9A99 2-I Ethernet E>BDBEFPR A9 @9A99 
100 5/E. 

�AGFD9AA<9 D4;NU@O 8?S GEF4AB6>< 8BCB?A<F9?PAOI @B8G?9= 
D4EL<D9A<S: A9 @9A99 86GI 8?S @B8G?9= AIM. 

�BAEB?PAO= CBDF 8?S GCD46?9A<S @4DLDGF<;4FBDB@ K9D9; CBDF 
EF4A84DF4 RS232. 

�EFDB9AAB9 CDB7D4@@AB9 B59EC9K9A<9 8B?:AB CB889D:<64FP 
EF4F<K9E>GR < 8<A4@<K9E>GR @4DLDGF<;4J<R. 

 4DLDGF<;4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF < G84?UAAB CB CDBFB>B?G telnet. 

�@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= EB6@9EF<@BEF<: 
UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 

60950, EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, 

ICES-003 Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, 

VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification 

3 6 >B@@GF4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 
�B@@GF4FBD E 24 CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 100  5/E < 2 

CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 1000 5/E 
� >B@@GF4FBD9 8B?:9A CD<EGFEF6B64FP D4;NU@ 8?S E6S;< E #� CB 

<AF9DH9=EG RS-232. #D< <ECB?P;B64A<< A9EF4A84DFAB7B D4;NU@4 6 >B@C?9>F9 
8B?:9A 5OFP EBBF69FEF6GRM<= >459?P <?< C9D9IB8A<> 8?S COM D4;NU@4. 

%>BDBEFP >B@@GF4J<< A9 @9A99 16Gbps 
#�' A9 @9A99 32  5 
"�' A9 @9A99 64 5 
 4>E<@4?PAB9 >B?<K9EF6B VLAN 255 
�BEFGCAO9 AB@9D4 VLAN 4000 
#B889D:>4 CDBFB>B?B6 8?S EB6@9EFAB7B <ECB?P;B64A<S 98<AB7B A45BD4 

VLAN A4 7DGCC9 >B@@GF4FBDB6. 
$4;@9D MTU 90005 
%>BDBEFP >B@@GF4J<< 8?S 64 54=FAOI C4>9FB6 6.5*106 C4>9FB6/E 
$4;@9D F45?<JO MAC-48D9EB6: A9 @9A99 8000 ;4C<E9= 

�B?<K9EF6B 7DGCC 8?S IGMP FD4H<>4 8?S CDBFB>B?4 IPv4 255 

�B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI 8?S E?G:5O QoS: 128 6 B5OKAB@ 
D9:<@9 < 384 6 D9:<@9 QoS. 

�B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI >BAFDB?S 8BEFGC4: 384 6 B5OKAB@ 
D9:<@9 < 128 6 D9:<@9 QoS. 

�B@@GF4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF, G84?UAAB9 GCD46?9A<9 CB CDBFB>B?G Telnet, Ssh. 
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� B5?4EF< 6;4<@B89=EF6<S E 8DG7<@< E9F96O@< GEFDB=EF64@<, 
8<47ABEF<>< < G84?UAAB7B GCD46?9A<S 

RFC 768 4 UDP, RFC 783 4 TFTP, RFC 791 4 IP, RFC 792 4 ICMP, 

RFC 793 4 TCP, RFC 826 4 ARP, RFC 854 4 Telnet, RFC 951 - Bootstrap 

Protocol (BOOTP), RFC 959 4 FTP, RFC 1112 - IP Multicast and IGMP, RFC 

1157 - SNMP v1, RFC 1166 - IP Addresses, RFC 1256 - Internet Control Message 

Protocol (ICMP) Router Discovery, RFC 1305 4 NTP, RFC 1493 - Bridge MIB, 

RFC 1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 4 

RMON, RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - 

Maximum Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 4 HTTP, 

RFC 2131 4 DHCP, RFC 2138 4 RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - 

IPv6 Aggrega-table Addrs, RFC 2460 4 IPv6, RFC 2461 - IPv6 Neighbor 

Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 

2474 - Differentiated Services (DiffServ) Precedence, RFC 2597 - Assured 

Forwarding, RFC 2598 - Expedited Forwarding, RFC 2571 - SNMP Management, 

RFC 3046 - DHCP Relay Agent Information Option 

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS. 

�@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= EB6@9EF<@BEF<: 
UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, 

TUV/GS to EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with 

all country deviations, CE Marking, NOM (through partners and distributors), FCC 

Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS 

CISPR22 Class A, CE, CNS13438 Class A, MIC, GOS&, China EMC 

Certifications. 

 F9?9>B@@GA<>4J<BAA4S EFB=>4 (L4EE<, E9F96B= H<?PFD, 
<EFBKA<>< 59EC9D95B=AB7B C<F4A<S); 

 2 59ECDB6B8AOI @4DLDGF<;4FBD4 Linksys (CD98CBKF<F9?PAB E9D<< 
�� 2700, 3500, 4500) <?< 4A4?B7<KAO9 GEFDB=EF64 SOHO 

 IP F9?9HBAO BF 3 LF. 
 #DB7D4@@AB-4CC4D4FAO9 L?R;O 59;BC4EABEF< BF 2 LF. 
 1 >B@CPRF9D 8?S ?45BD4FBDAOI ;4ASF<= E "% MicrBsoft Windows 

Server, Linux < E<EF9@4@< 6<DFG4?<;4J<<. 

"1>@C4>20=85 ;01>@0B>@88 8 @01>G8E <5AB ;01>@0B>@88 
«-:A?;C0B0F88 >1N5:B>2 A5B52>9 8=D@0AB@C:BC@O». 

 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 
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 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: 
>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 
8?S >459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

 #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 
E9F96OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 
&5, CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
 #DB9>FBD 
"1>@C4>20=85 ;01>@0B>@88 8 @01>G8E <5AB ;01>@0B>@88 

«#@>3@0<<=>-0??0@0B=>9 70M8BO >1N5:B>2 A5B52>9 8=D@0AB@C:BC@O»: 
 "5BDG8B64A<9 ?45BD4FBD<< < D45BK<I @9EF ?45BD4FBD<<: 
 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 

(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 

BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: 
>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 
8?S >459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

 #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 
E9F96OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 
&5, CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
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 #DB9>FBD. 
"1>@C4>20=85 ;01>@0B>@88 8 @01>G8E <5AB ;01>@0B>@88 

«�=D>@<0F8>==OE @5AC@A>2»: 
 �6FB@4F<;<DB64AAO9 D45BK<9 @9EF4 A4 12-15 B5GK4RM<IES 

(#DBJ9EEBD A9 A<:9 Core i5, BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5, 
6<89B>4DF4 A9 @9A99 Nvidia GTX 980 <?< 4A4?B7<KA4S CB I4D4>F9D<EF<>4@, 
HD 500 Gb <?< 5B?PL9); 

 �6FB@4F<;<DB64AAB9 D45BK99 @9EFB CD9CB8464F9?S (#DBJ9EEBD A9 
A<:9 Core i5, BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5, 6<89B>4DF4 A9 @9A99 
Nvidia GTX 980 <?< 4A4?B7<KA4S CB I4D4>F9D<EF<>4@, HD 500 Gb <?< 
5B?PL9); 

 #D<@9D CDB9>FAB= 8B>G@9AF4J<< 

 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9: C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$, C4>9F 2D/3D 7D4H<K9E><I CDB7D4@@, 
CDB7D4@@O CB 6<DFG4?<;4J<<. 

6.1.2.2.  "A=0M5=85 <0AB5@A:8E, ?>;83>=>2 8 ABC489 

#>;83>= 

�8@<A<EFD<DB64A<S E9F96OI BC9D4J<BAAOI E<EF9@» 
 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 

(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 CDB7D4@@-
AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F BH<EAOI 
CDB7D4@@, C4>9F %�#$); 

 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 48@<-
A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F9-
6OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4-
@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, 
CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, ?<-
J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 6BEEF4AB6-
?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
 #DB9>FBD 
 0AB5@A:0O: 
 >=B060 8 =0AB@>9:8 >1N5:B>2 A5B52>9 8=D@0AB@C:BC@O 

 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
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BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: 
>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 
8?S >459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: 
>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 
8?S >459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

 #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 
E9F96OI C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 
&5, CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<).   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

 �AF9D4>F<6A4S 8BE>4 
 #DB9>FBD 
%BC488: 
«#@>5:B8@>20=8O 8 48709=0 A5B52OE 0@E8B5:BC@ 8 8=65=5@=>9 

3@0D8:8» 
 �6FB@4F<;<DB64AAO9 D45BK<9 @9EF4 A4 12-15 B5GK4RM<IES E 

>BAH<7GD4J<9=: Core i3 <?< 4A4?B7, 8<E>D9FA4S 6<89B>4DF4, A9 @9A99 8GB 
"�', B8<A <?< 864 @BA<FBD4 23", @OLP, >?46<4FGD4; 

 �6FB@4F<;<DB64AAB9 D45BK99 @9EFB CD9CB8464F9?S E 
>BAH<7GD4J<9=: Core i5 <?< 4A4?B7, 8<E>D9FA4S 6<89B>4DF4, A9 @9A99 8GB 
"�', B8<A <?< 864 @BA<FBD4 23", @OLP, >?46<4FGD4; 

 %C9J<4?<;<DB64AA4S QD7BAB@<KA4S @959?P 8?S D45BFO ;4 
>B@CPRF9DB@; 

 "H<EAO= @B?P59DF (H?<CK4DF); 
 #DB9>FBD < Q>D4A; 
  4D>9DA4S 8BE>4; 
 #D<AF9D A3, J69FAB=; 
 #DB7D4@@AB9 B59EC9K9A<9 B5M97B < CDBH9EE<BA4?PAB7B 

A4;A4K9A<S. 
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6.1.2.3. &@51>20=8O : >A=0M5=8N 107 ?@0:B8: 

$94?<;4J<S B5D4;B64F9?PAB= CDB7D4@@O CD98CB?4749F B5S;4F9?PAGR 
GK95AGR < CDB<;6B8EF69AAGR CD4>F<>G. 

'K95A4S CD4>F<>4 D94?<;G9FES 6 @4EF9DE><I CDBH9EE<BA4?PAB= 
B5D4;B64F9?PAB= BD74A<;4J<< < FD95G9F A4?<K<S B5BDG8B64A<S, 
<AEFDG@9AFB6, D4EIB8AOI @4F9D<4?B6, B59EC9K<64RM<I 6OCB?A9A<9 6E9I 
6<8B6 D45BF, BCD989?9AAOI EB89D:4A<9@ (�"% %#", 6 FB@ K<E?9 
B5BDG8B64A<S < <AEFDG@9AFB6, <ECB?P;G9@OI CD< CDB6989A<< K9@C<BA4FB6 
CDBH9EE<BA4?PAB7B @4EF9DEF64. 

6.2. &@51>20=8O : :04@>2O< CA;>28O< @50;870F88 >1@07>20B5;P=>9 
?@>3@0<<O. 

$94?<;4J<S B5D4;B64F9?PAB= CDB7D4@@O B59EC9K<649FES 
C9847B7<K9E><@< D45BFA<>4@< B5D4;B64F9?PAB= BD74A<;4J<<, 4 F4>:9 
?<J4@<, CD<6?9>49@O@< > D94?<;4J<< B5D4;B64F9?PAB= CDB7D4@@O A4 
GE?B6<SI 7D4:84AE>B-CD46B6B7B 8B7B6BD4, 6 FB@ K<E?9 <; K<E?4 
DG>B6B8<F9?9= < D45BFA<>B6 BD74A<;4J<=, A4CD46?9A<9 89SF9?PABEF< 
>BFBDOI EBBF69FEF6G9F B5?4EF< CDBH9EE<BA4?PAB= 89SF9?PABEF< 06 %6S;P, 
<AHBD@4J<BAAO9 < >B@@GA<>4J<BAAO9 F9IAB?B7<< < <@9RM<I EF4: D45BFO 

6 84AAB= CDBH9EE<BA4?PAB= B5?4EF< A9 @9A99 3 ?9F. 
�64?<H<>4J<S C9847B7<K9E><I D45BFA<>B6 B5D4;B64F9?PAB= 

BD74A<;4J<< 8B?:A4 BF69K4FP >64?<H<>4J<BAAO@ FD95B64A<S@, G>4;4AAO@ 6 
CDBH9EE<BA4?PAB@ EF4A84DF9 «#9847B7 CDBH9EE<BA4?PAB7B B5GK9A<S, 
CDBH9EE<BA4?PAB7B B5D4;B64A<S < 8BCB?A<F9?PAB7B CDBH9EE<BA4?PAB7B 
B5D4;B64A<S», GF69D:89AAB@ CD<>4;B@  <A<EF9DEF64 FDG84 < EBJ<4?PAB= 
;4M<FO $BEE<=E>B= (989D4J<< BF 8 E9AFS5DS 2015 7. 7 608A. 

#9847B7<K9E><9 D45BFA<><, CD<6?9>49@O9 > D94?<;4J<< 
B5D4;B64F9?PAB= CDB7D4@@O, 8B?:AO CB?GK4FP 8BCB?A<F9?PAB9 
CDBH9EE<BA4?PAB9 B5D4;B64A<9 CB CDB7D4@@4@ CB6OL9A<S >64?<H<>4J<<, 6 
FB@ K<E?9 6 HBD@9 EF4:<DB6>< 6 BD74A<;4J<SI, A4CD46?9A<9 89SF9?PABEF< 
>BFBDOI EBBF69FEF6G9F B5?4EF< CDBH9EE<BA4?PAB= 89SF9?PABEF< 06 %6S;P, 
<AHBD@4J<BAAO9 < >B@@GA<>4J<BAAO9 F9IAB?B7<<, A9 D9:9 1 D4;4 6 3 7B84 E 
GK9FB@ D4EL<D9A<S EC9>FD4 CDBH9EE<BA4?PAOI >B@C9F9AJ<=. 

�B?S C9847B7<K9E><I D45BFA<>B6 (6 CD<6989AAOI > J9?BK<E?9AAO@ 
;A4K9A<S@ EF46B>), B59EC9K<64RM<I BE6B9A<9 B5GK4RM<@<ES 
CDBH9EE<BA4?PAOI @B8G?9=, <@9RM<I BCOF 89SF9?PABEF< A9 @9A99 3 ?9F 6 
BD74A<;4J<SI, A4CD46?9A<9 89SF9?PABEF< >BFBDOI EBBF69FEF6G9F B5?4EF< 
CDBH9EE<BA4?PAB= 89SF9?PABEF< 06 %6S;P, <AHBD@4J<BAAO9 < 
>B@@GA<>4J<BAAO9 F9IAB?B7<<, 6 B5M9@ K<E?9 C9847B7<K9E><I D45BFA<>B6, 



 48 

D94?<;GRM<I B5D4;B64F9?PAGR CDB7D4@@G, 8B?:A4 5OFP A9 @9A99 25 
CDBJ9AFB6. 
6.3. #@8<5@=O5 @0AG5BO =>@<0B82=OE 70B@0B >:070=8O 3>AC40@AB25==OE 

CA;C3 ?> @50;870F88 >1@07>20B5;P=>9 ?@>3@0<<O 

$4EK9FO ABD@4F<6AOI ;4FD4F B>4;4A<S 7BEG84DEF69AAOI GE?G7 CB 
D94?<;4J<< B5D4;B64F9?PAB= CDB7D4@@O BEGM9EF6?SRFES 6 EBBF69FEF6<< E 
 9FB8<>B= BCD989?9A<S ABD@4F<6AOI ;4FD4F A4 B>4;4A<9 7BEG84DEF69AAOI 
GE?G7 CB D94?<;4J<< B5D4;B64F9?PAOI CDB7D4@@ ED98A97B CDBH9EE<BA4?PAB7B 
B5D4;B64A<S CB EC9J<4?PABEFS@ 13.02.13 ->EC?G4F4J<S < B5E?G:<64A<9 
Q?9>FD<K9E>B7B < Q?9>FDB@9I4A<K9E>B7B B5BDG8B64A<S (CB BFD4E?S@) < 
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>?4EE4. 

2. %B;84A<9 A4E?98B64AAB7B >?4EE4.  
3. #DB7D4@@<DB64A<9 CD<?B:9A<=.  
4. #9D97DG;>4 @9FB8B6. 
�>=AC;LB0F88 3 

#@><56CB>G=0O 0BB5AB0F8O (M:70<5=) 6  

�A53>: 220  
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3. '%�"��/ $������*�� #$"�$�  / '+��!"� 

��%*�#��!/ «"#.04."%!"�/ ���"$�& ���*�� � 

#$"�$�  �$"��!�/» 
 
3.1. �?S D94?<;4J<< CDB7D4@@O GK95AB= 8<EJ<C?<AO 8B?:AO 5OFP 
CD98GE@BFD9AO E?98GRM<9 EC9J<4?PAO9 CB@9M9A<S: 
 

�45BD4FBD<S «#@>3@0<<8@>20=8O 107 40==KE», BEA4M9AA4S 

A9B5IB8<@O@ 8?S D94?<;4J<< CDB7D4@@O GK95AB= 8<EJ<C?<AO 

B5BDG8B64A<9@: 

- �6FB@4F<;<DB64AAO9 D45BK<9 @9EF4 A4 12-15 B5GK4RM<IES (CDBJ9EEBD A9 
A<:9 Core i3, BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5) <?< 4A4?B7<;  
- �6FB@4F<;<DB64AAB9 D45BK99 @9EFB CD9CB8464F9?S (CDBJ9EEBD A9 A<:9 Core 
i3, BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5) <?< 4A4?B7<;  
- %9D69D 6 ?45BD4FBD<< (8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ 
A9 @9A99 1 &5, CDB7D4@@AB9 B59EC9K9A<9: WindowsServer 2012 <?< 5B?99 
AB64S 69DE<S) <?< 6O89?9A<9 4A4?B7<KAB7B CB I4D4>F9D<EF<>4@ 6<DFG4?PAB7B 
E9D69D4 <; B5M9= H9D@O E9D69DB6  
- #DB9>FBD < Q>D4A;  
-  4D>9DA4S 8BE>4;  
- #DB7D4@@AB9 B59EC9K9A<9 B5M97B < CDBH9EE<BA4?PAB7B A4;A4K9A<S, 6 FB@ 
K<E?9 6>?RK4RM99 6 E95S E?98GRM99 #":  

EclipseIDEforJavaEEDevelopers, .NETFrameworkJDK 8, 

MicrosoftSQLServerExpressEdition, MicrosoftVisioProfessional, 

MicrosoftVisualStudio, MySQLInstallerforWindows, NetBeans, 

SQLServerManagementStudio, MicrosoftSQLServerJavaConnector, 

AndroidStudio, IntelliJIDEA. 

 

3.2. �=D>@<0F8>==>5 >15A?5G5=85 @50;870F88 ?@>3@0<<K 
 

�?S D94?<;4J<< CDB7D4@@O 5<5?<BF9KAO= HBA8 B5D4;B64F9?PAB= 

BD74A<;4J<< 8B?:9A <@9FP C9K4FAO9 </<?< Q?9>FDBAAO9 B5D4;B64F9?PAO9 
< <AHBD@4J<BAAO9 D9EGDEO, D9>B@9A8G9@OI 8?S <ECB?P;B64A<S 6 
B5D4;B64F9?PAB@ CDBJ9EE9 
 

3.2.1. #5G0B=K5 8740=8O 

1. %9@4><A �.�., ,9EF4>B6 �.#. "EAB6O 4?7BD<F@<;4J<< < 
CDB7D4@@<DB64A<S. 3 ,: "�* «�>489@<S», 2016 
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4. �"!&$"�0 � "*�!�� $��'�0&�&"� "%�"�!�/ '+��!"� 

��%*�#��!/ «"#.04."%!"�/ ���"$�& ���*�� � 
#$"�$�  �$"��!�/» 

 

$57C;LB0BK >1CG5=8O �@8B5@88 >F5=:8 (>@<K 8 <5B>4K >F5=:8 

�5@5G5=P C<5=89, 
>A648645<OE 6 @4<:4E 

48AF8?;8=O: 
"     $4;D454FO64FP 4?7BD<F@O 
8?S >BA>D9FAOI ;484K. 

" �ECB?P;B64FP CDB7D4@@O 

8?S 7D4H<K9E>B7B BFB5D4:9A<S 
4?7BD<F@B6. 
" "CD989?SFP E?B:ABEFP 
D45BFO 4?7BD<F@B6. 
" $45BF4FP 6 ED989 
CDB7D4@@<DB64A<S. 
" $94?<;B6O64FP 
CBEFDB9AAO9 4?7BD<F@O 6 6<89 
CDB7D4@@ A4 >BA>D9FAB@ S;O>9 
CDB7D4@@<DB64A<S. 
" "HBD@?SFP >B8 CDB7D4@@O 
6 EBBF69FEF6<< EB EF4A84DFB@ 
>B8<DB64A<S. 
" �OCB?ASFP CDB69D>G, 
BF?48>G >B84 CDB7D4@@O. 

«"F?<KAB» - 

F9BD9F<K9E>B9 
EB89D:4A<9 >GDE4 
BE6B9AB CB?ABEFPR, 59; 
CDB59?B6, G@9A<S 
EHBD@<DB64AO, 6E9 
CD98GE@BFD9AAO9 
CDB7D4@@B= GK95AO9 
;484A<S 6OCB?A9AO, 
>4K9EF6B <I 
6OCB?A9A<S BJ9A9AB 
6OEB>B. 

 

«)BDBLB» - 

F9BD9F<K9E>B9 
EB89D:4A<9 >GDE4 
BE6B9AB CB?ABEFPR, 59; 
CDB59?B6, A9>BFBDO9 
G@9A<S EHBD@<DB64AO 
A98BEF4FBKAB, 6E9 
CD98GE@BFD9AAO9 
CDB7D4@@B= GK95AO9 
;484A<S 6OCB?A9AO, 
A9>BFBDO9 6<8O     
;484A<= 6OCB?A9AO E 
BL<5>4@<. 
 

 

#@8<5@K D>@< 8 

<5B>4>2 :>=B@>;O 8 

>F5=:8 
 
" �B@CPRF9DAB9 
F9EF<DB64A<9 A4 ;A4A<9 
F9D@<AB?B7<< CB F9@9; 
 

" &9EF<DB64A<9 
 

" �BAFDB?PA4S D45BF4  
 
" %4@BEFBSF9?PA4S 
D45BF4. 
 

" �4M<F4 D9H9D4F4&. 
 

" %9@<A4D 
 

" �4M<F4 >GDEB6B= 

D45BFO (CDB9>F4) 
 

" �OCB?A9A<9 CDB9>F4; 
 

" !45?R89A<9 ;4 
6OCB?A9A<9@ 

CD4>F<K9E>B7B ;484A<S. 
(89SF9?PABEFPR EFG89AF4) 
 

" "J9A>4 6OCB?A9A<S 
CD4>F<K9E>B7B ;484A<S 
(D45BFO) 
 

" #B87BFB6>4 < 
6OEFGC?9A<9 E 8B>?48B@, 
EBB5M9A<9@, 
CD9;9AF4J<9=& 

 

" $9L9A<9 
E<FG4J<BAAB= ;484K<&. 

�5@5G5=P 7=4=89, 
>A648645<OE 6 @4<:4E 

48AF8?;8=O: 
" #BASF<9 4?7BD<F@<;4J<<, 
E6B=EF64 4?7BD<F@B6, B5M<9 
CD<AJ<CO CBEFDB9A<S 
4?7BD<F@B6, BEAB6AO9 
4?7BD<F@<K9E><9 >BAEFDG>J<<. 
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" -6B?RJ<R S;O>B6 
CDB7D4@@<DB64A<S, <I 
>?4EE<H<>4J<R, CBASF<9 
E<EF9@O CDB7D4@@<DB64A<S. 
" "EAB6AO9 Q?9@9AFO S;O>4, 
EFDG>FGDG CDB7D4@@O, BC9D4FBDO 
< BC9D4J<<, GCD46?SRM<9 
EFDG>FGDO, EFDG>FGDO 84AAOI, 
H4=?O, >?4EEO C4@SF<. 
" #B8CDB7D4@@O, 
EBEF46?9A<9 5<5?<BF9> 
CB8CDB7D4@@ 

" "5N9>FAB-
BD<9AF<DB64AAGR @B89?P 
CDB7D4@@<DB64A<S, BEAB6AO9 
CD<AJ<CO B5N9>FAB-
BD<9AF<DB64AAB7B 
CDB7D4@@<DB64A<S A4 CD<@9D9 
4?7BD<F@<K9E>B7B S;O>4: 
CBASF<9 >?4EEB6 < B5N9>FB6, <I 
E6B=EF6 < @9FB8B6, 
<A>4CEG?SJ<S < CB?<@BDH<;@4, 
A4E?98B64A<S < 
C9D9BCD989?9A<S. 

 

«'8B6?9F6BD<F9?PAB» -

F9BD9F<K9E>B9 
EB89D:4A<9 >GDE4 
BE6B9AB K4EF<KAB, AB 
CDB59?O A9 ABESF 
EGM9EF69AAB7B 
I4D4>F9D4, 
A9B5IB8<@O9 G@9A<S 
D45BFO E BE6B9AAO@ 

@4F9D<4?B@ 6 
BEAB6AB@ 

EHBD@<DB64AO, 
5B?PL<AEF6B 
CD98GE@BFD9AAOI 
CDB7D4@@B= B5GK9A<S 
GK95AOI ;484A<= 

6OCB?A9AB, A9>BFBDO9 
<; 6OCB?A9AAOI 
;484A<= EB89D:4F 
BL<5><. 

 

«!9G8B6?9F6BD<F9?PAB» 
- F9BD9F<K9E>B9 
EB89D:4A<9 >GDE4 A9 
BE6B9AB, A9B5IB8<@O9 
G@9A<S A9 
EHBD@<DB64AO, 
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;484A<S EB89D:4F 
7DG5O9 BL<5><. 
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1. "�-�/ %�$��&�$�%&��� $��"'�� #$"�$�  / 

''��!"� ��%&�#��!/ 

"#.05 "A=>2O ?@>5:B8@>20=8S 107 40==OE 
 

1.1. "1;0ABP ?@8<5=5=8S ?@>3@0<<O 

$01>G0O ?@>3@0<<0 CG51=>9 48AF8?;8=K O2;O5BAO G0ABLN ?@>3@0<<K ?>43>B>2:8 
A?5F80;8AB>2 A@54=53> 725=0 (##%%�) 2 A>>B25BAB288 A (�"% ?> A?5F80;L=>AB8 
A@54=53> ?@>D5AA8>=0;L=>3> >1@07>20=8O 09.02.06 %5B52>5 8 A8AB5<=>5 
04<8=8AB@8@>20=85. 
$01>G0O ?@>3@0<<0 CG51=>9 48AF8?;8=K <>65B 1KBL 8A?>;L7>20=0 ?> ?@>3@0<<0< 
:C@A>2>9 ?>43>B>2:8, ?5@5?>43>B>2:8 8 ?>2KH5=8O :20;8D8:0F88 ?> =0?@02;5=8N 
09.02.06 %5B52>5 8 A8AB5<=>5 04<8=8AB@8@>20=85. 
 

1.2.  5AB> CG51=>9 48AF8?;8=O 2 AB@C:BC@5 ?@>3@0<<O ?>43>B>2:8 
A?5F80;8AB>2 A@54=53> 725=0: CG51=0O 48AF8?;8=0 "#.05 "A=>2K ?@>5:B8@>20=8O 
107 40==KE ?@8=04;568B : >1I5?@>D5AA8>=0;L=><C F8:;C 

 

1.3.  &5;P 8 ?;0=8@C5<O5 @57C;PB0BO >A2>5=8S 48AF8?;8=O: 

�>4 #�, "�  '<5=8O  �=0=8O  
"� 01 
"� 05 
"� 09 
"� 10 

#� 1.2 
#� 1.5 

#@>5:B8@>20BL 
@5;OF8>==CN 107C 
40==KE. 
�A?>;L7>20BL O7K: 
70?@>A>2 4;O 
?@>3@0<<=>3> 
872;5G5=8O A2545=89 
87 107 40==KE. 
  

"A=>2K B5>@88 107 40==KE. 
 >45;8 40==KE. 
"A>15==>AB8 @5;OF8>==>9 <>45;8 8 
?@>5:B8@>20=85 107 40==KE, 
87>1@078B5;L=K5 A@54AB20, 
8A?>;L7C5<K5 2 ER-<>45;8@>20=88. 
"A=>2K @5;OF8>==>9 0;351@K. 
#@8=F8?K ?@>5:B8@>20=8O 107 
40==KE, >15A?5G5=85 
=5?@>B82>@5G82>AB8 8 F5;>AB=>AB8 
40==KE. %@54AB20 ?@>5:B8@>20=8O 
AB@C:BC@ 107 40==KE. /7K: 70?@>A>2 
SQL. 
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2. %&$'�&'$� � %"��$��!�� ''��!"� ��%&�#��!/ 

2.1. "1N5< CG51=>9 48AF8?;8=O 8 284O CG51=>9 @01>BO 

 
 

7 

AB@>:8 
�84 CG51=>9 @01>BO "1N5< G0A>2 

1 "1N5< >1@07>20B5;P=>9 ?@>3@0<<O, 56 

 2 B>< G8A;5:  

2 A0<>AB>SB5;P=0S @01>B0 >1CG0RM8EAS - 

3 :>=AC;PB0F88 - 

4 AC<<0@=0S CG51=0S =03@C7:0 2> 2708<>459AB288 A 
?@5?>4020B5;5< 

56 

 2 B>< G8A;5:  

 B5>@5B8G5A:>5 >1CG5=85 26 

 ;01>@0B>@=K5 70=OB8O  30 

�DB@9:GFBGA4O 4FF9EF4F<O 6 HBD@9 8<HH9D9AF<4?LAB7B ;4G9F4 
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2.2. &5<0B8G5A:89 ?;0= 8 A>45@60=85 CG51=>9 48AF8?;8=O 

"#.05 "A=>2O ?@>5:B8@>20=8S 107 40==OE 
!08<5=>20=85 
@0745;>2 8 B5< 

%>45@60=85 CG51=>3> <0B5@80;0 8 D>@<O >@30=870F88 45SB5;P=>AB8 >1CG0RM8EAS "1N5< 2 
G0A0E 

�>4O :><?5B5=F89, 
D>@<8@>20=8R 

:>B>@OE A?>A>1AB2C5B 
Q;5<5=B ?@>3@0<<O 

1 2 3 4 

&5<01 "A=>2=O5 
?>=SB8S 107 40==OE 

%>45@60=85 CG51=>3> <0B5@80;0 4  
 

1. "A=>2=K5 ?>=OB8O B5>@88 �� 
4 

"� 1, "� 5, "� 9, "� 
10, #� 1.2, #�1.5 2.�=D>@<0F8>==0O <>45;L 40==KE. �>38G5A:85 <>45;8 107 40==KE. 

&5<0 2 �708<>A2S78 2 
<>45;SE 8 
@5;SF8>==O9 ?>4E>4 
: ?>AB@>5=8R <>45;59 

%>45@60=85 CG51=>3> <0B5@80;0 4  

1.�>38G5A:0O 8 D878G5A:0O =57028A8<>ABL 40==KE 

4 

"� 1, "� 5, "� 9, "� 
10, #� 1.2, #�1.5 2."A=>2K @5;OF8>==>9 0;351@K. 

&5<0 3 1B0?O 
?@>5:B8@>20=8S 107 
40==OE 

%>45@60=85 CG51=>3> <0B5@80;0 4  

1.-B0?K ?@>5:B8@>20=8O 107 40==KE. 
4 

"� 1, "� 5, "� 9, "� 
10, #� 1.2, #�1.5 2.!>@<0;870F8O 107 40==KE. 

&5<0 4 
#@>5:B8@>20=85 
AB@C:BC@ 107 40==OE 

%>45@60=85 CG51=>3> <0B5@80;0 28  

1."A=>2=K5 E0@0:B5@8AB8:8 8 2>7<>6=>AB8 %'�� Access. %>740=85 �� 2 MS Access. 8 "� 1, "� 5, "� 9, "� 
10, #� 1.2, #�1.5 2.%E5<0 40==KE 2 MS Access. 

3."@30=870F8O 8=B5@D59A0 A ?>;L7>20B5;5< 

4. 0:@>AK 8 8E A>740=85. 
�01>@0B>@=O5 @01>BO 

20 

1.#@>5:B8@>20=85 AB@C:BC@K 107K 40==KE. 
2."B:@KB85, @540:B8@>20=85 8 ?>?>;=5=85 B01;8G=>3> D09;0.  >48D8:0F8O 
AB@C:BC@K B01;8G=>3> D09;0. 
3.�=45:A8@>20=85 8 A>@B8@>2:0 B01;8F 

4.$540:B8@>20=85 ?@>5:B0 8 <0:5B0 B01;8F. #>8A: 8 A>@B8@>2:8 40==KE 2 %'�� 
ACCESS. #@8=F8?K A>740=8O 70?@>A>2 2K1>@:8 

5.'AB0=>2;5=85 2708<>A2O759 <564C B01;8F0<8 
6.%>740=85 8 =>@<0;870F8O B01;8F 2 1075 40==KE 
7.%>740=85 D>@< 

8.%>740=85 8 ?5G0BL >BG5B>2  
9.%>740=85 <0:@>A>2. "A=>2K ?@>3@0<<8@>20=8O %'�� ACCESS 

%>45@60=85 CG51=>3> <0B5@80;0 16  
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&5<0 5. "@30=870F8S 
70?@>A>2 SQL 

1.%>740=85 >1J5:B>2 107K 40==KE. %>AB02=K5 G0AB8 SQL 

6 

"� 1, "� 5, "� 9, "� 
10, #� 1.2, #�1.5 2."?5@0B>@K <0=8?C;8@>20=8O 40==K<8 

3.�AB@>5==K5 A@54AB20 70I8BK 40==KE 2 A@545 ACCESS 

�01>@0B>@=O5 @01>BO 

10 

1.%>740=85 107K 40==KE 8 55 >1J5:B>2 A@54AB20<8 O7K:0 SQL 

2.�K?>;=5=85 ?@>ABKE 70?@>A>2 : �� 2 SQL 

3.�K1>@:0 40==KE 87 ��.  >48D8:0F8O A>45@68<>3> ��. 
4.#@8<5=5=85 2AB@>5==KE <5E0=87<>2 70I8BK 8=D>@<0F88 2 A8AB5<0E C?@02;5=8O 
1070<8 40==KE. 

#@><56CB>G=0S 0BB5AB0F8S 2 D>@<5 48DD5@5=F80;P=>3> 70G5B0 -  

�>=AC;PB0F88 -  

�A53>: 56  
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3. '%�"��/ $������&�� ''��!"� ��%&�#��!/ 

3.1. &@51>20=8S : <8=8<0;P=><C <0B5@80;P=>-B5E=8G5A:><C >15A?5G5=8R  

$50;870F8O ?@>3@0<<K CG51=>9 48AF8?;8=K B@51C5B =0;8G8O ;01>@0B>@88 

«#@>3@0<<=>3> >15A?5G5=8O :><?LNB5@=KE A5B59, ?@>3@0<<8@>20=8O 8 107 
40==KE». 
�01>@0B>@8O «#@>3@0<<=>3> >15A?5G5=8O :><?LNB5@=KE A5B59, ?@>3@0<<8@>20=8O 
8 107 40==KE», >A=0I5==0O =5>1E>48<K< 4;O @50;870F88 ?@>3@0<<K CG51=>9 
48AF8?;8=K >1>@C4>20=85< ?@82545==K< 2 ? 6.1.2.1 ?@8<5@=>9 ?@>3@0<<K ?> 
40==>9 A?5F80;L=>AB8 09.02.06 «%5B52>5 8 A8AB5<=>5 04<8=8AB@8@>20=85»: 

2 12-15 :><?LNB5@>2 >1CG0NI8EAO 8 1 :><?LNB5@ ?@5?>4020B5;O 
(0??0@0B=>5 >15A?5G5=85: =5 <5=55 2 A5B52KE ?;0B, ?@>F5AA>@ =5 =865 Core i3, 
>?5@0B82=0O ?0<OBL >1J5<>< =5 <5=55 8 �1; HD 500 Gb 8;8 1>;LH5 
?@>3@0<<=>5 >15A?5G5=85: >?5@0F8>==K5 A8AB5<K Windows, UNIX, ?0:5B 
>D8A=KE ?@>3@0<<, ?0:5B %�#$); 
2 &8?>2>9 A>AB02 4;O <>=B060 8 =0;04:8 :><?LNB5@=>9 A5B8: :015;8 
@07;8G=>3> B8?0, >168<=>9 8=AB@C<5=B, :>==5:B>@K RJ-45, B5AB5@K 4;O 
:015;O, :@>AA-=>68, :@>AA-?0=5;8; 
2 #@8<5@ ?@>5:B=>9 4>:C<5=B0F88; 

2 !5>1E>48<>5 ;8F5=78>==>5 ?@>3@0<<=>5 >15A?5G5=85 4;O 
04<8=8AB@8@>20=8O A5B59 8 >15A?5G5=8O 55 157>?0A=>AB8 

2 %5@25@ 2 ;01>@0B>@88 (0??0@0B=>5 >15A?5G5=85: =5 <5=55 2 A5B52KE 
?;0B, 8-E O45@=K9 ?@>F5AA>@ A G0AB>B>9 =5 <5=55 3 ��F, >?5@0B82=0O ?0<OBL 
>1J5<>< =5 <5=55 16 �1, 65AB:85 48A:8 >1I8< >1J5<>< =5 <5=55 2 &1, 
?@>3@0<<=>5 >15A?5G5=85: Windows Server 20232 8;8 1>;55 =>20O 25@A8O, 
;8F5=78>==K5 0=B828@CA=K5 ?@>3@0<<K, ;8F5=78>==K5 ?@>3@0<<K 
2>AAB0=>2;5=8O 40==KE, ;8F5=78>==K9 ?@>3@0<<K ?> 28@BC0;870F88.)   
2 &5E=8G5A:85 A@54AB20 >1CG5=8O: 
2 �><?LNB5@K A ;8F5=78>==K< ?@>3@0<<=K< >15A?5G5=85< 

2 �=B5@0:B82=0O 4>A:0 
2 #@>5:B>@ 

3.2. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8S 
#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;P=>9 ;8B5@0BC@O 

"A=>2=O5 8AB>G=8:8 

1. (54>@>20, �.!. "A=>2K ?@>5:B8@>20=8O 107 40==KE: CG51=>5 ?>A>185 4;O ABC4. 
CG@5645=89 A@54. ?@>D. >1@07>20=8O / �.!. (54>@>20. 3  .: �740B5;LA:89 F5=B@ 
«�:045<8O», 20234. 3 224 A. 
2. (CD052 -.�.,(CD052 �.-. �07K 40==KE. 3 .: "�* «�:045<8O» 20234. 

 �>?>;=8B5;P=O5 8AB>G=8:8 
1. �;NH5G:8=, �. . "A=>2K 8A?>;L7>20=8O 8 ?@>5:B8@>20=8O 107 40==KE: CG51=8: 
/ �. .�;NH5G:8=. 3  .: .@09B, 20236. 3 214 A. 
2. (54>@>20, �.!. "A=>2K ?@>5:B8@>20=8O 107 40==KE: CG51=>5 ?>A>185 4;O ABC4. 
CG@5645=89 A@54. ?@>D. >1@07>20=8O / �.!. (54>@>20. 3  .: �740B5;LA:89 F5=B@ 
«�:045<8O», 20234. 3 224 A.  



 8 

4. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ ��%&�#��!/  
 

�>=B@>;P 8 >F5=:0 @57C;LB0B>2 >A2>5=8O CG51=>9 48AF8?;8=K >ACI5AB2;O5BAO 
?@5?>4020B5;5< 2 ?@>F5AA5 ?@>2545=8O :>=B@>;L=KE @01>B, ?@0:B8G5A:8E 70=OB89, 
;01>@0B>@=KE @01>B, B5AB8@>20=8O, 0 B0:65 2K?>;=5=8O >1CG0NI8<8AO 
8=48284C0;L=KE 7040=89, ?@>5:B>2, 8AA;54>20=89. 

 

$57C;PB0BO >1CG5=8S �@8B5@88 >F5=:8 
 5B>4O >F5=:8 

#5@5G5=P 7=0=89, 
>A208205<OE 2 @0<:0E 
48AF8?;8=O: 
"A=>2K B5>@88 107 40==KE. 
 >45;8 40==KE. 
"A>15==>AB8 @5;OF8>==>9 
<>45;8 8 ?@>5:B8@>20=85 107 
40==KE, 87>1@078B5;L=K5 
A@54AB20, 8A?>;L7C5<K5 2 ER-

<>45;8@>20=88. 
"A=>2K @5;OF8>==>9 
0;351@K. 
#@8=F8?K ?@>5:B8@>20=8O 
107 40==KE, >15A?5G5=85 
=5?@>B82>@5G82>AB8 8 
F5;>AB=>AB8 40==KE. 
%@54AB20 ?@>5:B8@>20=8O 
AB@C:BC@ 107 40==KE. 
/7K: 70?@>A>2 SQL. 

«"B;8G=>» - 

B5>@5B8G5A:>5 
A>45@60=85 :C@A0 
>A2>5=> ?>;=>ABLN, 157 
?@>15;>2, C<5=8O 
AD>@<8@>20=K, 2A5 
?@54CA<>B@5==K5 
?@>3@0<<>9 CG51=K5 
7040=8O 2K?>;=5=K, 
:0G5AB2> 8E 2K?>;=5=8O 
>F5=5=> 2KA>:>. 

«)>@>H>» - 

B5>@5B8G5A:>5 
A>45@60=85 :C@A0 
>A2>5=> ?>;=>ABLN, 157 
?@>15;>2, =5:>B>@K5 
C<5=8O AD>@<8@>20=K 
=54>AB0B>G=>, 2A5 
?@54CA<>B@5==K5 
?@>3@0<<>9 CG51=K5 
7040=8O 2K?>;=5=K, 
=5:>B>@K5 284K 7040=89 
2K?>;=5=K A >H81:0<8. 

«'4>2;5B2>@8B5;L=>» - 

B5>@5B8G5A:>5 
A>45@60=85 :C@A0 
>A2>5=> G0AB8G=>, => 
?@>15;K =5 =>AOB 
ACI5AB25==>3> 
E0@0:B5@0, =5>1E>48<K5 
C<5=8O @01>BK A 
>A2>5==K< <0B5@80;>< 
2 >A=>2=>< 

"F5=:0 2 @0<:0E 
B5:CI53> :>=B@>;O 
@57C;LB0B>2 
2K?>;=5=8O 
8=48284C0;L=KE 
:>=B@>;L=KE 7040=89, 
@57C;LB0B>2 
2K?>;=5=8O 
?@0:B8G5A:8E @01>B, 
CAB=K9 
8=48284C0;L=K9 
>?@>A. 

#8AL<5==K9 >?@>A 2 
D>@<5 B5AB8@>20=8O 

 

#5@5G5=P C<5=89, 
>A208205<OE 2 @0<:0E 
48AF8?;8=O: 
#@>5:B8@>20BL @5;OF8>==CN 
107C 40==KE. 
�A?>;L7>20BL O7K: 70?@>A>2 
4;O ?@>3@0<<=>3> 872;5G5=8O 
A2545=89 87 107 40==KE. 

-:A?5@B=>5 
=01;N45=85 8 
>F5=820=85 
2K?>;=5=8O 
?@0:B8G5A:8E @01>B. 

&5:CI89 :>=B@>;L 2 
D>@<5 70I8BK 
?@0:B8G5A:8E @01>B 



 9 

AD>@<8@>20=K, 
1>;LH8=AB2> 
?@54CA<>B@5==KE 
?@>3@0<<>9 >1CG5=8O 
CG51=KE 7040=89 
2K?>;=5=>, =5:>B>@K5 
87 2K?>;=5==KE 
7040=89 A>45@60B 
>H81:8. 

«!5C4>2;5B2>@8B5;L=>» 
- B5>@5B8G5A:>5 
A>45@60=85 :C@A0 =5 
>A2>5=>, =5>1E>48<K5 
C<5=8O =5 
AD>@<8@>20=K, 
2K?>;=5==K5 CG51=K5 
7040=8O A>45@60B 
3@C1K5 >H81:8. 

 



#@8;>65=85 14 
 <A<EF9DEF6B B5D4;B64A<S �9?7BDB8E>B= B5?4EF< 

"5?4EFAB9 7BEG84DEF69AAB9 46FBAB@AB9  
CDBH9EE<BA4?PAB9 B5D4;B64F9?PAB9 GKD9:89A<9 
«�5;3>@>4A:89 8=4CAB@80;L=K9 :>;;546» 

 

 

 

 

 

 

 

 

 

 

 

 

$��"+�/ #$"�$�  � ��%*�#��!/ 

 

"#.06 �DI<F9>FGD4 4CC4D4FAOI ED98EF6 
 

CB EC9J<4?PABEF<  
09.02.06 %5B52>5 8 A8AB5<=>5 04<8=8AB@8@>20=85 

 

�64?<H<>4J<S 3 E<EF9@AO= 48@<A<EFD4FBD 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

�9?7BDB8 2024 7.  



2 
 

%"��$��!�� 

 

 

EFD. 
1. "�-�/ )�$��&�$�%&��� $��"+�� 
#$"�$�  / '+��!"� ��%*�#��!/ 

4 

2. %&$'�&'$� � %"��$��!�� '+��!"� 
��%*�#��!/ 

6 

3. '%�"��/ $������*�� '+��!"� 
��%*�#��!/ 

11 

4. �"!&$"�0 � "*�!�� $��'�0&�&"� 
"%�"�!�/ '+��!"� ��%*�#��!/ 

13 

 

 

  



3 
 

1. "�-�/ )�$��&�$�%&��� $��"+�� #$"�$�  / 
'+��!"� ��%*�#��!/ 

"#.06 �@E8B5:BC@0 0??0@0B=KE A@54AB2 

1.1. "1;0ABL ?@8<5=5=8O ?@>3@0<<K 

$45BK4S CDB7D4@@4 GK95AB= 8<EJ<C?<AO S6?S9FES K4EFPR CDB7D4@@O CB87BFB6>< 
EC9J<4?<EFB6 ED98A97B ;69A4 (##%%�) 6 EBBF69FEF6<< E (�"% CB EC9J<4?PABEF< 
ED98A97B CDBH9EE<BA4?PAB7B B5D4;B64A<S 09.02.06 «%9F96B9 < E<EF9@AB9 
48@<A<EFD<DB64A<9». $45BK4S CDB7D4@@4 GK95AB= 8<EJ<C?<AO @B:9F 5OFP 
<ECB?P;B64A4 CB CDB7D4@@4@ >GDEB6B= CB87BFB6><, C9D9CB87BFB6>< < CB6OL9A<S 
>64?<H<>4J<< CB A4CD46?9A<R 09.02.06 «%9F96B9 < E<EF9@AB9 
48@<A<EFD<DB64A<9». 
1.2.  5AB> CG51=>9 48AF8?;8=K 2 AB@C:BC@5 ?@>3@0<<K ?>43>B>2:8 
A?5F80;8AB>2 A@54=53> 725=0: 54;B64S 8<EJ<C?<A4 B5M9CDBH9EE<BA4?PAB7B 
J<>?4 "#.00. 

1.3. *5;L 8 ?;0=8@C5<K5 @57C;LB0BK >A2>5=8O 48AF8?;8=K: 

�>4 #�, "�  '<5=8O �=0=8O 

"� 01-"� 5, 
"� 9-"� 10; 
#� 1.3-#� 1.4, 
#� 3.1-#� 3.3; 
#�3.5-#� 3.6  
 

BCD989?SFP BCF<@4?PAGR 
>BAH<7GD4J<R 
B5BDG8B64A<S < 
I4D4>F9D<EF<>< GEFDB=EF6 
8?S >BA>D9FAOI ;484K;  
<89AF<H<J<DB64FP BEAB6AO9 
G;?O C9DEBA4?PAB7B 
>B@CPRF9D4, D4;N9@O 8?S 
CB8>?RK9A<S 6A9LA<I 
GEFDB=EF6;  
6O5<D4FP D4J<BA4?PAGR 
>BAH<7GD4J<R 
B5BDG8B64A<S 6 
EBBF69FEF6<< E D9L49@B= 
;484K9=;  
BCD989?SFP EB6@9EF<@BEFP 
4CC4D4FAB7B < CDB7D4@@AB7B 
B59EC9K9A<S;  
BEGM9EF6?SFP @B89DA<;4J<R 
4CC4D4FAOI ED98EF6;  
CB?P;B64FPES BEAB6AO@< 
6<84@< EB6D9@9AAB= 
6OK<E?<F9?PAB= F9IA<><, 
C9D<H9D<=AOI < @B5<?PAOI 

CBEFDB9A<9 J<HDB6OI 
6OK<E?<F9?PAOI E<EF9@ < <I 
4DI<F9>FGDAO9 BEB-
59AABEF<;  
CD<AJ<CO D45BFO BEAB6AOI 
?B7<K9E><I 5?B>B6 E<EF9@O;  
C4D4??9?<;@ < 
>BA69=9D<;4J<R 6O-

K<E?9A<=;  
>?4EE<H<>4J<R 
6OK<E?<F9?PAOI C?4FHBD@;  
CD<AJ<CO 6OK<E?9A<= 6 
@AB7BCDBJ9EEBDAOI < 
@AB7BS89DAOI E<EF9@4I;  
CD<AJ<CO D45BFO >QL-

C4@SF<;  
CB6OL9A<9 
CDB<;6B8<F9?PABEF< 
@AB7BCDBJ9EEBDAOI < 
@AB7BS89DAOI E<EF9@;  
QA9D7BE59D974RM<9 
F9IAB?B7<<;  
BEAB6AO9 >BAEFDG>F<6AO9 
Q?9@9AFO ED98EF6 
6OK<E?<F9?PAB= F9IA<><;  



4 
 

GEFDB=EF6 < 8DG7<I 
F9IA<K9E><I ED98EF6;  
CD46<?PAB Q>EC?G4F<DB64FP 
< GEFD4ASFP F<C<KAO9 
6OS6?9AAO9 89H9>FO 
F9IA<K9E><I ED98EF6.  

C9D<H9D<=AO9 GEFDB=EF64 
6OK<E?<F9?PAB= F9IA<><;  
A9EF4A84DFAO9 
C9D<H9D<=AO9 GEFDB=EF64;  
A4;A4K9A<9 < CD<AJ<CO 
D45BFO BEAB6AOI G;?B6 
EB6D9@9AAOI F9IA<K9E><I 
ED98EF6;  
EFDG>FGDAO9 EI9@O < 
CBDS8B> 6;4<@B89=EF6<S 
>B@CBA9AFB6 EB6D9@9AAOI 
F9IA<K9E><I ED98EF6  

 



5 
 

2. %&$'�&'$� � %"��$��!�� '+��!"� ��%*�#��!/ 

2.1. "1J5< CG51=>9 48AF8?;8=K 8 284K CG51=>9 @01>BK 

 

7 

AB@>:8 
�84 CG51=>9 @01>BK "1J5< G0A>2 

1 "1J5< >1@07>20B5;L=>9 ?@>3@0<<K, 99 

 6 FB@ K<E?9:  

2 A0<>AB>OB5;L=0O @01>B0 >1CG0NI8EAO 13 

3 :>=AC;LB0F88 6 

4 AC<<0@=0O CG51=0O =03@C7:0 2> 2708<>459AB288 A 
?@5?>4020B5;5< 

74 

 6 FB@ K<E?9:  

 F9BD9F<K9E>B9 B5GK9A<9 32 

 ?45BD4FBDAO9 ;4ASF<S  42 

5 ?@><56CB>G=0O 0BB5AB0F8O 6 

�@><56CB>G=4O 4BB5AB4F8O 6 D>@<5 Q:74<5=4 
 



6 
 

2.2. &5<0B8G5A:89 ?;0= 8 A>45@60=85 CG51=>9 48AF8?;8=K "#.06 �@E8B5:BC@0 0??0@0B=KE A@54AB2 

  

!08<5=>20=85 
@0745;>2 8 B5< 

%>45@60=85 CG51=>3> <0B5@80;0, ?@0:B8G5A:85 @01>BK, A0<>AB>OB5;L=0O 
@01>B0 >1CG0NI8EAO 

"1J5< 
G0A>2 

�>4K :><?5B5=F89, 
D>@<8@>20=8N 

:>B>@KE A?>A>1AB2C5B 
M;5<5=B ?@>3@0<<K 

1 2 3 5 

$0745; 1. #@54AB02;5=85 8=D>@<0F88 2 2KG8A;8B5;L=KE A8AB5<0E 10  

&5<0 1.1.  
�D<H@9F<K9E><9 
BEAB6O -�  

%>45@60=85 CG51=>3> <0B5@80;0 8 "� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

1 �6989A<9 6 4DI<F9>FGDG >B@CPRF9DAOI E<EF9@. "EAB6AO9 F9D@<AO < CBASF<S  

2 �D<H@9F<K9E><9 BEAB6O -� . %<EF9@O EK<E?9A<S 
�01>@0B>@=K5 @01>BK 4 

1 #9D96B8 K<E9? <; B8AB= E<EF9@O EK<E?9A<S 6 8DG7GR 2 

 2 �OCB?A9A<9 BC9D4J<= A48 K<E?4@< 6 9EF9EF69AAB= < ABD@4?PAB= HBD@4I 2 

&5<0 1. 2.  
#D98EF46?9A<9  
<AHBD@4J<< 6 

-�  

%>45@60=85 CG51=>3> <0B5@80;0 4  

1 #D98EF46?9A<9 < 6<8O <AHBD@4J<<; ECBEB5O 99 CD98EF46?9A<S 6 -�  
 "� 01-"� 5, "� 9-"� 

10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

%0<>AB>OB5;L=0O @01>B0 >1CG0NI8EAO 2  

$0745; 2. �@E8B5:BC@0 8 ?@8=F8?K @01>BK >A=>2=KE ;>38G5A:8E 1;>:>2 
2KG8A;8B5;L=KE A8AB5< (�%) 

47 "� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 
 

&5<0 2.1.  
�B7<K9E><9 
BEAB6O -� , 
Q?9@9AFO < G;?O 

69>FBD4@< 

%>45@60=85 CG51=>3> <0B5@80;0 
12 

1 �B7<K9E><9 BEAB6O -� . "EAB6AO9 ?B7<K9E><9 HGA>J<<  

2 -?9@9AFA4S 54;4: FD<779DO, D97<EFDO, EK9FK<>< 

3 -?9@9AFA4S 54;4: L<HD4FBDO, 89L<HD4FBDO, EG@@4FBDO 



7 
 

&5<0 2.2.  
"EAB6O 

CBEFDB9A<S -�  < 
6AGFD9AASS 
BD74A<;4J<S 
CDBJ9EEBD4 

%>45@60=85 CG51=>3> <0B5@80;0 
6 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

1 "EAB6O CBEFDB9A<S -�  
 

2 �AGFD9AASS BD74A<;4J<S CDBJ9EEBD4 < C4@SF< 

�01>@0B>@=K5 @01>BK 
2 

1 #BEFDB9A<9 CBE?98B64F9?PABEF< @4L<AAOI BC9D4J<= 8?S D94?<;4J<< 
CDBEFOI 6OK<E?9A<= 

2 

&5<0 2.3. 

�AF9DH9=EO 

%>45@60=85 CG51=>3> <0B5@80;0 
10 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

1 �AF9DH9=EO CBE?98B64F9?PAB7B < C4D4??9?PAB7B F<CB6 
 

�01>@0B>@=K5 @01>BK 
8 

1 �DI<F9>FGD4 E<EF9@AB= C?4FO 
2 

2 �AGFD9AA<9 <AF9DH9=EO E<EF9@AB= C?4FO 
2 

3 �AF9DH9=EO IDE < SCSI 
2 

4 #4D4??9?PAO9 CBDFO < <I BEB59AABEF< 
2 

5 #BE?98B64F9?PAO9 CBDFO < <I BEB59AABEF< 
2 

&5<0 2.4 

$9:<@O D45BFO 
CDBJ9EEBD4  

%>45@60=85 CG51=>3> <0B5@80;0 
2 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  1 $9:<@O D45BFO CDBJ9EEBD4  

&5<0 2.5.  %>45@60=85 CG51=>3> <0B5@80;0 
10 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  1 "EAB6O CDB7D4@@<DB64A<S CDBJ9EEBD4 

 

 �01>@0B>@=K5 @01>BK 6 
 

1 �EE?98B64A<9 D45BFO FD<779D4 2 

2 �EE?98B64A<9 D45BFO L<HD4FBD4 < 89L<HD4FBD4 2  

3 �EE?98B64A<9 D45BFO EK9FK<>4 < EG@@4FBD4 2  



8 
 

"EAB6O 
CDB7D4@@<DB64A<S 
CDBJ9EEBD4 

�01>@0B>@=K5 @01>BK 
8 

 

1 #DB7D4@@<DB64A<9 4D<H@9F<K9E><I < ?B7<K9E><I >B@4A8 
2 

2 #DB7D4@@<DB64A<9 C9D9IB8B6 
2 

3 #DB7D4@@<DB64A<9 66B84-6O6B84 
2 

4 #DB7D4@@<DB64A<9 < BF?48>4 CDB7D4@@ 
2 

&5<0 2.6 
%B6D9@9AAO9 
CDBJ9EEBDO 

%>45@60=85 CG51=>3> <0B5@80;0 
7 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

1 %B6D9@9AAO9 CDBJ9EEBDO 
 

�01>@0B>@=K5 @01>BK 
2 

1 �89AF<H<>4J<S < GEF4AB6>< CDBJ9EEBD4 
2 

%0<>AB>OB5;L=0O @01>B0 >1CG0NI8EAO 3 

$0745; 3. �KG8A;8B5;L=K5 A8AB5<K  6  

&5<0 3.1.  
�OK<E?<F9?PAO9 
E<EF9@O < <I 
>?4EE<H<>4J<S 

%>45@60=85 CG51=>3> <0B5@80;0 
6 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

1 "D74A<;4J<S 6OK<E?9A<= 6 6OK<E?<F9?PAOI E<EF9@4I 
 

2 �?4EE<H<>4J<S 6OK<E?<F9?PAOI E<EF9@ 

%0<>AB>OB5;L=0O @01>B0 >1CG0NI8EAO 
2 

 

$0745; 4. �2B><0B878@>20==K5 8=D>@<0F8>==K5 A8AB5<K 
7 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

&5<0 4.1.  
�6FB@4F<;<DB64AA

O9 < 
<AHBD@4J<BAAO9 

E<EF9@O 
GCD46?9A<S < 

79B<AHBD@4J<BAA
O9 E<EF9@O 

%>45@60=85 CG51=>3> <0B5@80;0 
7 

1 �6FB@4F<;<DB64AAO9 <AHBD@4J<BAAO9 E<EF9@O GCD46?9A<S, %�#$ < 
79B<AHBD@4J<BAAO9 E<EF9@O 

 

�01>@0B>@=K5 @01>BK 
2 

1 #DB9>F<DB64A<9 ��% 

%0<>AB>OB5;L=0O @01>B0 >1CG0NI8EAO 
3 



9 
 

$0745; 5. #5@8D5@89=K5 CAB@>9AB20 1�  17  

&5<0 5.1.  
�?4EE<H<>4J<S 
C9D<H9D<=AOI 
GEFDB=EF6 

%>45@60=85 CG51=>3> <0B5@80;0 
17 

"� 01-"� 5, "� 9-"� 
10; #� 1.3-#� 1.4, #� 
3.1-#� 3.3; #�3.5-#� 3.6  

 

1 #9D<H9D<=AO9 GEFDB=EF64 -� . 'EFDB=EF64 66B84 < 6O6B84 
 

�01>@0B>@=K5 @01>BK 
8 

1 �;GK9A<9 CD<AJ<C4 D45BFO >?46<4FGDO < @OL<  
2 

2 �EE?98B64A<9 D45BFO 8<EC?9S #�.  
2 

3 �EE?98B64A<9 D45BFO CD<AF9D4 
2 

4 'EFDB=EF64 66B84 < 6O6B84 ;6G>B6B= < 6<89B<AHBD@4J<< 
2 

%0<>AB>OB5;L=0O @01>B0 >1CG0NI8EAO 
3 

�>=AC;LB0F88  6  

#@><56CB>G=0O 0BB5AB0F8O 2 D>@<5 M:70<5=0 6 

�A53>: 99 

 

 



10 
 

3. '%�"��/ $������*�� '+��!"� ��%*�#��!/ 

3.1. &@51>20=8O : <8=8<0;L=><C <0B5@80;L=>-B5E=8G5A:><C >15A?5G5=8N 

$94?<;4J<S CDB7D4@@O GK95AB= 8<EJ<C?<AO FD95G9F A4?<K<S ?45BD4FBD<< 

«�OK<E?<F9?PAB= F9IA<><, 4DI<F9>FGDO C9DEBA4?PAB7B >B@CPRF9D4 < 
C9D<H9D<=AOI GEFDB=EF6», 
 

&9IA<K9E><9 ED98EF64 B5GK9A<S:  
- 8B>G@9AF->4@9D4; 
- EF9A8 «'EFDB=EF6B #�» 
 

"5BDG8B64A<9 ?45BD4FBD<< < D45BK<I @9EF ?45BD4FBD<<: 
- C9DEBA4?PAO9 >B@CPRF9DO; 

- @G?PF<@98<=AO= CDB9>FBD 
3.2. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8O 

#5@5G5=L @5:><5=4C5<KE CG51=KE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;L=>9 ;8B5@0BC@K 

 

3.2.1. #5G0B=K5 8740=8O. "A=>2=K5 8AB>G=8:8: 
 

1. �B?8496 �.�. �DI<F9>FGD4 -� : GK95. CBEB5<9 8?S %#". 3 .: �� ("$' : 
!�* �AHD4- . 2016.  

2. %9A>96<K �.�. �DI<F9>FGD4 -�  < 6OK<E?<F9?PAO9 E<EF9@O 3 .: "�* 
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CDB9>F<DB64A<S E9F96B= <AHD4EFDG>FGDO; 
54;B6O9 CDBFB>B?O < F9IAB?B7<< ?B>4?PAOI E9F9=; 
CD<AJ<CO CBEFDB9A<S 6OEB>BE>BDBEFAOI ?B>4?PAOI 
E9F9=; 
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EF4A84DFO >459?9=, BEAB6AO9 6<8O >B@@GA<>4J<BAAOI 
GEFDB=EF6, F9D@<AB6, CBASF<=, EF4A84DFB6 < F<CB6OI 
Q?9@9AFB6 EFDG>FGD<DB64AAB= >459?PAB= E<EF9@O. 

1.3. $5:><5=4C5<>5 :>;8G5AB2> G0A>2 =0 >A2>5=85 ?@>3@0<<K 
?@>D5AA8>=0;L=>3> <>4C;O: 
�E97B K4EB6 3 752 K4E4, 6 FB@ K<E?9: 
A4 BE6B9A<9  ��3 376 K4EB6. 
A4 CD4>F<><, 6 FB@ K<E?9 

GK95AGR 3 108 K4EB6. 
CDB<;6B8EF69AAGR 3 216 K4EB6. 

>BAEG?PF4J<< 3 24 K4E4; 
E4@BEFBSF9?PAGR 3 10 K4EB6. 
CDB@9:GFBKA4S 4FF9EF4J<S 3 12 K4EB6. 
A4 89@BAEFD4J<BAAO= Q>;4@9A 3 6 K4EB6. 
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2. %&$'�&'$� � %"��$��!�� #$"(�%%�"!��0!"�"  "�'�/ 

# .01 !0AB@>9:0 A5B52>9 8=D@0AB@C:BC@K 

2.1. %B@C:BC@0 ?@>D5AA8>=0;L=>3> <>4C;O 

�>4K 
?@>D5AA8>=0;
L=KE, >1I8E  
:><?5B5=F89 

!08<5=>20=8O @0745;>2 
?@>D5AA8>=0;L=>3> <>4C;O 

%C<<0@=
K9 >1J5< 
=03@C7:8
, G0A. 

�0=OB8O 2> 2708<>459AB288 A ?@5?>4020B5;5<, G0A 

%0<>AB>OB
5;L=0O 
@01>B0 
>1CG0NI5
3>AO 

�>=A
C;LB0
F88 

"1CG5=85 ?>  ��, 2 G0A. #@0:B8:8 

�A53>, 
G0A>2 

2 B.G. 
;01>@0B>
@=K5 
@01>BK 8 
?@0:B8G5
A:85 
70=OB8O, 
G0A>2 

2 B.G., 
:C@A>20
O @01>B0 
(?@>5:B)
, G0A>2 

#@>
<56C
B>G=
0O 
0BB5A
B0F8
O 

'G51
=0O 

#@>8
72>4A
B25==
0O 

 

1 2 3 4 5 6 7 8 9 10 11 

#� 1.1-#� 1.5 
"� 01-11 

$0745; 1. �><?LNB5@=K5 
A5B8 

144 122 60 - 6   4 12 

#� 1.1-#� 1.5 
"� 01-11 

$0745; 2. "@30=870F8O, 
?@8=F8?K ?>AB@>5=8O 8 
DC=:F8>=8@>20=8O 
:><?LNB5@=KE A5B59 

278 254 110 30 
6 

6 
12 

#� 1.1-#� 1.5 
"� 01-11 

'G51=0O ?@0:B8:0 (?> 
?@>D8;N A?5F80;L=>AB8) 

108 
 108    

#� 1.1-#� 1.5 
"� 01-11 

#@>872>4AB25==0O ?@0:B8:0 
(?> ?@>D8;N 
A?5F80;L=>AB8) 

216 

 
 216   

�5<>=AB@0F8>==K9 M:70<5= 
6 

 
   

�A53>: 752 376 180 30 12 108 216 10 24 
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2.2. &5<0B8G5A:89 ?;0= 8 A>45@60=85 >1CG5=8O ?> ?@>D5AA8>=0;L=><C <>4C;N 

# .01 !0AB@>9:0 A5B52>9 8=D@0AB@C:BC@K 
 
 

!08<5=>20=85 @0745;>2 8 
B5< ?@>D5AA8>=0;L=>3> 

<>4C;O (# ), 
<5648AF8?;8=0@=KE 
:C@A>2 ( ��) 

%>45@60=85 CG51=>3> <0B5@80;0, 
;01>@0B>@=K5 @01>BK 8 ?@0:B8G5A:85 70=OB8O, A0<>AB>OB5;L=0O CG51=0O @01>B0 

>1CG0NI8EAO, :C@A>2>9 ?@>5:B 

"1JU< 
G0A>2 

1 2 3 

$0745; 1. �><?LNB5@=K5 
A5B8 

 144 

 ��.01.01. �><?LNB5@=K5 
A5B8 

 122 

&5<0 1.1. �2545=85 2 
A5B52K5 B5E=>;>388 

%>45@60=85 62 

1 �><?LNB5@=K5 A5B8 

%B6@9EFA4S D45BF4, �AF9DA9F < EB6D9@9AAO9 E9F96O9 F9IAB?B7<< 3 B5?4EFP 
CD<@9A9A<S < A4;A4K9A<9. �<8O >B@CPRF9DAOI E9F9=. �?B54?PAO9 < ?B>4?PAO9 E9F<. 
"8ABD4A7B6O9 < >?<9AF-E9D69DAO9 4DI<F9>FGDO. "EAB6AO9 >B@CBA9AFO E9F9=, 
E9F964S ED984 < E9F96O9 GEFDB=EF64. &9IAB?B7<< CB8>?RK9A<S > �AF9DA9F. 
�BA69D79AFAO9 E9F<. �4K9EF6B < A489:ABEFP E9F9=. "EAB6AO9 CBASF<S E9F96B= 
59;BC4EABEF<. &9A89AJ<< D4;6<F<S E9F9=. 

2 �>=A>;L=K9 4>ABC?, G84?9AAO= 8BEFGC E CB@BMPR Telnet < SSH, <ECB?P;B64A<9 
CBDF4 AUX.  

3 %5B52K5 ?@>B>:>;K 8 :><<C=8:0F88 

�B8<DB64A<9 < C4D4@9FDO EBB5M9A<S. %9F96O9 CDBFB>B?O. �;4<@B89=EF6<9 
CDBFB>B?B6. !45BD CDBFB>B?B6 TCP/IP < CDBJ9EE B5@9A4 84AAO@<. "D74A<;4J<< CB 
EF4A84DF<;4J<<: ISOC, IAB, IETF, IEEE, ISO.  AB7BGDB6A96O9 @B89?< OSI < TCP/IP. 
�A>4CEG?SJ<S 84AAOI. #DBFB>B?PAO9 5?B>< 84AAOI (PDU). �BEFGC > ?B>4?PAO@ 
D9EGDE4@. %9F964S 48D9E4J<S. MAC- < IP- 48D9E4. �BEFGC > G84?UAAO@ D9EGDE4@. 
,?R; CB G@B?K4A<R. 

4 %5B52>9 4>ABC? 

#DBFB>B?O < EF4A84DFO H<;<K9E>B7B GDB6AS. %CBEB5O CB8>?RK9A<S > E9F<. %9F96O9 
<AF9DH9=EAO9 C?4FO (NIC). %D98O C9D984K< 84AAOI < <I I4D4>F9D<EF<><: 
CDBCGE>A4S ECBEB5ABEFP, CDB<;6B8<F9?PABEFP. �<8O @98AOI E9F96OI >459?9=: UTP, 
STP, >B4>E<4?PAO=. $4;AB6<8ABEF<, BEB59AABEF< CDB>?48>< < F9EF<DB64A<S >459?9=. 
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%FDG>FGD4 < BEB59AABEF< CDB>?48>< BCFB6B?B>BAAOI >459?9=. �9ECDB6B8AO9 
ED98EF64 C9D984K< 84AAOI. %F4A84DF Wi-Fi IEEE 802.11. 

�4A4?PAO= GDB69AP < 97B CB8GDB6A<: 'CD46?9A<9 ?B7<K9E><@ >4A4?B@ (LLC) < 
'CD46?9A<9 8BEFGCB@ > ED989 C9D984K< 84AAOI MAC. %FDG>FGD4 >48D4 >4A4?PAB7B 
GDB6AS < CD<AJ<CO 97B HBD@<DB64A<S. %F4A84DFO >4A4?PAB7B GDB6AS. (<;<K9E>4S < 
?B7<K9E>4S FBCB?B7<S E9F<. &BCB?B7<< «FBK>4-FBK>4», «;69;84», «CB?ABE6S;4AA4S», 
«>B?PJ964S». #B?G8GC?9>EA4S < CB?AB8GC?9>EA4S C9D984K4 84AAOI. "EB59AABEF< 
>48DB6 LAN, WAN, Ethernet, PPP, 802.11. 

5 %5B52K5 B5E=>;>388 Ethernet 
%9@9=EF6B E9F96OI F9IAB?B7<= Ethernet. #D<AJ<C D45BFO Ethernet. �;4<@B89=EF6<9 
A4 CB8GDB6ASI LLC < MAC. 'CD46?9A<9 8BEFGCB@ > ED989 C9D984K< 84AAOI (CSMA). 
MAC-48D9E: <89AF<H<>4J<S Ethernet. �FD<5GFO >48D4 Ethernet. #D98EF46?9A<S MAC-

48D9EB6. "8AB- < @AB7B48D9EAB=, L<DB>B69M4F9?PAB= D4EEO?B>. %>6B;AB9 
CB8>?RK9A<9, MAC- < IP-48D9E4.  
#DBFB>B? D4;D9L9A<S 48D9EB6 (ARP): CD<AJ<CO D45BFO, DB?P 6 CDBJ9EE9 G84?9AAB7B 
B5@9A4 84AAO@<. &45?<JO ARP A4 E9F96OI GEFDB=EF64I. "EAB6AO9 A98BEF4F>< 
CDBFB>B?4 ARP - !47DG;>4 A4 ED98G C9D984K< 84AAOI < 59;BC4EABEFP.  
"EAB6A4S <AHBD@4J<S B CBDF4I >B@@GF4FBD4. &45?<J4 MAC-48D9EB6 >B@@GF4FBD4. 
(GA>J<S Auto-MDIX. %CBEB5O C9D9EO?>< >48D4 A4 >B@@GF4FBD4I Cisco. 
�GH9D<;4J<S C4@SF< A4 >B@@GF4FBD4I. (<>E<DB64AA4S < @B8G?PA4S >BAH<7GD4J<< 
>B@@GF4FBDB6. %D46A9A<9 >B@@GF4J<< GDB6AS 2 < GDB6AS. &9IAB?B7<S Cisco Express 
Forwarding. �<DFG4?PAO= <AF9DH9=E >B@@GF4FBD4 (SVI),  4DLDGF<;<DG9@O= CBDF, 
EtherChannel GDB6AS 3. �BAH<7GD4J<S @4DLDGF<;<DG9@B7B CBDF4. 

6 %5B52>9 C@>25=L 
%9F96B= GDB69AP 6 CDBJ9EE9 C9D984K< 84AAOI. #DBFB>B?O E9F96B7B GDB6AS. "EAB6AO9 
I4D4>F9D<EF<>< IP-CDBFB>B?4. %FDG>FGD4 C4>9FB6 IPv4 < IPv6. "EB59AABEF< < 
CD9<@GM9EF64 CDBFB>B?4 Pv6.  9FB8O @4DLDGF<;4J<< G;?B6. &45?<J4 
@4DLDGF<;4J<< G;?B6 < @4DLDGF<;4FBD4 8?S CDBFB>B?B6 IPv4 < IPv6. 'EFDB=EF6B 
@4DLDGF<;4FBD4 3 #DBJ9EEBD, C4@SFP, BC9D4J<BAA4S E<EF9@4. #B8>?RK9A<9 > 
@4DLDGF<;4FBDG K9D9; D4;?<KAO9 CBDFO. !4EFDB=>4 <EIB8AOI C4D4@9FDB6, 
<AF9DH9=EB6, L?R;4 CB G@B?K4A<R < 8DG7<I I4D4>F9D<EF<> @4DLDGF<;4FBD4. 

7 &@0=A?>@B=K9 C@>25=L 
!4;A4K9A<9 < ;484K< FD4AECBDFAB7B GDB6AS.  
 G?PF<C?9>E<DB64A<9 E94AEB6 E6S;<. "C<E4A<9 < ED46A9A<9 CDBFB>B?B6 TCP < UDP 
3 A489:ABEFP < CDB<;6B8<F9?PABEFP, B5?4EFP CD<@9A9A<S. �8D9E4J<S CBDFB6 < 
E97@9AF4J<S TCP < UDP. "5@9A 84AAO@< CB TCP. #DBJ9EEO TCP E9D69D4. 



 
9 

'EF4AB6?9A<9 TCP-EB98<A9A<S < 97B ;469DL9A<9. #D<AJ<CO «FDUIEFBDBAA97B 
DG>BCB:4F<S» TCP. !48U:ABEFP < GCD46?9A<9 CBFB>B@ TCP - #B8F69D:89A<9 
CB?GK9A<S E97@9AFB6, CBF9DS 84AAOI < CB6FBDA4S C9D984K4, GCD46?9A<9 CBFB>B@. 
"5@9A 84AAO@< E <ECB?P;B64A<9@ UDP. #DBJ9EEO < ;4CDBEO UDP-E9D69D4, UDP-

84F47D4@@O, CDBJ9EEO UDP->?<9AF4. #D<?B:9A<S, <ECB?P;GRM<9 UDP < TCP. 
8 IP-04@5A0F8O 
%FDG>FGD4 IPv4-48D9EB6. %9F964S < G;?B64S K4EFP IP-48D9E4. #D9B5D4;B64A<9 48D9EB6 
@9:8G 86B<KAO@ < 89ESF9D<KAO@ CD98EF46?9A<9@.  4E>4 CB8E9F< IPv4. %9F96B= 
48D9E, 48D9E G;?4 < L<DB>B69M4F9?PAO= 48D9E E9F< IPv4. #D<E6B9A<9 G;?G 
EF4F<K9E>B7B < 8<A4@<K9E>B7B IPv4-48D9E4.  AB7B48D9EA4S C9D984K4. #G5?<KAO9 < 
K4EFAO9 IPv4-48D9E4. IPv4-48D9E4 EC9J<4?PAB7B A4;A4K9A<S. #D<E6B9A<9 IP-48D9EB6.  
%B6@9EFAB9 <ECB?P;B64A<9 CDBFB>B?B6 IPv4 < IPv6: 86B=AB= EF9>, FGAA9?<DB64A<9, 
CD9B5D4;B64A<9. #D98EF46?9A<9 IPv6-48D9EB6. #D46<?4 EB>D4M9A<S ;4C<E< IPv6-
48D9EB6. �A8<6<8G4?PAO=, 7DGCCB6B=, CDB<;6B?PAO= F<CO IPv6-48D9EB6. %FDG>FGDO 
?B>4?PAB7B < 7?B54?PAB7B <A8<6<8G4?PAOI IPv6-48D9EB6. %F4F<K9E>4S < 
8<A4@<K9E>4S >BAH<7GD4J<< 7?B54?PAB7B <A8<6<8G4?PAB7B 48D9E4. #DBJ9EE EUI-64 

< E?GK4=AB E79A9D<DB64AAO= <89AF<H<>4FBD <AF9DH9=E4.  
ICMP-E9D6<EO. "F?<K<S 8?S CDBFB>B?B6 IPv4 < IPv6. %BB5M9A<S ICMPvI6 «�4CDBE > 
@4DLDGF<;4FBDG», «"5NS6?9A<9 BF @4DLDGF<;4FBD4», «�4CDBE EBE98A97B G;?4» < 
«"5NS6?9A<9 EBE98A97B G;?4». &9EF<DB64A<9 E9F< E CB@BMPR QIB-;4CDBEB6. 
TD4EE<DB6>4 @4DLDGF4. �D9@S CDBIB:89A<S E<7A4?4 6 CDS@B@ < B5D4FAB@ 
A4CD46?9A<SI (RTT). �D9@S :<;A< (TTL) IPv4 < CD989? C9D9IB8B6 IPv6. 

9 $0745;5=85 IP-A5B59 =0 ?>4A5B8 

%97@9AF4J<S IP-E9F9=. "5@9A 84AAO@< @9:8G CB8E9FS@<. #?4A<DB64A<9 48D9E4J<< 
6 CB8E9FSI. $4EK9FAO9 HBD@G?O 8?S E97@9AF4J<< E9F<. $4;5<9A<9 A4 CB8E9F< A4 
BEAB69 FD95B64A<= G;?B6 < E9F9=, 6 EBBF69FEF6<< E FD95B64A<S@< E9F9=. "CD989?9A<9 
@4E>< CB8E9F<. $4;5<9A<9 A4 CB8E9F< E <ECB?P;B64A<9@ @4E>< C9D9@9AAB= 8?<AO 
(VLSM). �4;B64S @B89?P < A4;A4K9A<9 5?B>B6 48D9EB6 VLSM. #?4A<DB64A<9 
48D9E4J<< E9F<. "EB59AABEF< CDB9>F<DB64A<S IPv6-E9F<. $4;5<9A<9 A4 CB8E9F< E 
<ECB?P;B64A<9@ <89AF<H<>4FBD4 <AF9DH9=E4. 

10 '@>25=L ?@8;>65=89 

'DB69AP CD<?B:9A<=, GDB69AP CD98EF46?9A<S < E94AEB6O= GDB69AP. #D<@9DO 
D4ECDBEFD4A9AAOI CD<?B:9A<=. #DBFB>B?O GDB6AS CD<?B:9A<=. "8ABD4A7B6O9 E9F< 
(P2P).  B89?P F<C4 «>?<9AF-E9D69D». "5;BD CDBFB>B?B6 HTTP, HTTPS, SMTP, POP < 
IMAP. %?G:54 8B@9AAOI <@UA (DNS). (BD@4F EBB5M9A<= < <9D4DI<S DNS. 'F<?<F4 
«nslookup». %?G:54 DHCP. #DBFB>B? C9D984K< H4=?B6 (FTP). #DBFB>B? B5@9A4 
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5?B>4@< E9D69DAOI EBB5M9A<= (SMB). �BAJ9CJ<< «�E9B5N9@?RM<= �AF9DA9F» 
BYOD. �BEF46>4 84AAOI CB >BA69D79AFAO@ E9FS@. 

11 %>740=85 8 =0AB@>9:0 =51>;LH>9 :><?LNB5@=>9 A5B8 

#?4A<DB64A<9 < EB;84A<9 A95B?PLB= >B@CPRF9DAB= E9F<: BCD989?9A<9 >?RK96OI 
H4>FBDB6, 6O5BD FBCB?B7<< < E9F96OI GEFDB=EF6, 6O5BD < A4EFDB=>4 CDBFB>B?B6, 
E<EF9@O 48D9E4J<<.  9DO CB B59EC9K9A<R 59;BC4EABEF< E9F<. 'S;6<@BEF< < E9F96O9 
4F4><. $4;698O64F9?PAO9 4F4><, �F4>< 8BEFGC4, "F>4; 6 B5E?G:<64A<< (DoS-4F4><). 
$9;9D6AB9 >BC<DB64A<9, B5AB6?9A<9 < GEF4AB6>4 <ECD46?9A<=.  9:E9F96O9 Q>D4AO. 
�GF9AF<H<>4J<S, 46FBD<;4J<S < GKUF. �>?RK9A<9 CDBFB>B?4 SSH.  
(4=?B6O9 E<EF9@O @4DLDGF<;4FBDB6 < >B@@GF4FBDB6. $9;9D6AB9 >BC<DB64A<9 < 
6BEEF4AB6?9A<9 E CB@BMPR F9>EFB6OI H4=?B6, CDBFB>B?4 TFTP, USB-A4>BC<F9?S. 
�EFDB9AAO9 E?G:5O @4DLDGF<;4J<<. #B889D:>4 59ECDB6B8AOI CB8>?RK9A<=. 
!4EFDB=>4 6EFDB9AAB7B @4DLDGF<;4FBD4. 

� B>< G8A;5 ?@4:B8G5A:8E 74=OB89 8 ;45>@4B>@=OE @45>B 30 

1 %BEF46?9A<9 >4DFO E9F< �AF9DA9F E CB@BMPR GF<?<F «ping» < «traceroute» 
2 %B;84A<9 CDBEFB= E9F<: GEF4AB6>4 E94AE4 >BAEB?< E E9F96O@ B5BDG8B64A<9@ CD< 

CB@BM< CDB7D4@@O Tera Term; EB;84A<9 E9F<; A4EFDB=>4 BEAB6AOI C4D4@9FDB6 
>B@@GF4FBD4 

3 #DBE@BFD E9F96B7B FD4H<>4 E CB@BMPR CDB7D4@@O Wireshark 
4 #B8>?RK9A<9 >B@CPRF9DB6 > E9F< E CB@BMPR >459?9= < 59ECDB6B8AOI 484CF9DB6: 

BCD989?9A<9 E9F96OI GEFDB=EF6 < >4A4?B6 E6S;<; B5:<@ E9F96B7B >459?S; CDBE@BFD 
84AAOI B 59ECDB6B8AOI < CDB6B8AOI E9F96OI 484CF9D4I 

5 �;GK9A<9 Ethernet-F9IAB?B7<=: CDBE@BFD  �%-48D9EB6 E9F96OI GEFDB=EF6; <;GK9A<9 
>48DB6 Ethernet E CB@BMPR CDB7D4@@O Wireshark; CDBE@BFD ARP E CB@BMPR 
CDB7D4@@O Wireshark, <AF9DH9=EB6 >B@4A8AB= EFDB>< Windows < IOS; 
<ECB?P;B64A<9 <AF9DH9=E4 >B@4A8AB= EFDB>< IOS E F45?<J4@<  �%-48D9EB6 
>B@@GF4FBD4 

6 #BEFDB9A<9 E9F< A4 54;9 @4DLDGF<;4FBD4: CDBE@BFD F45?<J @4DLDGF<;4J<< G;?B6; 
<;GK9A<9 H<;<K9E><I I4D4>F9D<EF<> @4DLDGF<;4FBD4; EB;84A<9 E9F<, EBEFBSM9= <; 
>B@@GF4FBD4 < @4DLDGF<;4FBD4 

7 �;GK9A<9 FD4AECBDFAB7B GDB6AS: A45?R89A<9 ;4 CDBJ9EEB@ FDUIEFBDBAA97B 
«DG>BCB:4F<S» TCP E CB@BMPR CDB7D4@@O Wireshark;  <;GK9A<9 ;4I64K9AAOI 
84AAOI DNS UDP E CB@BMPR CDB7D4@@O Wireshark; <;GK9A<9 ;4I64K9AAOI C4>9FB6 
FTP < TFTP E CB@BMPR CDB7D4@@O Wireshark 

8 !4EFDB=>4 IP-48D9E4J<<: <ECB?P;B64A<9 >4?P>G?SFBD4 Windows 6 D45BF9 E E9F96O@< 
48D9E4@<; >BA69DF4J<S IPv4-48D9EB6 6 86B<KAGR E<EF9@G EK<E?9A<S; BCD989?9A<9 
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IPv4/IPv6-48D9EB6; A4EFDB=>4 IPv6-48D9EB6 A4 E9F96OI GEFDB=EF64I; F9EF<DB64A<9 
E9F96B7B CB8>?RK9A<S E CB@BMPR >B@4A8 «ping» < «traceroute» 

9 %97@9AF4J<S IP-E9F9=: <;GK9A<9 >4?P>G?SFBDB6 CB8E9F9=; D4EKUF CB8E9F9= IPv4; 
D4;89?9A<9 E9F9= E D4;?<KAO@< FBCB?B7<S@< A4 CB8E9F<; D4;D45BF>4 < 6A98D9A<9 
EI9@O 48D9E4J<< D4;89?UAAB= A4 CB8E9F< IPv4-E9F<; D4;D45BF>4 < 6A98D9A<9 EI9@O 
48D9E4J<< VLSM 

10 IP-48D9E4J<S: 4A4?<; FD4H<>4 B8AB48D9EAB= C9D984K<, L<DB>B69M4F9?PAB= < 
@AB7B48D9EAB= D4EEO?><; A4EFDB=>4 48D9E4J<< IPv6; CDB69D>4 48D9E4J<< IPv4 < IPv6; 
BFD45BF>4 >B@C?9>EAOI CD4>F<K9E><I A46O>B6 

11 %97@9AF4J<S IP-E9F9=: BD74A<;4J<S CB8E9F< CB D4;?<KAO@ EJ9A4D<S@; D4;D45BF>4 < 
6A98D9A<9 EFDG>FGDO 48D9E4J<< VLSM; 6A98D9A<9 EI9@O 48D9E4J<< D4;89?UAAB= A4 
CB8E9F< IPv6-E9F<; BFD45BF>4 >B@C?9>EAOI CD4>F<K9E><I A46O>B6 

12 �;GK9A<9 BEAB6AOI E9F96OI E?G:5: <;GK9A<9 HGA>J<< B5@9A4 H4=?4@< @9:8G 
B8ABD4A7B6O@< GEFDB=EF64@< BCD989?9A<9 CD9B5D4;B64A<= PAT; <;GK9A<9 CD46<? 
D45BFO DNS; <;GK9A<9 CDBFB>B?4 FTP 

13 "59EC9K9A<9 59;BC4EABEF< E9F<: <;GK9A<9 G7DB; E9F96B= 59;BC4EABEF<; 8BEFGC > 
E9F96O@ GEFDB=EF64@ CB CDBFB>B?G SSH; B59EC9K9A<9 59;BC4EABEF< E9F96OI 
GEFDB=EF6 

14 �A4?<; >B@CPRF9DAB= E9F< < A4EFDB=>4 @4DLDGF<;4FBD4: CDB69D>4 ;489D:9> 6 
C9D984K< E9F96OI C4>9FB6 E CB@BMPR GF<?<F «ping» < «traceroute»; <ECB?P;B64A<9 
<AF9DH9=E4 >B@4A8AB= EFDB>< (CLI) 8?S E5BD4 E6989A<= B E9F96OI GEFDB=EF64I; 
GCD46?9A<9 H4=?4@< >BAH<7GD4J<< @4DLDGF<;4FBD4 E CB@BMPR CDB7D4@@O 
Q@G?SJ<< F9D@<A4?4; GCD46?9A<9 H4=?4@< >BAH<7GD4J<< GEFDB=EF6 E 
<ECB?P;B64A<9@ TFTP, H?9L-C4@SF< < USB-A4>BC<F9?9=; <;GK9A<9 CDBJ98GD 
6BEEF4AB6?9A<S C4DB?9= 

15 #DB9>F<DB64A<9 < EB;84A<9 E9F< 8?S @4?B7B CD98CD<SF<S 4 <FB7B6O= CDB9>F  
&5<0 1.2. #@8=F8?K 
<0@H@CB870F88 8 
:><<CB0F88 

%>45@64=85 60 

1 �2545=85 2 :><<CB8@C5<K5 A5B8  
"5N98<AUAAO9 E9F<. �9D4DI<S 6 >B@@GF<DG9@B= E9F<. $B?P >B@@GF<DG9@OI E9F9=. 
�B@@GF<DG9@4S ED984. �<A4@<K9E>B9 ;4CB?A9A<9 F45?<JO  �%-48D9EB6 
>B@@GF4FBD4.  9FB8O C9D9EO?>< A4 >B@@GF4FBD9. �B@@GF4J<S E CDB@9:GFBKAO@ 
ID4A9A<9@. %>6B;A4S >B@@GF4J<S.  
�B@@GF4J<BAAO9 8B@9AO. %A<:9A<9 C9D97DG;B> E9F<. 

2 "A=>2=K5 :>=F5?F88 8 =0AB@>9:0 :><<CB0F88  
"EAB6AO9 >BAJ9CJ<< < A4EFDB=>4 >B@@GF4J<<. #9D6BA4K4?PA4S A4EFDB=>4 
>B@@GF4FBD4 < 6BEEF4AB6?9A<9 CBE?9 E<EF9@AB7B E5BS. !4EFDB=>4 8BEFGC4 8?S 
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54;B6B7B GCD46?9A<S >B@@GF4FBDB@ E IPv4. �GC?9>EA4S E6S;P. !4EFDB=>4 CBDFB6 
>B@@GF4FBD4 A4 H<;<K9E>B@ GDB6A9. (GA>J<S 46FB@4F<K9E>B7B BCD989?9A<S F<C4 
>459?S (Auto-MDIX). #DB69D>4 A4EFDB9> CBDF4 >B@@GF4FBD4. #B<E> < GEFD4A9A<9 
CDB5?9@ A4 GDB6A9 8BEFGC4 > E9F<.  
�9;BC4EABEFP >B@@GF4FBD4. �4M<MUAAO= G84?UAAO= 8BEFGC. !4EFDB=>4 SSH. 
$4ECDBEFD4AUAAO9 G7DB;O 59;BC4EABEF<: C9D9CB?A9A<9 F45?<JO  �%-48D9EB6, 
DHCP-ECGH<A7, <ECB?P;B64A<9 GS;6<@BEF9= CDBFB>B?4 CDP, �F4>< Telnet < 8D. 
�G8<F < CD4>F<K9E><9 D9>B@9A84J<< CB B59EC9K9A<R 59;BC4EABEF< E9F<. 
�9;BC4EABEFP CBDF4 >B@@GF4FBD4. "FE?9:<64A<9 DHCP EBB5M9A<=. (GA>J<S 
59;BC4EABEF< CBDF4. �<8O ;4M<FO  �%-48D9EB6. $9:<@O D947<DB64A<S A4 
A4DGL9A<9 59;BC4EABEF<. #DB69D>4 < A4EFDB=>4 CBDFB6. #DBFB>B? E9F96B7B 6D9@9A< 
(NTP). 

3 �8@BC0;L=K5 ;>:0;L=K5 A5B8 (VLAN)  
�<DFG4?PAO9 ?B>4?PAO9 E9F< (VLAN) 3 >?4EE<H<>4J<S < BEAB6AO9 I4D4>F9D<EF<><. 
&D4A>< 6<DFG4?PAOI E9F9=. �BAFDB?P L<DB>B69M4F9?PAOI 8B@9AB6 6 E9FSI VLAN. 
&97<DB64A<9 >48DB6 Ethernet 8?S <89AF<H<>4J<< E9F< VLAN. %9F< native VLAN < 
F97<DB64A<9 EF4A84DF4 802.1Q. &97<DB64A<9 7B?BEB6B= VLAN. $94?<;4J<< 
6<DFG4?PAB= ?B>4?PAB= E9F<. !4;A4K9A<9 CBDFB6 E9FS@ VLAN. !4EFDB=>4 FD4A>B6OI 
>4A4?B6. #DBFB>B? 8<A4@<K9E>B7B EB;84A<S FD4A>B6B7B >4A4?4 (DTP). #B<E> < 
GEFD4A9A<9 A9CB?48B> 6 6<DFG4?PAOI ?B>4?PAOI E9FSI < FD4A>B6OI >4A4?4I. 
#DB5?9@O E IP-48D9E4J<9= E9F< VLAN. !9EB6C489A<S D9:<@B6 FD4A>B6B= E6S;<. 
#DB9>F<DB64A<9 < B59EC9K9A<9 59;BC4EABEF< VLAN: hopping, ECGH<A7 >B@@GF4FBD4, 
4F4>4 E 86B=AO@ F97<DB64A<9@, C9FP PVLAN C9D<@9FD4. #D4>F<K9E><9 
D9>B@9A84J<< CB CDB9>F<DB64A<R 6<DFG4?PAB= ?B>4?PAB= E9F<. 

4 �>=F5?F8O <0@H@CB870F88  
!4EFDB=>4 @4DLDGF<;4FBD4.  9I4A<;@O C9D9EO?>< C4>9FB6. #B8>?RK9A<9 < 
A4EFDB=>4 GEFDB=EF6. %69FB8<B8AO9 <A8<>4FBDO A4 @4DLDGF<;4FBD9. �>F<64J<S < 
A4EFDB=>4 IP-48D9E4J<<. #DB69D>4 E6S;ABEF< E9F9= E CDS@O@ CB8>?RK9A<9@. 
#DB69D>4 A4EFDB9> <AF9DH9=E4. (<?PFD4J<S 6OIB8AOI 84AAOI >B@4A8 «show». 
�B@@GF4J<S C4>9FB6 @9:8G E9FS@<. (GA>J<S >B@@GF4J<< @4DLDGF<;4FBD4. 
 4DLDGF<;4J<S C4>9FB6. "CD989?9A<9 CGF<. #DBJ9EE CD<ASF<S D9L9A<S B C9D9EO?>9 
C4>9FB6. �O5BD BCF<@4?PAB7B CGF<. #DBFB>B?O RIP, OSPF, EIGRP. $4ECD989?9A<9 
A47DG;><. �8@<A<EFD<DB64A<9 D4EEFBSA<9 (AD) < A489:ABEFP @4DLDGF4. �A4?<; 
F45?<J @4DLDGF<;4J<< 3 <EFBKA<> 84AAOI, CD<AJ<CO HBD@<DB64A<9 6B;@B:ABEF< 
A4EFDB=><. �4C<E< F45?<JO @4DLDGF<;4J<< 8?S E9F9= E CDS@O@ CB8>?RK9A<9@. 
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�484A<9 EF4F<K9E><I @4DLDGFB6. #DBFB>B?O 8<A4@<K9E>B= @4DLDGF<;4J<< E9F9= 
IPv4 < IPv6. 

5  0@H@CB870F8O <564C VLAN  
#D<AJ<CO D45BFO @4DLDGF<;4J<< @9:8G VLAN. !4EFDB=>4 @4DLDGF<;4J<< A4 54;9 
@4DLDGF<;4FBDB6 E A9E>B?P><@< H<;<K9E><@< <AF9DH9=E4@<, E <ECB?P;B64A<9@ 
>BAH<7GD4J<< router-on-a-stick, K9D9; @AB7BGDB6A96O= >B@@GF4FBD. #DB5?9@O 
@4DLDGF<;4J<< @9:8G VLAN. #DB69D>4 >BAH<7GD4J<< >B@@GF4FBD4 < A4EFDB9> 
@4DLDGF<;4FBD4. !9CB?48>< 6 D45BF9 <AF9DH9=E4. "L<5>< 6 IP-48D9E4I < @4E>4I 
CB8E9F<. !4EFDB=>4 < D45BF4 >B@@GF4J<< A4 3-@ GDB6A9.  4DLDGF<;4J<S @9:8G 
VLAN K9D9; 6<DFG4?PAO9 <AF9DH9=EO >B@@GF4FBD4, @4DLDGF<;<DG9@O9 CBDFO. 
!9CB?48>< 6 A4EFDB=>4I >B@@GF4FBD4 3-7B GDB6AS. 

6 %B0B8G5A:0O <0@H@CB870F8O  
#D9<@GM9EF64 < ;484K< EF4F<K9E>B= @4DLDGF<;4J<<. &<CO EF4F<K9E><I @4DLDGFB6: 
EF4A84DFAO=, CB G@B?K4A<R, EG@@4DAO=, C?464RM<=. !4EFDB=>4 EF4F<K9E><I 
@4DLDGFB6 IPv4 < IPv6. �B@4A84 «ip route».  4DLDGF E?98GRM97B C9D9IB84. 
!4CDS@GR CB8>?RKUAAO= EF4F<K9E><= @4DLDGF. #B?ABEFPR ;484AAO= EF4F<K9E><= 
@4DLDGF. !4EFDB=>4 EF4F<K9E>B7B @4DLDGF4 CB G@B?K4A<R. �?4EEB64S 48D9E4J<S. 
�?4EEB6O9 @4E>< CB8E9F<. �9E>?4EEB64S @9:8B@9AA4S @4DLDGF<;4J<S CIDR. 
"5N98<A9A<9 @4DLDGFB6. "D74A<;4J<S EGC9DE9F9=. �ECB?P;B64A<9 @4EB> CB8E9F< 
H<>E<DB64AAB= 8?<AO (FLSM).  4E>4 CB8E9F< C9D9@9AAB= 8?<AO (VLSM). 
!4EFDB=>4 EG@@4DAOI < C?464RM<I EF4F<K9E><I @4DLDGFB6. $4EKUF EG@@4DAB7B 
@4DLDGF4. "5N98<A9A<9 E9F96OI 48D9EB6 IPv4 < IPv6. #B<E> < GEFD4A9A<9 A9CB?48B> 
6 A4EFDB=>4I EF4F<K9E>B7B @4DLDGF4 < @4DLDGF4 CB G@B?K4A<R. 

7 �8=0<8G5A:0O <0@H@CB870F8O  
#DBFB>B?O 8<A4@<K9E>B= @4DLDGF<;4J<< 3 A4;A4K9A<9, CD<AJ<CO D45BFO < <EFBD<S 
D4;6<F<S. %D46A9A<9 8<A4@<K9E>B= < EF4F<K9E>B= @4DLDGF<;4J<<. #D<AJ<CO 
D45BFO CDBFB>B?B6 @4DLDGF<;4J<<: CGE> CBE?9 6>?RK9A<S C<F4A<S, %9F96B9 
B5A4DG:9A<9, "5@9A 84AAO@< @4DLDGF<;4J<<, "59EC9K9A<9 EIB8<@BEF<. 
�?4EE<H<>4J<S CDBFB>B?B6 @4DLDGF<;4J<<. #DBFB>B?O IGP < EGP. �<EF4AJ<BAAB-
69>FBDAO9 CDBFB>B?O RIP, IGRP. #DBFB>B?O @4DLDGF<;4J<< CB EBEFBSA<R >4A4?4 
OSPF < IS-IS. �?4EEB6O9 < 59E>?4EEB6O9 CDBFB>B?O @4DLDGF<;4J<<. )4D4>F9D<EF<>< 

< @9FD<>< CDBFB>B?B6.  
�<A4@<K9E>4S 8<EF4AJ<BAAB-69>FBDA4S @4DLDGF<;4J<S. �<EF4AJ<BAAB-69>FBDAO= 
4?7BD<F@.  9I4A<;@O BFCD46>< < CB?GK9A<S 84AAOI @4DLDGF<;4J<<, D4EKUF4 
BCF<@4?PAOI CGF9= < 8B546?9A<S @4DLDGFB6 6 F45?<JG @4DLDGF<;4J<<, 
B5A4DG:9A<S < D947<DB64A<S A4 <;@9A9A<S 6 FBCB?B7<<. !4EFDB=>4 CDBFB>B?4 RIP: 



 
14 

6>?RK9A<9 RIPv2, BF>?RK9A<9 46FB@4F<K9E>B7B B5N98<A9A<S, A4EFDB=>4 C4EE<6AOI 
<AF9DH9=EB6, C9D984K4 @4DLDGF4 CB G@B?K4A<R CB E9F<. !4EFDB=>4 CDBFB>B?4 
RIPng. #DBJ9EE @4DLDGF<;4J<< CB EBEFBSA<R >4A4?4. Hello CDBFB>B?. C4>9F 
EBEFBSA<S >4A4?4 (LSP). �46<AA4S D4EEO?>4 C4>9FB6 EBEFBSA<S >4A4?4. �46<AA4S 
D4EEO?>4 C4>9FB6 EBEFBSA<S >4A4?4. %B;84A<9 89D964 >D4FK4=L<I CGF9= SPF. 
�B546?9A<9 @4DLDGFB6 OSPF 6 F45?<JG @4DLDGF<;4J<<. !98BEF4F>< CDBFB>B?B6 
@4DLDGF<;4J<< CB EBEFBSA<R >4A4?4. &45?<J4 @4DLDGF<;4J<<. �4C<E< E CDS@O@ 
CB8>?RK9A<9@ < G84?UAAB= E9F<. �<A4@<K9E>< CB?GK49@O9 @4DLDGFO IPv4/6. 
#DBJ9EE CB<E>4 @4DLDGF4. 

8 OSPF 4;O >4=>9 >1;0AB8  
%9@9=EF6B CDBFB>B?B6 OSPF. )4D4>F9D<EF<><, CD<AJ<CO D45BFO < >B@CBA9AFO 
OSPF. "EB59AABEF< OSPF 8?S B8AB= < A9E>B?P><I B5?4EF9=.  47<EFD4?PA4S B5?4EFP. 
�A>4CEG?SJ<S EBB5M9A<= OSPF. &<CO C4>9FB6 OSPF: C4>9F CD<69FEF6<S (hello), 
C4>9F BC<E4A<S 54;O 84AAOI (DBD), C4>9F ;4CDBE4 EBEFBSA<S >4A4?4 (LSR), C4>9F 
B5AB6?9A<S EBEFBSA<S >4A4?4 (LSU). C4>9F CB8F69D:89A<S EBEFBSA<S >4A4?4 (LSAck). 
"5AB6?9A<S EBEFBSA<S >4A4?4. $45BK<9 EBEFBSA<S OSPF. �O89?9AAO= (DR) < 
D9;9D6AO= 6O89?9AAO= @4DLDGF<;4FBD (BDR). %<AIDBA<;4J<S 54; 84AAOI OSPF. 
!4EFDB=>4 OSPFv2 8?S B8AB= B5?4EF<. $9:<@ >BAH<7GD4J<< <89AF<H<>4FBDO 
@4DLDGF<;4FBD4. �ECB?P;B64A<9 <AF9DH9=E4 loopback. �>?RK9A<9 OSPF A4 
<AF9DH9=E4I. ,45?BAA4S @4E>4. �B@4A84 «network». !4EFDB=>4 C4EE<6AOI 
<AF9DH9=EB6. (BD@G?4 D4EKUF4 @9FD<>< EFB<@BEF< OSPF. !4EFDB=>4 ;A4K9A<= 
CDBCGE>AB= ECBEB5ABEF< <AF9DH9=E4. #DB69D>4 EBE98A<I GEFDB=EF6, A4EFDB9> 
CDBFB>B?4, 84AAOI CDBJ9EE4 < 8DG7<I I4D4>F9D<EF<> OSPF. %D46A9A<9 OSPFv2 < 
OSPFv3. �8D9E4 F<C4 link-local. &BCB?B7<S E9F< OSPFv3. !4EFDB=>4 <89AF<H<>4FBD4 
@4DLDGF<;4FBD4 OSPFv3. �>?RK9A<9 OSPFv3 A4 <AF9DH9=E4I. 

9 %?8A:8 :>=B@>;O 4>ABC?0 (ACL)  
%C<E>< >BAFDB?S 8BEFGC4 (ACL). #D<AJ<C D45BFO ACLEC<E>B6. &<CO ACL-EC<E>B6 
Cisco 8?S IPv4. #D<E64<64A<9 AB@9DB6 < <@UA ACL-EC<E>4@. $4EKUF L45?BAAB= 
@4E>< 6 ACL-EC<E>4I. $9>B@9A84J<< CB EB;84A<R < D4;@9M9A<R ACL-EC<E>B6. 
$4;@9M9A<9 EF4A84DFAOI < D4EL<D9AAOI ACL-EC<E>B6. !4EFDB=>4 EF4A84DFAB7B 
ACL-EC<E>4. #D<@9A9A<9 EF4A84DFAOI ACL-EC<E>B6 A4 <AF9DH9=E4I. �B@@9AF4D<< 
> ACL-EC<E>4@. #DB69D>4 < D984>F<DB64A<9 EF4A84DFAOI AG@9DB64AAOI 
ACLEC<E>B6. ACL-EF4F<EF<>4. �4M<F4 CBDFB6 VTY E CB@BMPR EF4A84DFAB7B ACL-

EC<E>4 IPv4. %FDG>FGD4 < A4EFDB=>4 D4EL<D9AAOI ACL-EC<E>B6 8?S IPv4. 
(<?PFD4J<S FD4H<>4 E <ECB?P;B64A<9@ D4EL<D9AAOI ACL-EC<E>B6.  
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#B<E> < GEFD4A9A<9 A9CB?48B> ACL-EC<E>B6. $4ECDBEFD4AUAAO9 BL<5>< ACL-

EC<E>B6. %D46A9A<9 ACL-EC<E>B6 8?S IPv4 < IPv6. !4EFDB=>4 < CDB69D>4 ACL-

EC<E>B6 8?S IPv6. 
10 #@>B>:>; DHCP  

#DBFB>B? DHCP. DHCPv4: 54;B64S BC9D4J<S, HBD@4F EBB5M9A<=, EBB5M9A<S 
B5A4DG:9A<S < CD98?B:9A<S. !4EFDB=>4, CDB69D>4 < D9FD4AE?SJ<S CDBEFB7B 
DHCPv4-E9D69D4. !4EFDB=>4 @4DLDGF<;4FBD4 6 >4K9EF69 DHCPv4->?<9AF4. 
!4EFDB=>4 @4DLDGF<;4FBD4 >?4EE4 SOHO. #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 
@4DLDGF<;4FBD4 DHCPv4. #DBFB>B? DHCPv6. �6FB@4F<K9E>4S A4EFDB=>4 48D9E4 59; 
BFE?9:<64A<S EBEFBSA<S (SLAAC). #D<AJ<C D45BFO SLAAC E DHCPv6. DHCPv6 E < 
59; BFE?9:<64A<S EBEFBSA<S. #DBJ9EEO DHCPv6. !4EFDB=>4 @4DLDGF<;4FBD4 6 
>4K9EF69 DHCPv6-E9D69D4 < DHCPv6->?<9AF4. #B<E> < GEFD4A9A<9 A9CB?48B> 6 
D45BF9 DHCPv6. 

11 #@5>1@07>20=85 A5B52KE 04@5A>2 IPv4  
#D9B5D4;B64A<9 E9F96OI 48D9EB6 IPv4. �BAJ9CFG4?PAB9 CD9B5D4;B64A<9 E9F96OI 
48D9EB6 (NAT). &9D@<AB?B7<S < CD<AJ<CO D45BFO NAT. #DBEFD4AEF6B K4EFAOI IPv4-

48D9EB6. %F4F<K9E>B9 < 8<A4@<K9E>B9 CD9B5D4;B64A<9 E9F96OI 48D9EB6 (NAT). 
#D9B5D4;B64A<9 48D9EB6 CBDFB6 (PAT). %D46A9A<9 NAT < PAT. #D9<@GM9EF64 < 
A98BEF4F>< NAT. �A4?<; EF4F<K9E>B7B CD9B5D4;B64A<S NAT. #D<AJ<C D45BFO 
8<A4@<K9E>B7B NAT !4EFDB=>4 < CDB69D>4 NAT, PAT. #9D948D9E4J<S CBDFB6. 
!4EFDB=>4 NAT < CDBFB>B?4 IPv6.  
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 NAT. 

� B>< G8A;5 ?@4:B8G5A:8E 74=OB89 8 ;45>@4B>@=OE @45>B 30 

1 !4EFDB=>4  GCD46?9A<9 H4=?4@< >BAH<7GD4J<< GEFDB=EF6 E <ECB?P;B64A<9@ TFTP, 
54;B64S A4EFDB=>4 >B@@GF4FBD4; A4EFDB=>4 C4D4@9FDB6 59;BC4EABEF< >B@@GF4FBD4 

2 !4EFDB=>4 59;BC4EABEF< >B@@GF4FBD4: A4EFDB=>4 CDBFB>B?4 SSH; A4EFDB=>4 HGA>J<< 
Switch Port Security; CB<E> < GEFD4A9A<9 A9CB?48B> 6 E<EF9@9 59;BC4EABEF< CBDFB6 
>B@@GF4FBD4; BFD45BF>4 >B@C?9>EAOI CD4>F<K9E><I A46O>B6 

3 �BAH<7GD4J<S E9F9= VLAN: >BAH<7GD4J<S E9F9= VLAN < FD4A>B6OI >4A4?B6; CB<E> 
< GEFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< VLAN; D94?<;4J<S E<EF9@O 59;BC4EABEF< 
E9F< VLAN; D94?<;4J<S E9F9= VLAN 8?S E97@9AF4J<< E9F9= CD98CD<SF<= @4?B7B < 
ED98A97B 5<;A9E4 

4 !4EFDB=>4 @4DLDGF<;4FBD4: <ECB?P;B64A<9 >B@4A8O traceroute 8?S B5A4DG:9A<S 
E9F<; 8B>G@9AF<DB64A<9 E9F<; A4EFDB=>4 <AF9DH9=EB6 IPv4 < IPv6; A4EFDB=>4 < 
CDB69D>4 A95B?PLB= E9F<; <EE?98B64A<9 @4DLDGFB6 E CDS@O@ CB8>?RK9A<9@ 
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5 !4EFDB=>4 @4DLDGF<;4J<<: EBEF46?9A<9 EI9@O E9F< �AF9DA9F; A4EFDB=>4 54;B6OI 
C4D4@9FDB6 @4DLDGF<;4FBD4 E CB@BMPR <AF9DH9=E4 >B@4A8AB= EFDB>< (CLI) 
E<EF9@O Cisco IOS; A4EFDB=>4 54;B6OI C4D4@9FDB6 @4DLDGF<;4FBD4 E CB@BMPR CCP 

6  4DLDGF<;4J<S @9:8G VLAN: A4EFDB=>4 @4DLDGF<;4J<< @9:8G VLAN 8?S >4:8B7B 
<AF9DH9=E4; A4EFDB=>4 @4DLDGF<;4J<< @9:8G VLAN A4 BEAB69 EF4A84DF4 802.1Q < 
FD4A>B6B7B >4A4?4; CB<E> < GEFD4A9A<9 A9CB?48B> 6 @4DLDGF<;4J<< @9:8G E9FS@< 
VLAN 

7 !4EFDB=>4 EF4F<K9E>B= @4DLDGF<;4J<<: A4EFDB=>4 EF4F<K9E><I @4DLDGFB6 IPv4/IPv6 
CB G@B?K4A<R; D4;D45BF>4 < D94?<;4J<S EI9@O 48D9E4J<< IPv4 E <ECB?P;B64A<9@ 
VLSM; D4EKUF EG@@4DAOI @4DLDGFB6 IPv4 < IPv6; CB<E> < GEFD4A9A<9 A9CB?48B> 
EF4F<K9E><I @4DLDGFB6 IPv4 < IPv6 

8 !4EFDB=>4 8<A4@<K9E>B= @4DLDGF<;4J<<: <EE?98B64A<9 EIB8<@BEF<; ED46A9A<9 
@9FB8B6 6O5BD4 CGF< 6 CDBFB>B?4I RIP 

9 !4EFDB=>4 CDBFB>B?B6 RIPv2 < RIPng. !4EFDB=>4 CDBFB>B?B6 OSPF: A4EFDB=>4 
54;B6B7B CDBFB>B?4 OSPFv2 8?S B8AB= B5?4EF<; 54;B64S A4EFDB=>4 CDBFB>B?4 OSPFv3 
8?S B8AB= B5?4EF< 

10 �;GK9A<9 @9I4A<;@B6 D45BFO EB EC<E>4@< >BAFDB?S 8BEFGC4: A47?S8AB9 
CD98EF46?9A<9 D45BFO ACL-EC<E>4;  A4EFDB=>4 EF4A84DFAOI ACL-EC<E>B6; A4EFDB=>4 
EF4A84DFAOI <@9AB64AAOI ACL-EC<E>B6; A4EFDB=>4 ACL-EC<E>4 8?S ?<A<= VTY;  

A4EFDB=>4 D4EL<D9AAOI ACL-EC<E>B6 8?S D4;?<KAOI EJ9A4D<96; CB<E> < GEFD4A9A<9 
A9CB?48B> 6 A4EFDB=>9 < D4;@9M9A<< ACL-EC<E>B6; A4EFDB=>4 ACL-EC<E>B6 IPv6; 
BFD45BF>4 >B@C?9>EAOI CD4>F<K9E><I A46O>B6 

11 !4EFDB=>4 ACL-EC<E>B6: A4EFDB=>4 < CDB69D>4 EF4A84DFAOI ACL-EC<E>B6; 
A4EFDB=>4 < CDB69D>4 B7D4A<K9A<= VTY; A4EFDB=>4 < CDB69D>4 D4EL<D9AAOI ACL-

EC<E>B6; A4EFDB=>4 < CDB69D>4 ACL-EC<E>B6 8?S IPv6 
12 �;GK9A<9 CDBFB>B?B6 DHCP: 54;B64S A4EFDB=>4 DHCPv4 A4 @4DLDGF<;4FBD9; 54;B64S 

A4EFDB=>4 DHCPv4 A4 >B@@GF4FBD9; CB<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCPv4; 
A4EFDB=>4 E9D69D4 DHCPv6 59; BFE?9:<64A<S EBEFBSA<S < E BFE?9:<64A<9@ 
EBEFBSA<S. 

13 �;GK9A<9 CDBFB>B?4 DHCP: A4EFDB=>4 CDBFB>B?4 DHCP E CB@BMPR >B@4A8 Cisco 

IOS; BFD45BF>4 >B@C?9>EAOI CD4>F<K9E><I A46O>B6; CB<E> < GEFD4A9A<9 A9CB?48B> 
6 D45BF9  DHCPv4, DHCPv6 

14 #D9B5D4;B64A<9 E9F96OI 48D9EB6: <;GK9A<9 CD<AJ<C4 D45BFO NAT; A4EFDB=>4 
EF4F<K9E>B7B < 8<A4@<K9E>B7B NAT; D94?<;4J<S EF4F<K9E>B7B < 8<A4@<K9E>B7B NAT; 
A4EFDB=>4 C9D948D9E4J<< CBDFB6 A4 @4DLDGF<;4FBD9 Linksys; CDB69D>4, CB<E> < 
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GEFD4A9A<9 A9CB?48B> >BAH<7GD4J<= NAT; BFD45BF>4 >B@C?9>EAOI CD4>F<K9E><I 
A46O>B6 

15 �;GK9A<9 D45BFO E NAT < PAT: A4EFDB=>4 8<A4@<K9E>B7B < EF4F<K9E>B7B NAT; 
A4EFDB=>4 NAT-CG?4 E C9D97DG;>B= < PAT; CB<E> < GEFD4A9A<9 A9CB?48B> 
>BAH<7GD4J<= NAT 

�>=AC;LB0F88 12 

#@><56CB>G=0O 0BB5AB0F8O 6 

%0<>AB>OB5;L=0O @01>B0  4 

$0745; 2. "@30=870F8O, 
?@8=F8?K ?>AB@>5=8O 8 
DC=:F8>=8@>20=8O 
:><?LNB5@=KE A5B59 

 278 

 ��.01.02. "@30=870F8O, 
?@8=F8?K ?>AB@>5=8O 8 
DC=:F8>=8@>20=8O 
:><?LNB5@=KE A5B59 

 254 

&5<0 2.1.  0@H@CB870F8O 
8 :><<CB0F8O. 
 0AHB018@>20=85 A5B59 

 

%>45@64=85 116 

1 �2545=85 2 <0AHB018@>20=85 A5B59 

$94?<;4J<S CDB9>F4 E9F<. #DB9>F <9D4DI<K9E>B= E9F<. $4EL<D9A<9 E9F<. �O5BD 
E9F96OI GEFDB=EF6. �B@@GF4J<BAAB9 B5BDG8B64A<9.  4DLDGF<;4FBDO. 

'CD46?SRM<9 GEFDB=EF64. 
2 �71KB>G=>ABL LAN 

#BASF<S CDBFB>B?4 spanning-tree. #D98A4;A4K9A<9 CDBFB>B?4 spanning-tree. #D<AJ<C 
D45BFO STP. &<CO CDBFB>B?B6 STP. !4EFDB=>4 CDBFB>B?4 STP. !4EFDB=>4 PVST+. 
!4EFDB=>4 Rapid PVST+. #DB5?9@O A4EFDB=>< STP.  

3 �3@538@>20=85 :0=0;>2 
"EAB6AO9 CBASF<S 47D97<DB64A<S >4A4?B6. �7D97<DB64A<9 >4A4?B6. #D<AJ<C D45BFO 
EtherChannel. !4EFDB=>4 47D97<DB64A<S >4A4?B6. !4EFDB=>4 EtherChannel. #DB69D>4, 
CB<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 EtherChannel 

4 �5A?@>2>4=K5 ;>:0;L=K5 A5B8 

�BAJ9CJ<< 59ECDB6B8AB= E6S;<. �6989A<9 6 59ECDB6B8AGR E6S;P. �B@CBA9AFO E9F9= 
WLAN. &BCB?B7<< E9F9= WLAN 802.11. #D<AJ<CO D45BFO 59ECDB6B8AB= ?B>4?PAB= 
E9F<. %FDG>FGD4 >48D4 802.11. (GA>J<BA<DB64A<9 59ECDB6B8AB= E6S;<. 'CD46?9A<9 
>4A4?4@<. �9;BC4EABEFP 59ECDB6B8AOI ?B>4?PAOI E9F9=. '7DB;O 8?S E9F9= WLAN. 
"59EC9K9A<9 59;BC4EABEF< WLAN. !4EFDB=>4 59ECDB6B8AOI ?B>4?PAOI E9F9=. 
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!4EFDB=>4 59ECDB6B8AB7B @4DLDGF<;4FBD4. !4EFDB=>4 59ECDB6B8AOI >?<9AFB6. 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 E9F9= WLAN.  

5 !0AB@>9:0 8 CAB@0=5=85 =5?>;04>: 2 @01>B5 OSPF 4;O >4=>9 >1;0AB8 

$4EL<D9AAO9 C4D4@9FDO CDBFB>B?4 OSPF 8?S B8AB= B5?4EF<.  4DLDGF<;4J<S A4 
GDB6ASI D4ECD989?9A<S < S8D4. OSPF 6 E9FSI E @AB:9EF69AAO@ 8BEFGCB@. 
$4ECDBEFD4A9A<9 @4DLDGF4 CB G@B?K4A<R. &BKA4S A4EFDB=>4 <AF9DH9=EB6 OSPF. 
�4M<F4 OSPF. 'EFD4A9A<9 A9CB?48B> D94?<;4J<< CDBFB>B?4 OSPF 8?S B8AB= B5?4EF<. 
%BEF46?SRM<9 CDBJ98GDO CB<E>4 < GEFD4A9A<S A9CB?48B> 6 D45BF9 OSPF 8?S B8AB= 
B5?4EF<. #B<E> < GEFD4A9A<9 A9CB?48B> 6 @4DLDGF<;4J<< OSPFv2 8?S B8AB= B5?4EF<. 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 OSPFv3 8?S B8AB= B5?4EF< 

6 OSPF 4;O =5A:>;L:8E >1;0AB59 

#D<AJ<C D45BFO OSPF 8?S A9E>B?P><I B5?4EF9=. !4;A4K9A<9 OSPF 8?S A9E>B?P><I 
B5?4EF9=. #D<AJ<C D45BFO C4>9FB6 LSA 6 OSPF 8?S A9E>B?P><I B5?4EF9=. &45?<J4 
@4DLDGF<;4J<< < F<CO @4DLDGFB6 OSPF. !4EFDB=>4 OSPF 8?S A9E>B?P><I B5?4EF9=. 
!4EFDB=>4 OSPF 8?S A9E>B?P><I B5?4EF9=. "5N98<A9A<9 @4DLDGFB6 OSPF. #DB69D>4 
OSPF 8?S A9E>B?P><I B5?4EF9=. 

� B>< G8A;5 ?@4:B8G5A:8E 74=OB89 8 ;45>@4B>@=OE @45>B 60 

1 $4;69DFO64A<9 >B@@GF<DG9@B= E9F< E D9;9D6AO@< >4A4?4@< 

2 !4EFDB=>4 Rapid PVST+, PortFast < BPDU Guard 

3 !4EFDB=>4 CDBFB>B?4 GLBP 

4 "CD989?9A<9 F<CB6OI BL<5B> >BAH<7GD4J<< STP 

5 !4EFDB=>4 EtherChannel 
6 #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 EtherChannel 

7 �7D97<DB64A<9 >4A4?B6 
8 !4EFDB=>4 59ECDB6B8AB7B @4DLDGF<;4FBD4 < >?<9AF4 
9 !4EFDB=>4 54;B6B7B CDBFB>B?4 OSPFv2 8?S B8AB= B5?4EF< 

10 !4EFDB=>4 OSPFv2 6 E9F< @AB:9EF69AAB7B 8BEFGC4 
11 !4EFDB=>4 D4EL<D9AAOI HGA>J<= OSPFv2 
12 #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 BEAB6AOI CDBFB>B?B6 OSPFv2 < OSPFv3 8?S 

B8AB= B5?4EF< 

13 #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 GEB69DL9AEF6B64AAB7B CDBFB>B?4 OSPFv2 
8?S B8AB= B5?4EF< 

14 �?489A<9 A46O>4@< CB<E>4 < GEFD4A9A<S A9CB?48B> 6 D45BF9 OSPF 

15 !4EFDB=>4 OSPFv2 8?S A9E>B?P><I B5?4EF9= 
16 !4EFDB=>4 OSPFv3 8?S A9E>B?P><I B5?4EF9= 
17 #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 < OSPFv3 8?S A9E>B?P><I B5?4EF9= 
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&5<0 2.2. %>548=5=85 A5B59. %>45@64=85 108 

1 #>4:;NG5=85 : 3;>10;L=>9 A5B8 

"5;BD F9IAB?B7<= 7?B54?PAB= E9F<. *9?P EB;84A<S 7?B54?PAOI E9F9=. #D<AJ<C 
D45BFO 7?B54?PAB= E9F<. �O5BD F9IAB?B7<< 7?B54?PAB= E9F<. %9D6<EO 7?B54?PAB= 
E9F<. �AHD4EFDG>FGDO K4EFAOI 7?B54?PAOI E9F9=. �AHD4EFDG>FGD4 B5M98BEFGCAB= 
7?B54?PAB= E9F<. �O5BD E9D6<EB6 7?B54?PAB= E9F<.  

2 %>548=5=85 «B>G:0-B>G:0» 
"5;BD CBE?98B64F9?PAB7B EB98<A9A<S «FBK>4-FBK>4». %6S;P CB CBE?98B64F9?PAB@G 
>4A4?G. �A>4CEG?SJ<S HDLC. #D<AJ<C D45BFO CDBFB>B?4 PPP. #D9<@GM9EF64 
CDBFB>B?4 PPP. LCP < NCP. %94AEO PPP. !4EFDB=>4 CDBFB>B?4 PPP. !4EFDB=>4 
CDBFB>B?4 PPP. �GF9AF<H<>4J<S PPP. "F?48>4 EB98<A9A<= WAN. "F?48>4 PPP.  

3 $5H5=8O H8@>:>?>;>A=>3> 4>ABC?0 
'84?UAA4S D45BF4. #D9<@GM9EF64 G84?UAAB= D45BFO. �<;A9E-FD95B64A<S 8?S 
G84?UAAOI D45BFA<>B6. %D46A9A<9 D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. �459?P. DSL. 

�9ECDB6B8AO9 L<DB>BCB?BEAO9 E9F<. �O5BD D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. 
!4EFDB=>4 CB8>?RK9A<= xDSL. "5;BD PPPoE. !4EFDB=>4 PPPoE. 

4 �0I8B0 <56D8;80;L=>9 A2O78 

%9F< VPN. "EAB6O E9F9= VPN. &<CO E9F9= VPN. &GAA9?< GRE @9:8G B5N9>F4@<. 

"EAB6O GRE. !4EFDB=>4 FGAA9?9= GRE. "5M<9 E6989A<S B5 IPsec. �4M<F4 CDBFB>B?4 
IP. %FDG>FGD4 CDBFB>B?4 IPsec. '84?UAAO= 8BEFGC. $9L9A<S VPN 8?S G84?UAAB7B 
8BEFGC4. %9F< VPN G84?UAAB7B 8BEFGC4 E <ECB?P;B64A<9@ IPsec. 

5  >=8B>@8=3 %5B8 

Syslog. #D<AJ<C D45BFO Syslog. !4EFDB=>4 Syslog. SNMP. #D<AJ<C D45BFO SNMP. 

!4EFDB=>4 SNMP. NetFlow. #D<AJ<C D45BFO NetFlow. !4EFDB=>4 NetFlow. #DB69D>4 
@B89?9= FD4H<>4.  

6 "B;04:0 A5B8 

#B<E> < GEFD4A9A<9 A9CB?48B> E <ECB?P;B64A<9@ E<EF9@AB7B CB8IB84. �B>G@9AF4J<S 
CB E9F<. #DBJ98GD4 CB<E>4 < GEFD4A9A<S A9CB?48B>. �;B?SJ<S CDB5?9@O E CB@BMPR 
@AB7BGDB6A96OI @B89?9=. "F?48>4 E9F<. %D98EF64 CB<E>4 < GEFD4A9A<S A9CB?48B>. 
%<@CFB@O < CD<K<AO BF?48>< E9F<. #B<E> < GEFD4A9A<9 A9CB?48B> E6S;< 6 E9FSI IP.  

� B>< G8A;5 ?@4:B8G5A:8E 74=OB89 8 ;45>@4B>@=OE @45>B 50 

1 !4EFDB=>4 54;B6B7B PPP E 4GF9AF<H<>4J<9= 

2 "F?48>4 54;B6B7B PPP E 4GF9AF<H<>4J<9= 

3 #DB69D>4 PPP 

4 !4EFDB=>4 @4DLDGF<;4FBD4 6 >4K9EF69 >?<9AF4 PPPoE 8?S CB8>?RK9A<S DSL 

5 !4EFDB=>4 FGAA9?S VPN GRE CB EI9@9 «FBK>4-FBK>4» 

https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.3
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6 $4;D45BF>4 F9IA<K9E>B7B B5E?G:<64A<S E9F< 

7 !4EFDB=>4 Syslog < NTP 

8 �;GK9A<9 CDB7D4@@AB7B B59EC9K9A<S 8?S @BA<FBD<A74 E9F< 

9 !4EFDB=>4 SNMP 

10 %5BD < 4A4?<; 84AAOI NetFlow 

11 �AEFDG@9AF4D<= E9F96B7B 48@<A<EFD4FBD4 8?S A45?R89A<S 
12 %5B= 6 D45BF9 E9F< 

13 $4;D45BF>4 8B>G@9AF4J<< 

�C@A>2>9 ?@>5:B  
#@8<5@=0O B5<0B8:0: 
1. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S >45<A9F4 «�B@CPRF9DAO9 E9F<» 
2. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S 5<5?<BF9>< >B??98:4 
3. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S 5GI74?F9D<< 

4. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S FGD<EF<K9E>B= H<D@O 

5. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S >B??98:4 
6. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S BH<E4 EFDB<F9?PAB= H<D@O 

7. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S >B@CPRF9DAB7B >?G54 
8. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S BH<E4 EFD4IB6B= >B@C4A<< 

9. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S 6B9A>B@4F4 
10. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S BH<E4 D9>?4@AB= >B@C4A<< 

11. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S GA<69DE<F9F4 
12. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S BH<E4 FGD<EF<K9E>B= H<D@O 

13. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S ECBDF<6AB7B @474;<A4 «�8<84E» 
14. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S GK95AB= K4EF< >B??98:4 
15. #DB9>F<DB64A<9 ?B>4?PAB= E9F< < BCF<@<;4J<S EBEF464 B5BDG8B64A<S BH<EAB7B ;84A<S 
16. #DB9>F<DB64A<9 E9F< @AB7B>64DF<DAB7B 8B@4 8?S 8BEFGC4 6 �AF9DA9F CB F9IAB?B7<< FTTH 

17. !4EFDB=>4 @4DLDGF<;4J<< @9:8G 6<DFG4?PAO@< E9FS@< 

18. !4EFDB=>4 CDBFB>B?4 GRE @9:8G H<?<4?4@< BD74A<;4J<< 

19. !4EFDB=>4 E?G:5 @BA<FBD<A74 EBEFBSA<S E9F< 
20. 'CD46?9A<9 E9F96O@ FD4H<>B@ CD< CB@BM< ACL-EC<E>B6 
21. �EE?98B64A<9 CD<AJ<C4 D45BFO, EFDG>FGDO < A4EFDB=>4 CDBFB>B?4 BCD989?9A<S 48D9EB6 
22. !4EFDB=>4 F9IAB?B7<< MPLS A4 @4DLDGF<;4FBD4I 
23. �EE?98B64A<9 @9I4A<;@4 D45BFO CDBFB>B?4 C9D984K< H4=?B6 
24. '69?<K9A<9 ;BAO CB>DOF<S 59ECDB6B8AB= >BDCBD4F<6AB= E9F< 

25. �EE?98B64A<9 CD<AJ<C4 D45BFO EtherChannel. !4EFDB=>4 47D97<DB64A<S >4A4?B6 
26.  �EE?98B64A<9 D45BFO < A4EFDB=>4 CDBFB>B?4 OSPF 8?S A9E>B?P><I B5?4EF9= 

30 
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27. !4EFDB=>4 < CDB69D>4 CDBFB>B?4 D9;9D6<DB64A<S C9D6B7B C9D9IB84 
28. �EE?98B64A<9 CDB5?9@ <;5OFBKABEF< >4A4?B6. !4EFDB=>4 CDBFB>B?4 PVST+ 

29. �EE?98B64A<9 < A4EFDB=>4 CDBFB>B?4 >4A4?PAB7B GDB6AS STP. 
�>=AC;LB0F88 12 

#@><56CB>G=0O 0BB5AB0F8O 6 

%0<>AB>OB5;L=0O @01>B0  6 

#@8<5@=0O B5<0B8:0 A0<>AB>OB5;L=>9 CG51=>9 @01>BK: 
1. %<EF9@4F<K9E>4S CDBD45BF>4 >BAEC9>FB6 ;4ASF<=, GK95AB= < EC9J<4?PAB= F9IA<K9E>B= ?<F9D4FGDO. 
2. �BAEC9>F<DB64A<9 F9>EF4, D45BF4 EB E?B64DS@< < ECD46BKA<>4@<, B;A4>B@?9A<9 E ABD@4F<6AO@< 8B>G@9AF4@<, 
GK95AB-<EE?98B64F9?PE>4S D45BF4 CD< E4@B@ L<DB>B@ <ECB?P;B64A<< �AF9DA9F4 < 8DG7<I IT-F9IAB?B7<=. 

3. #DB9>FAO9 HBD@O D45BFO, CB87BFB6>4 EBB5M9A<= > 6OEFGC?9A<R A4 E9@<A4D4I < >BAH9D9AJ<SI; CB87BFB6>4 
D9H9D4FB6, 8B>?48B6. 

4. #B87BFB6>4 > ?45BD4FBDAO@ < CD4>F<K9E><@ D45BF4@ E <ECB?P;B64A<9@ @9FB8<K9E><I D9>B@9A84J<= CD9CB8464F9?S, 
BHBD@?9A<9 ?45BD4FBDAB-CD4>F<K9E><I D45BF, BFKUFB6 < CB87BFB6>4 > <I ;4M<F9. 

 

'G51=0O ?@0:B8:0 
#@8<5@=K9 ?5@5G5=L @01>B: 

1. 'K4EF<9 6 CDB9>F<DB64A<< E9F96B= <AHD4EFDG>FGDO. 
2. 'K4EF<9 6 BD74A<;4J<< E9F96B7B 48@<A<EFD<DB64A<S. 
3. ->EC?G4F4J<S B5N9>FB6 E9F96B= <AHD4EFDG>FGDO. 
4. 'K4EF<9 6 GCD46?9A<< E9F96O@< E9D6<E4@<. 
5. 'K4EF<9 6 @B89DA<;4J<< E9F96B= <AHD4EFDG>FGDO. 
6. #DB9>F<DB64A<9 B5M9= FBCB?B7<<.  
7. #DB9>F<DB64A<9 H<;<K9E>B= FBCB?B7<<.  
8. #DB9>F<DB64A<9 ?B7<K9E>B= FBCB?B7<<. 
9. !4EFDB=>4 6<DFG4?PAB7B EF9A84.  
10. �B>G@9AF<DB64A<9 E9F<.  
11. "5:<@ CDS@B7B < C9D9>DUEFAB7B >459?S. 
12.  BAF4: E9F96OI DB;9FB>. 
13.  BAF4: >B@@GA<>4J<BAAB= C4A9?<. 
14. %64D>4 6B?B>BAAB-BCF<K9E>B7B >459?S. 
15.  BAF4: < 89@BAF4: BCF<K9E><I @GHF. 
16. �;@9D9A<9 ;4FGI4A<S A4 E@BAF<DB64AAOI ?<A<SI E CB@BMPR BCF<K9E>B7B F9EF9D4. 

108 

#@>872>4AB25==0O ?@0:B8:0 @0745;0  
#@8<5@=K9 ?5@5G5=L @01>B: 

1. 'K4EF<9 6 D4;D45BF>9 @9FB8B6, ED98EF6 < F9IAB?B7<= CD<@9A9A<S B5N9>FB6 CDBH9EE<BA4?PAB= 89SF9?PABEF<. 
2. #DB6989A<9 CDBH<?4>F<K9E><I D45BF A4 B5N9>F4I E9F96B= <AHD4EFDG>FGDO < D45BK<I EF4AJ<SI. 

216 
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3. 'K4EF<9 6 <A69AF4D<;4J<< F9IA<K9E><I ED98EF6 E9F96B= <AHD4EFDG>FGDO, BEGM9EF6?9A<9 >BAFDB?S CBEFGC<6L97B <; 
D9@BAF4 B5BDG8B64A<S. 

4. �4;B64S A4EFDB=>4 E9F96B7B >B@@GF4FBD4.  
5. �;GK9A<9 arp-F45?<JO.  
6. �4;B64S A4EFDB=>4 >BDCBD4F<6AB7B @4DLDGF<;4FBD4.  
7. !4EFDB=>4 ipv6 A4 E9F96OI GEFDB=EF64I.  
8. $4EKUF CB8E9F9= ipv4.  
9. $4;D45BF>4 < 6A98D9A<9 EI9@O 48D9E4J<< ipv4 < ipv6.  
10. $4;D45BF>4 < D94?<;4J<S EI9@O 48D9E4J<< vlsm.  
11. �EE?98B64A<9 CDBJ9EE4 FDUIEFBDBAA97B >6<F<DB64A<S CDBFB>B?4 tcp 
12. !4EFDB=>4 59ECDB6B8AB7B @4DLDGF<;4FBD4.  
13. !4EFDB=>4 CDBFB>B?4 ssh.  
14. %D46A9A<9 < 4A4?<; F45?<J @4DLDGF<;4J<< G;?B6. " 

15. $4EK9F >B?<K9EF64 8BCGEF<@OI G;?B6.  
16. "CD989?9A<9 8BCGEF<@OI 48D9EB6 G;?B6.  
17. $4EK9F @4E>< CB8E9F< 
18. "CD989?9A<9 E9F96B7B 48D9E4.  
�5<>=AB@0F8>==K9 M:70<5= 6 

�A53>  752 

 



23 

 

3. '%�"��/ $������*�� #$"�$�  / 
#$"(�%%�"!��0!"�"  "�'�/  

3.1. �;O @50;870F88 ?@>3@0<<K ?@>D5AA8>=0;L=>3> <>4C;O 4>;6=K 
1KBL ?@54CA<>B@5=K A;54CNI85 A?5F80;L=K5 ?><5I5=8O: 

�45BD4FBD<S «"D74A<;4J<S < CD<AJ<CO CBEFDB9A<S >B@CPRF9DAOI 
E<EF9@», EFG8<S «#DB9>F<DB64A<S < 8<;4=A4 E9F96OI 4DI<F9>FGD < 
<A:9A9DAB= 7D4H<><», BEA4M9AAO9 54;O CD4>F<><. 

"5BDG8B64A<9 ?45BD4FBD<=, EFG8<= < D45BK<I @9EF: 
�01>@0B>@8O «"@30=870F8O 8 ?@8=F8?K ?>AB@>5=8O :><?LNB5@=KE 

A8AB5<»: 
- �?S 6OCB?A9A<S CD4>F<K9E><I ?45BD4FBDAOI ;4ASF<= >GDE4 6 7DGCC4I 

(8B 15 K9?B69>) FD95GRFES >B@CPRF9DO < C9D<H9D<=AB9 B5BDG8B64A<9 6 
CD<6989AAB= A<:9 >BAH<7GD4J<< 

- 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, 
BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

- &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< 
D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S 
>459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

- #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
- !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF<; 
- %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI 

C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4@SFP 
B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, 
CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

 

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
- �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

- �AF9D4>F<6A4S 8BE>4 
- 6 @4DLDGF<;4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 
"�' A9 @9A99 256  5 E 6B;@B:ABEFPR D4EL<D9A<S 
#�' A9 @9A99 128  5 E 6B;@B:ABEFPR D4EL<D9A<S 
USB CBDF: A9 @9A99 B8AB7B EF4A84DF4 USB 1.1 
�EFDB9AAO9 E9F96O9 CBDFO: A9 @9A99 2-I Ethernet E>BDBEFPR A9 @9A99 

100 5/E. 
�AGFD9AA<9 D4;NU@O 8?S GEF4AB6>< 8BCB?A<F9?PAOI @B8G?9= 

D4EL<D9A<S: A9 @9A99 86GI 8?S @B8G?9= AIM. 
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�BAEB?PAO= CBDF 8?S GCD46?9A<S @4DLDGF<;4FBDB@ K9D9; CBDF EF4A84DF4 
RS232. 

�EFDB9AAB9 CDB7D4@@AB9 B59EC9K9A<9 8B?:AB CB889D:<64FP 
EF4F<K9E>GR < 8<A4@<K9E>GR @4DLDGF<;4J<R. 

 4DLDGF<;4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF < G84?UAAB CB CDBFB>B?G telnet. 

�@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= EB6@9EF<@BEF<: 
UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 

60950, EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, 

ICES-003 Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, 

VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification 

- 6 >B@@GF4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 
�B@@GF4FBD E 24 CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 100  5/E < 2 

CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 1000 5/E 
� >B@@GF4FBD9 8B?:9A CD<EGFEF6B64FP D4;NU@ 8?S E6S;< E #� CB 

<AF9DH9=EG RS-232. #D< <ECB?P;B64A<< A9EF4A84DFAB7B D4;NU@4 6 >B@C?9>F9 
8B?:9A 5OFP EBBF69FEF6GRM<= >459?P <?< C9D9IB8A<> 8?S COM D4;NU@4. 

%>BDBEFP >B@@GF4J<< A9 @9A99 16Gbps 
#�' A9 @9A99 32  5 
"�' A9 @9A99 64 5 
 4>E<@4?PAB9 >B?<K9EF6B VLAN 255 
�BEFGCAO9 AB@9D4 VLAN 4000 
#B889D:>4 CDBFB>B?B6 8?S EB6@9EFAB7B <ECB?P;B64A<S 98<AB7B A45BD4 

VLAN A4 7DGCC9 >B@@GF4FBDB6. 
$4;@9D MTU 90005 
%>BDBEFP >B@@GF4J<< 8?S 64 54=FAOI C4>9FB6 6.5*106 C4>9FB6/E 
$4;@9D F45?<JO MAC-48D9EB6: A9 @9A99 8000 ;4C<E9= 

�B?<K9EF6B 7DGCC 8?S IGMP FD4H<>4 8?S CDBFB>B?4 IPv4 255 
�B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI 8?S E?G:5O QoS: 128 6 B5OKAB@ 

D9:<@9 < 384 6 D9:<@9 QoS. 
�B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI >BAFDB?S 8BEFGC4: 384 6 B5OKAB@ 

D9:<@9 < 128 6 D9:<@9 QoS. 
�B@@GF4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 

CBE?98B64F9?PAO= CBDF, G84?UAAB9 GCD46?9A<9 CB CDBFB>B?G Telnet, Ssh. 
� B5?4EF< 6;4<@B89=EF6<S E 8DG7<@< E9F96O@< GEFDB=EF64@<, 

8<47ABEF<>< < G84?UAAB7B GCD46?9A<S 
RFC 768 4 UDP, RFC 783 4 TFTP, RFC 791 4 IP, RFC 792 4 ICMP, RFC 

793 4 TCP, RFC 826 4 ARP, RFC 854 4 Telnet, RFC 951 - Bootstrap Protocol 

(BOOTP), RFC 959 4 FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP 

v1, RFC 1166 - IP Addresses, RFC 1256 - Internet Control Message Protocol 

(ICMP) Router Discovery, RFC 1305 4 NTP, RFC 1493 - Bridge MIB, RFC 1542 

- BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 4 RMON, 

RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum 
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Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 4 HTTP, RFC 2131 4 

DHCP, RFC 2138 4 RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggrega-

table Addrs, RFC 2460 4 IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 

- IPv6 Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated 

Services (DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - 

Expedited Forwarding, RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay 

Agent Information Option 

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS. 

�@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= EB6@9EF<@BEF<: 
UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, 

TUV/GS to EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with 

all country deviations, CE Marking, NOM (through partners and distributors), FCC 

Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS 

CISPR22 Class A, CE, CNS13438 Class A, MIC, GOS&, China EMC Certifications. 

- &9?9>B@@GA<>4J<BAA4S EFB=>4 (L4EE<, E9F96B= H<?PFD, <EFBKA<>< 
59EC9D95B=AB7B C<F4A<S); 

- 2 59ECDB6B8AOI @4DLDGF<;4FBD4 Linksys (CD98CBKF<F9?PAB E9D<< �� 
2700, 3500, 4500) <?< 4A4?B7<KAO9 GEFDB=EF64 SOHO 

- IP F9?9HBAO BF 3 LF. 
- #DB7D4@@AB-4CC4D4FAO9 L?R;O 59;BC4EABEF< BF 2 LF. 
- 1 >B@CPRF9D 8?S ?45BD4FBDAOI ;4ASF<= E "% MicrBsoft Windows Server, 

Linux < E<EF9@4@< 6<DFG4?<;4J<< 

%BC48O «#@>5:B8@>20=8O 8 48709=0 A5B52KE 0@E8B5:BC@ 8 
8=65=5@=>9 3@0D8:8» 

- �6FB@4F<;<DB64AAO9 D45BK<9 @9EF4 A4 12-15 B5GK4RM<IES E 
>BAH<7GD4J<9=: Core i3 <?< 4A4?B7, 8<E>D9FA4S 6<89B>4DF4, A9 @9A99 8GB 
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ED98EF64@< F9A96B7B >BC<DB64A<S. !4EFDB=>4 $45BK<I C4CB>. !4EFDB=>4 E9F96B= C9K4F< 

9.  #D<@9A9A<9 7DGCCB6B= CB?<F<><. "5;BD 7DGCCB6B= CB?<F<><. "5D45BF>4 7DGCCB6OI 
CB?<F<>. #D<@9A9A<9 J9AFD4?<;B64AAB7B ID4A<?<M4 �8@<A<EFD4F<6AOI L45?BAB6 

10.  �4M<F4 E9D69DB6 Windows CD<@9A9A<9@ B5N9>FB6 7DGCCB6B= CB?<F<><. "5;BD 
59;BC4EABEF< BC9D4J<BAAOI E<EF9@ Windows. !4EFDB=>4 C4D4@9FDB6 59;BC4EABEF<. 
"7D4A<K9A<9 CD<>?48AB7B #". !4EFDB=>4 5D4A8@4GQD4 Windows E D4EL<D9AAB= 
59;BC4EABEFPR 

11.  #D<@9A9A<9 E9D69DAB= 6<DFG4?<;4J<< E Hyper-V. "5;BD F9IAB?B7<= 6<DFG4?<;4J<<. 
#D<@9A9A<9 Hyper-V. 'CD46?9A<9 ID4A<?<M9@ 6<DFG4?PAOI @4L<A. 'CD46?9A<9 
6<DFG4?PAO@< E9FS@< 

&5<0 1.2 
�4<8=8AB@8@>20=85 
Windows Server 2012 R2 
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1.  !4EFDB=>4 < GEFD4A9A<9 A9CB?48B> E?G:5O DNS. !4EFDB=>4 E9D69DAB= DB?< DNS. 
!4EFDB=>4 ;BA DNS. !4EFDB=>4 C9D984K< ;BAO DNS. 'CD46?9A<9 E?G:5B= DNS < 
GEFD4A9A<9 A9CB?48B> 

2.  #B889D:>4 8B@9AAOI E?G:5 %?G:5O �4F4?B74. "5;BD AD DS. �ECB?P;B64A<9 
6<DFG4?<;<DB64AAOI >BAFDB??9DB6 8B@9A4. #D<@9A9A<9 >BAFDB??9DB6 8B@9A4 E 
8BEFGCB@ FB?P>B A4 KF9A<9 (RODC). �8@<A<EFD<DB64A<9 AD DS. 'CD46?9A<9 54;B= 
84AAOI AD DS 

3.  'CD46?9A<9 CB?P;B64F9?PE><@< < E?G:95AO@< GK9FAO@< ;4C<ES@<. !4EFDB=>4 
#B?<F<>< C4DB?9= < #B?<F<>< 5?B><DB6>< GK9FAB= ;4C<E<. !4EFDB=>4 'CD46?S9@B= 
E?G:95AB= GK9FAB= ;4C<E< 

4.  �A98D9A<9 <AHD4EFDG>FGDO �DGCCB6OI CB?<F<>. "5;BD �DGCCB6B= CB?<F<><. 
�A98D9A<9 < 48@<A<EFD<DB64A<9 �DGCCB6OI CB?<F<>. "5?4EFP 89=EF6<S < CBDS8B> 
B5D45BF>< �DGCCB6OI CB?<F<>. 'EFD4A9A<9 A9CB?48B> CD<@9A9A<S �DGCCB6OI CB?<F<> 

5.  'CD46?9A<9 CB?P;B64F9?PE><@ D45BK<@ EFB?B@ K9D9; �DGCCB6GR CB?<F<>G. #D<@9A9A<9 
�8@<A<EFD4F<6AOI L45?BAB6. !4EFDB=>4 CD<@9A9A<S E>D<CFB6 < C9D9A4CD46?9A<S 
C4CB>. !4EFDB=>4 CD98CBKF9A<= 6 �DGCCB6B= CB?<F<>9. 'CD46?9A<9 CDB7D4@@AO@ 
B59EC9K9A<9@ K9D9; �DGCCB6GR CB?<F<>G 

6.  'EF4AB6>4, A4EFDB=>4 < GEFD4A9A<9 A9CB?48B> DB?< %9D69D %9F96B= CB?<F<><. 
'EF4AB6>4 < A4EFDB=>4 DB?< %9D69D %9F96B= CB?<F<><. !4EFDB=>4 >?<9AFB6 < E9D69DB6 
RADIUS.  9FB8O CDB69D>< CB8?<AABEF< E9D69D4 %9F96B= CB?<F<><.  BA<FBD<A7 < 
GEFD4A9A<9 A9CB?48B> DB?< %9D69D %9F96B= CB?<F<>< 



 

7.  #D<@9A9A<9 ;4M<FO 8BEFGC4 > E9F<. "5;BD ;4M<FO 8BEFGC4 > E9F< (NAP). "5;BD 
CDBJ9EE4 CD<@9A9A<S ;4M<FO 8BEFGC4 > E9F<. !4EFDB=>4 NAP. !4EFDB=>4 CD<@9A9A<S 
NAP K9D9; CD<AG8<F9?PAO9 IPSec 6;4<@B89=EF6<S.  BA<FBD<A7 < GEFD4A9A<9 A9CB?48B> 
NAP 

8.  �ECB?P;B64A<9 G84?9AAB7B 8BEFGC4. "5;BD F9IAB?B7<< G84?9AAB7B 8BEFGC4. �A98D9A<9 
F9IAB?B7<< DirectAccess E CB@BMPR @4EF9D4 A4K4?PAB= A4EFDB=><. �A98D9A<9 < 
GCD46?9A<9 D4EL<D9AAB= <AHD4EFDG>FGDB= DirectAccess. �A98D9A<9 VPN. �A98D9A<9 
Web Application Proxy 

9.  "CF<@<;4J<S H4=?B6OI E9D6<EB6. "5;BD 8<EC9FK9D4 D9EGDEB6 H4=?B6B7B E9D69D4 3 
FSRM. �ECB?P;B64A<9 FSRM 8?S GCD46?9A<S >6BF4@<, H4=?B6O@ Q>D4A<DB64A<9@ < 
BFK9F4@< CB <ECB?P;B64A<R ID4A<?<M4. #D<@9A9A<9 >?4EE<H<>4J<< H4=?B6 < ;484K CB 
GCD46?9A<R H4=?4@<. "5;BD D4ECD989?9AAB= H4=?B6B= E<EF9@O DFS. !4EFDB=>4 
<@9AB64AAB7B CDBEFD4AEF64 DFS. !4EFDB=>4 < GEFD4A9A<9 A9CB?48B> D9C?<>4J<< DFS 

10.  !4EFDB=>4 L<HDB64A<S < D4EL<D9AAB7B 4G8<F4. ,<HDB64A<9 8<E>B6 E <ECB?P;B64A<9@ 
BitLocker. ,<HDB64A<9 H4=?B6 E <ECB?P;B64A<9@ EFS. !4EFDB=>4 D4EL<D9AAB7B 
4G8<F4. 

11.  $4;69DFO64A<9 < CB889D:>4 E9D69DAOI B5D4;B6. "5;BD E?G:5O D4;69DFO64A<S Windows. 
'CD46?9A<9 B5D4;4@<. #D<@9A9A<9 D4;69DFO64A<S E CB@BMPR E?G:5O D4;69DFO64A<S 
Windows. �8@<A<EFD<DB64A<9 E?G:5O D4;69DFO64A<S Windows.  

12.  �A98D9A<9 GCD46?9A<S B5AB6?9A<S@<. "5;BD WSUS. $4;69DFO64A<9 B5AB6?9A<= 
CBED98EF6B@ WSUS 

13.   BA<FBD<A7 Windows Server 2012. %D98EF64 @BA<FBD<A74. �ECB?P;B64A<9  BA<FBD4 
CDB<;6B8<F9?PABEF<.  BA<FBD<A7 :GDA4?B6 EB5OF<=. 
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1.  !4EFDB=>4 < GEFD4A9A<9 A9CB?48B> E?G:5O DNS 

2.  #B889D:>4 ADDS 

3.  'CD46?9A<9 CB?P;B64F9?PE><@< < E?G:95AO@< GK9FAO@< ;4C<ES@< 

4.  �A98D9A<9 <AHD4EFDG>FGDO �DGCCB6OI CB?<F<> 
5.  'CD46?9A<9 CB?P;B64F9?PE><@ D45BK<@ EFB?B@ K9D9; �DGCCB6GR CB?<F<>G 
6.  'EF4AB6>4 < A4EFDB=>4 DB?< %9D69D %9F96B= CB?<F<>< 

7.  #D<@9A9A<9 ;4M<FO 8BEFGC4 > E9F< 

8.  �A98D9A<9 F9IAB?B7<< DirectAccess E CB@BMPR @4EF9D4 A4K4?PAB= A4EFDB=>< 

9.  $4;69DFO64A<9 D4EL<D9AAB= <AHD4EFDG>FGDO DirectAccess 
10.  �A98D9A<9 VPN 

11.  �A98D9A<9 Web Application Proxy 
12.  !4EFDB=>4 �6BF < H4=?B6B7B Q>D4A<DB64A<S 6 FSRM 



 

13.  #D<@9A9A<9 DFS 

14.  !4EFDB=>4 L<HDB64A<S < D4EL<D9AAB7B 4G8<F4 
15.  �ECB?P;B64A<9 E?G:5O D4;69DFO64A<S Windows 8?S D4;69DFO64A<S WindowsServer 2012 

16.  �A98D9A<9 GCD46?9A<S B5AB6?9A<S@< 

17.   BA<FBD<A7 WindowsServer 2012 

&5<0 1.3. "A=>2K 
Linux. 

%>45@60=85 24 

1.  �6989A<9 6 8<EJ<C?<AG. �A4>B@EF6B E VMWare vSphere.  
2.  (4=?B6O9 E<EF9@O "% Linux. %B;84A<9 < D4;@9F>4 :9EF>B7B 8<E>4 
3.  #B87BFB6>4 E9D69D4 "% Linux. �4D<4AFO GEF4AB6><. $9;9D6AB9 >BC<DB64A<9. %B;84A<9 

EA<@>B6. $4;@9F>4 :9EF>B7B 8<E>4. 
4.  !4EFDB=>4 web-E9D69DB6 6 "% Linux. #DBFB>B? HTTP. �95-E9D69D Nginx. "5D4FAB9 

CDB>E<DB64A<9 6 Nginx. 
5.  !4EFDB=>4 E9D69D4 DNS 6 "% Linux. #DBFB>B? DNS 

6.  !4EFDB=>4 E9D69D4 DHCP 6 "% Linux. #DBFB>B? DHCP 

7.  !4EFDB=>4 H4=?B6OI E9D69DB6 6 "% Linux. #DBFB>B? FTP. (4=?B64S E<EF9@4 NFS. 
(4=?B6O= E9D69D Samba.  

8.  !4EFDB=>4 E9D69DB6 �� 6 "% Linux. %'�� MySQL. %'�� MongoDB 

9.  �BAF9=A9DO Docker.%CBEB5O E6S;< >BAF9=A9DB6 Docker.  
10.  #DB9>F<DB64A<9. �6989A<9. �A4?<; FD95B64A<=. $94?<;4J<S E<EF9@O. %BEF46?9A<9 

8B>G@9AF4J<< 

%0<>AB>OB5;L=0O @01>B0 ?@8 87CG5=88 @0745;0 1 4 

#@8<5@=0O B5<0B8:0 4><0H=8E 7040=89 

2 #D<@9A9A<9 CDBFB>B?4 DHCP 

2 #D<@9A9A<9 DNS 
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"1O70B5;L=0O 0C48B>@=0O CG51=0O =03@C7:0 ?> :C@A>2><C ?@>5:BC 30 

#@8<5@=0O B5<0B8:0 :C@A>2KE ?@>5:B>2 

1. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 4CF9KAB= E9F< 

2. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< @474;<A4 FBD7B6B= @4D>< �L4A 

3. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< C9AE<BAAB7B HBA84 
4. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 8?S IP-F9?9HBA<< #�� 

5. �8@<A<EFD<DB64A<9 EFDG>FGD<DB64AAB= >B@CPRF9DAB= E9F< GK95AB7B ;46989A<S 
6. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 74;B6B= >B@C4A<< 

7. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 6FBDB7B >BDCGE4 GK95AB7B ;46989A<S 
8. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< EFDB<F9?PAB= >B@C4A<< 

9. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< H<?<4?4 A9HFSAB= >B@C4A<< 

 



 

10. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 5GI74?F9D<< CD98CD<SF<S 
11. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< FBD7B6B7B J9AFD4 
12. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< @474;<A4 E9F96B7B @4D>9F<A74 
13. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F<  (* 

14. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< @4?B7B CD98CD<SF<S 
15. �8@<A<EFD<DB64A<9 EFDG>FGD<DB64AAB= >B@CPRF9DAB= E9F< FBD7B6B7B J9AFD4 
16. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 4CF9KAB7B @474;<A4-E>?484 
17. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< FBD7B6B7B CD98CD<SF<S 
18. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< �?PH4-�4A>4 
19. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< B5?4EFAB= 5B?PA<JO 

20. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< @474;<AB6 DB;A<KAB= FBD7B6?< 

21. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< FD4AECBDFAB= >B@C4A<< 

22. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< CDB9>FAB-@BAF4:AB= BD74A<;4J<< 

23. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< A9HF9CDB6B8AB7B GCD46?9A<S 
24. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< 46FBCD98CD<SF<S 
25. �8@<A<EFD<DB64A<9 D9;9D6AOI >4A4?B6 %�% #�� 

26. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< �(!% 

27. �8@<A<EFD<DB64A<9 EFDG>FGD<DB64AAB= >B@CPRF9DAB= E9F< 8?S BD74A<;4J<< F9?96<;<BAAB7B 69M4A<S 
28. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< BH<EAB7B ;84A<S 
29. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< H<?<4?4 54A>4 
30. �8@<A<EFD<DB64A<9 >B@CPRF9DAB= E9F< CB?<>?<A<>< 

#@><56CB>G=0O 0BB5AB0F8O  6 

$0745; 2. #@>3@0<<=>5 
>15A?5G5=85 
:><?LNB5@=KE A5B59 
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&5<0 2.1. $50;870F8O 
:;85=BA:>9 
8=D@0AB@C:BC@K 

%>45@60=85 12 

1.  "J9A>4 < BCD989?9A<9 C4D4@9FDB6 D4;69DFO64A<S >?<9AFE><I "%. "5;BD :<;A9AAB7B 
J<>?4 >?<9AFE><I >B@CPRF9DB6 CD98CD<SF<S. "J9A>4 B5BDG8B64A<S < 7BFB6ABEF< 
<AHD4EFDG>FGDO > D4;69DFO64A<R >?<9AFE><I "%. "5;BD @9FB8B6 D4;69DFO64A<S 
>?<9AFE><I "% 6 ED989 BD74A<;4J<<. &9IAB?B7<< ?<J9A;<BAAB= 4>F<64J<< 8?S 
>?<9AFE><I >B@CPRF9DB6 6 BD74A<;4J<<. #?4A<DB64A<9 EFD4F97<< D4;69DFO64A<S 
>?<9AFE><I "%. %5BD 84AAOI B5 <AHD4EFDG>FGD9. $94?<;4J<S D9L9A<S ?<J9A;<BAAB= 
4>F<64J<< 



 

2.  #?4A<DB64A<9 EFD4F97<< GCD46?9A<S B5D4;4@<. "5;BD HBD@4FB6 B5D4;4 Windows. 
"5;BD ED98EF6 GCD46?9A<S B5D4;4@< (Image Management). "J9A>4 5<;A9E-FD95B64A<= 
8?S CB889D:>< EFD4F97<< GCD46?9A<S B5D4;4@<. 

3.  $94?<;4J<S 59;BC4EABEF< >?<9AFE><I E<EF9@. $94?<;4J<S J9AFD4?<;B64AAB7B D9L9A<S 
CB 59;BC4EABEF< >?<9AFE><I "%. #?4A<DB64A<9 < D94?<;4J<S BitLocker. #?4A<DB64A<9 
< D94?<;4J<S L<HDB64A<S E CB@BMPR EFS. !4EFDB=>4 59;BC4EABEF< >?<9AFE><I "% E 
CB@BMPR 7DGCCB6B= CB?<F<><. !4EFDB=>4 L<HDB64A<S 8<E>4 E CB@BMPR BitLocker. 
$94?<;4J<S D9L9A<S J9AFD4?<;B64AAB7B GCD46?9A<S EFS. $94?<;4J<S D9L9A<S 8?S 
6BEEF4AB6?9A<S H4=?B6, ;4M<M9AAOI EFS. 

4.  �4I64F < GCD46?9A<9 B5D4;4@< >?<9AFE><I "%. "5;BD Windows ADK. 'CD46?9A<9 
ED98B= CD98GEF4AB6>< Windows (Windows PE). %B;84A<9 <EIB8AB7B B5D4;4 E CB@BMPR 
Windows SIM < Sysprep. �4I64F < B5E?G:<64A<R QF4?BAAB7B B5D4;4. !4EFDB=>4 < 
GCD46?9A<9 E?G:5B= D4;69DFO64A<S Windows (Windows Deployment Services). 
!4EFDB=>4 Windows PE. 'EF4AB6>4 QF4?BAAB7B >B@CPRF9D4 E CB@BMPR H4=?4 BF69FB6. 
"5D45BF>4 QF4?BAAB7B >B@CPRF9D4 E CB@BMPR Sysprep. %B;84A<9 H4=?4 BF69FB6 E 
CB@BMPR Windows SIM. 'EF4AB6>4 QF4?BAAB7B >B@CPRF9D4 E CB@BMPR H4=?4 BF69FB6. 
"5D45BF>4 QF4?BAAB7B >B@CPRF9D4 E CB@BMPR Sysprep. Services #?4A<DB64A<9 ED98O 
WindowsDeploymentServices. 'EF4AB6>4 < A4EFDB=>4 E9D69DAB= DB?< WDS. �4I64F 
QF4?BAAB7B B5D4;4 E CB@BMPR WDS. $4;69DFO64A<9 B5D4;4 E CB@BMPR WDS 

5.  #?4A<DB64A<9 < D94?<;4J<S @<7D4J<< CB?P;B64F9?PE>B= ED98O. "5;BD ECBEB5B6 
@<7D4J<< CB?P;B64F9?PE>B= ED98O. #?4A<DB64A<9 @<7D4J<< CB?P;B64F9?PE>B= ED98O E 
CB@BMPR USMT.  <7D4J<S EBEFBSA<S CB?P;B64F9?S E CB@BMPR USMT. #?4A<DB64A<9 
@<7D4J<< CB?P;B64F9?PE>B= ED98O. %B;84A<9 < A4EFDB=>4 XML-H4=?B6 USMT. %5BD 
84AAOI < 6BEEF4AB6?9A<S CDBH<?S CB?P;B64F9?S E CB@BMPR USMT. �OCB?A9A<9 
@<7D4J<< E EB;84A<9@ :9EF><I EEO?B> 

6.  #?4A<DB64A<9 < D4;69DFO64A<9 >?<9AFE><I "% E CB@BMPR Microsoft Deployment 

Toolkit. #?4A<DB64A<9 ED98O Lite Touch Installation. $94?<;4J<S MDT 2012 8?S Lite 

Touch Installation. �AF97D4J<S E?G:5 D4;69DFO64A<S Windows E MDT. #?4A<DB64A<9 
ED98O Lite Touch Installation. 'EF4AB6>4 MDT 2012 < A9B5IB8<@OI >B@CBA9AFB6. 
%B;84A<9 < A4EFDB=>4 MDT 2012 Deployment Share. $4;69DFO64A<9 < ;4I64F B5D4;4 
QF4?BAAB= "%. �AF97D4J<S WDS E MDT 2012 8?S B59EC9K9A<S 6B;@B:ABEF9= ;47DG;>< 
PXE. 

7.  #?4A<DB64A<9 < D4;69DFO64A<9 >?<9AFE><I "% E CB@BMPR System Center Configuration 

Manager 2012. #?4A<DB64A<9 ED98O Zero Touch Installation. #B87BFB6>4 E4=F4 8?S 
D4;69DFO64A<S "%. #BEFDB9A<9 QF4?BAAB7B B5D4;4 A4 BEAB69 CBE?98B64F9?PABEF< ;484K 
Configuration Manager. �ECB?P;B64A<9 CBE?98B64F9?PABEF< ;484K MDT 8?S 
D4;69DFO64A<S >?<9AFE><I B5D4;B6. #?4A<DB64A<9 <AHD4EFDG>FGDO D4;69DFO64A<S 



 

BC9D4J<BAAB= E<EF9@O. #B87BFB6>4 ED98O Zero Touch Installation. !4EFDB=>4 C4>9FB6 
D4;69DFO64A<S < B5D4;B6 E<EF9@O. #B87BFB6>4 ED98O ZeroTouchInstallation 

8.  #?4A<DB64A<9 < D94?<;4J<S E?G:5 G84?9AAB7B 8BEFGC4 (Remote Desktop Services). 
"5;BD E?G:5O G84?9AAB7B D45BK97B EFB?4. #?4A<DB64A<9 ED98O Remote Desktop 
Services. !4EFDB=>4 D4;69DFO64A<S <AHD4EFDG>FGDO 6<DFG4?PAOI D45BK<I EFB?B6. 
!4EFDB=>4 8BEFGC4 > >?<9AF4@ A4 BEAB69 E94AEB6 (Session-Based Desktop). $4EL<D9A<9 
ED98O Remote Desktop Services 6 �AF9DA9F. #?4A<DB64A<9 ED98O Remote Desktop 
Services. !4EFDB=>4 EJ9A4D<S <AHD4EFDG>FGDO 6<DFG4?PAOI D45BK<I EFB?B6. !4EFDB=>4 
EJ9A4D<S 8BEFGC4 A4 BEAB69 E94AEB6. #DB9>F<DB64A<9 CB?<F<> L?R;B6 RDS. !4EFDB=>4 
L?R;B6 RDS 

9.  'CD46?9A<9 6<DFG4?<;4J<9= CB?P;B64F9?PE>B7B EBEFBSA<S 8?S >?<9AFE><I "% 
BD74A<;4J<<. "5;BD 6<DFG4?<;4J<< CDBH<?S CB?P;B64F9?S. #?4A<DB64A<9 
6<DFG4?<;4J<< CDBH<?S CB?P;B64F9?S. !4EFDB=>4 C9D9@9M49@OI CDBH<?9=, 
C9D9A4CD46?9A<S C4CB> < 46FBAB@AOI (offline) H4=?B6. $94?<;4J<S 6<DFG4?<;4J<< 
D45BFO CB?P;B64F9?S BF Microsoft (Microsoft User Experience Virtualization). 
#?4A<DB64A<9 6<DFG4?<;4J<< CDBH<?S CB?P;B64F9?S. $94?<;4J<S 6<DFG4?<;4J<< 
CDBH<?S CB?P;B64F9?S. 

10.  #?4A<DB64A<9 < D94?<;4J<S <AHD4EFDG>FGDO B5AB6?9A<= 8?S CB889D:>< >?<9AFE><I 
"% BD74A<;4J<<. #?4A<DB64A<9 <AHD4EFDG>FGDO B5AB6?9A<= 8?S BD74A<;4J<<. 
$94?<;4J<S CB889D:>< B5AB6?9A<= CDB7D4@@AB7B B59EC9K9A<S E CB@BMPR 
Configuration Manager 2012. 'CD46?9A<9 B5AB6?9A<S@< 8?S 6<DFG4?PAOI @4L<A < 
B5D4;B6. �ECB?P;B64A<9 Windows Intune 8?S GCD46?9A<S B5AB6?9A<9 CDB7D4@@AB7B 
B59EC9K9A<S. #?4A<DB64A<9 <AHD4EFDG>FGDO B5AB6?9A<S. $94?<;4J<S B5AB6?9A<= 
CDB7D4@@AB7B B59EC9K9A<S E CB@BMPR Configuration Manager 2012. $94?<;4J<S 
B5AB6?9A<= CDB7D4@@AB7B B59EC9K9A<S 8?S 5<5?<BF9> 6<DFG4?PAOI @4L<A. 

11.  �4M<F4 >B@CPRF9DB6 CD98CD<SF<S BF 6D98BABEAOI CDB7D4@@ < CBF9DP 84AAOI. "5;BD 
System Center 2012 Endpoint Protection. !4EFDB=>4 Endpoint Protection Client Settings < 

@BA<FBD<A74 EBEFBSA<S. �ECB?P;B64A<9 Windows Intune Endpoint Protection. �4M<F4 
>?<9AFE><I "% E CB@BMPR System Center 2012 Data Protection Manager. !4EFDB=>4 < 
D4;69DFO64A<9 CB?<F<> EndpointProtection. !4EFDB=>4 C4D4@9FDB6 >?<9AF4 8?S 
CB889D:>< Endpoint Protection.  BA<FBD<A7 ;4M<FO >BA9KAOI FBK9>. !4EFDB=>4 < 
CDB69D>4 ;4M<FO 84AAOI >?<9AF4 

12.   BA<FBD<A7 CDB<;6B8<F9?PABEF< < D45BFBECBEB5ABEF< <AHD4EFDG>FGDO >?<9AFE><I 
"%. #DB<;6B8<F9?PABEFP < D45BFBECBEB5ABEFP <AHD4EFDG>FGDO >?<9AFE><I "%. 
 BA<FBD<A7 <AHD4EFDG>FGDO 6<DFG4?PAOI >?<9AFB6. !4EFDB=>4 Operations Manager 8?S 
@BA<FBD<A74 6<DFG4?PAOI ED98. 

�01>@0B>@=K5 @01>BK 38 



 

1.  #D<@9A9A<9 E9F96OI GF<?<F 8?S BCD989?9A<S D45BFBECBEB5ABEF< E9F<. 

2.  "D74A<;4J<S HGA>J<BA<DB64A<S ��% A4 54;9 "% Windows Server 2003 

3.  "D74A<;4J<S HGA>J<BA<DB64A<S ��% A4 54;9 "% Windows Server 2003. 'EF4AB6>4 < 
A4EFDB=>4 DHCP-E9D69D4 

4.  'EF4AB6>4 < A4EFDB=>4 E9F96B= BC9D4J<BAAB= E<EF9@O: GEF4AB6>4 Windows Server 2003 
5.  'EF4AB6>4 < A4EFDB=>4 E9F96B= BC9D4J<BAAB= E<EF9@O: GEF4AB6>4 < CDBE@BFD Active 

Directory. #B8>?RK9A<9 >B@CPRF9D4 > 8B@9AG 

6.  'CD46?9A<9 E9D69DB@ Windows Server 2003 E CB@BMPR Microsoft Management Console 
7.  'CD46?9A<9 D99EFDB@ 6 Windows Server 2003 

8.   'EF4AB6>4 < A4EFDB=>4 E9F96B= BC9D4J<BAAB= E<EF9@O: IP -48D9E4J<S 
9.  'EF4AB6>4, A4EFDB=>4, 48@<A<EFD<DB64A<9 E9F96OI E9D6<EB6: D45BF4 E E9D69D4@< http < 

ftp 

10.  �QL<DB64AA<9 84AAOI DNS A4 DNS-E9D69D9 Windows 
11.  'EF4AB6>4, A4EFDB=>4, 48@<A<EFD<DB64A<9 E9F96OI E9D6<EB6: A4EFDB=>4 CBKFB6B7B 

E9D69D4 A4 BEAB69 Windows Server 2003 

12.  'EF4AB6>4, A4EFDB=>4, 48@<A<EFD<DB64A<9 E9F96OI E9D6<EB6: EB;84A<9 D9;9D6AOI 
>BC<= 

13.  'EF4AB6>4, A4EFDB=>4, 48@<A<EFD<DB64A<9 E9F96OI E9D6<EB6: @BA<FBD<A7 EBEFBSA<S 
E9F< 

14.  '84?UAAB9 GCD46?9A<9 >B@CPRF9DB@ 

15.  �ECB?P;B64A<9 GF<?<FO Backup 
&5<0 2.2. $50;870F8O 
A@54K =0AB>;L=KE 
?@8;>65=89. 
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1.  $4;D45BF>4 EFD4F97<< D4;69DFO64A<S CD<?B:9A<=. "CD989?9A<9 5<;A9E-FD95B64A<= 8?S 
D4;69DFO64A<S CD<?B:9A<=. "5;BD EFD4F97<< D4;69DFO64A<S CD<?B:9A<=. �O5BD 
CB8IB8SM9= EFD4F97<< D4;69DFO64A<S CD<?B:9A<= 8?S BH<E4. 

2.  �<47ABEF<>4 < B59EC9K9A<9 EB6@9EF<@BEF< CD<?B:9A<=. �<47ABEF<>4 CDB5?9@ 
EB6@9EF<@BEF< CD<?B:9A<=. "J9A>4 < D94?<;4J<S D9L9A<= CB 6BEEF4AB6?9A<R. 
$9L9A<9 CDB5?9@O EB6@9EF<@BEF< E CB@BMPR Application Compatibility Toolkit. 
'EF4AB6>4 < A4EFDB=>4 ACT. �A4?<; CBF9AJ<4?PAOI CDB5?9@ EB6@9EF<@BEF<. $9L9A<9 
CDB5?9@ EB6@9EF<@BEF< CD<?B:9A<=. �6FB@4F<;4J<S D4;69DFO64A<S CDB7D4@@AOI 
ED98EF6 B59EC9K9A<S EB6@9EF<@BEF< (shims) 

3.  $4;69DFO64A<9 CD<?B:9A<= E CB@BMPR 7DGCCB6OI CB?<F<> < Windows Intune. 

$4;69DFO64A<9 CD<?B:9A<= E CB@BMPR 7DGCCB6OI CB?<F<>. $4;69DFO64A<9 
CD<?B:9A<= E CB@BMPR Windows Intune. $4;69DFO64A<9 CD<?B:9A<= E CB@BMPR 
7DGCCB6OI CB?<F<>. �4CGE> E<@G?SJ<< Windows Intune. 



 

4.  $4;69DFO64A<9 CD<?B:9A<= E CB@BMPR System Center Configuration Manager. �BAJ9CJ<< 
D4;69DFO64A<S CD<?B:9A<= E CB@BMPR Configuration Manager 2012. $4;69DFO64A<9 
CD<?B:9A<= E CB@BMPR Configuration Manager 2012. %B;84A<9 ;4CDBEB6 Configuration 

Manager 2012. %B;84A<9 >B??9>J<= CB?P;B64F9?9= < GEFDB=EF6 Configuration Manager 

2012. 

5.  $4;69DFO64A<S E4@BB5E?G:<649@OI CD<?B:9A<=. �BAJ9CJ<< D4;69DFO64A<S 
E4@BB5E?G:<649@OI CD<?B:9A<=. !4EFDB=>4 E4@BB5E?G:<649@OI CD<?B:9A<= E 
Windows Intune. $4;69DFO64A<S E4@BB5E?G:<649@OI CD<?B:9A<= E Configuration 
Manager 2012. $4;69DFO64A<S E4@BB5E?G:<649@OI CD<?B:9A<= E Service Manager 2012. 

#B87BFB6>4 System Center Configuration Manager 2012 8?S CB889D:>< Service Manager 

2012 Self-Service Portal. !4EFDB=>4 ServiceManager 2012 Self-ServicePortal. #DB69D>4 
6B;@B:ABEF< CD98BEF46?9A<S CD<?B:9A<= CB?P;B64F9?S@ E CB@BMPR Self-Service Portal. 

6.  #DB9>F<DB64A<9 < D94?<;4J<S <AHD4EFDG>FGDO 6<DFG4?<;4J<< CD98EF46?9A<=. "J9A>4 
FD95B64A<= 6<DFG4?<;4J<< CD98EF46?9A<=. #?4A<DB64A<9 <AHD4EFDG>FGDO 
6<DFG4?<;4J<< CD98EF46?9A<=. $4;69DFO64A<9 <AHD4EFDG>FGDO 6<DFG4?<;4J<< 
CD98EF46?9A<=. $4;69DFO64A<9 <AHD4EFDG>FGDO 6OEB>B= 7BFB6ABEF< 8?S 6<DFG4?<;4J<< 
CD98EF46?9A<= 

7.  #B87BFB6>4, A4EFDB=>4 < D4;69DFO64A<9 CD98EF46?9A<= 6<DFG4?<;4J<< CD<?B:9A<=. 
"CD989?9A<9 EFD4F97<< CD98EF46?9A<= 6<DFG4?<;4J<< CD<?B:9A<=. $4;69DFO64A<9 
G84?9AAB7B D45BK97B EFB?4, RemoteApp, < RD Web Access. $4;69DFO64A<9 CD<?B:9A<= 
A4 RD Session Host. !4EFDB=>4 < D4;69DFO64A<9 CD<?B:9A<= RemoteApp. #DB69D>4 
6B;@B:ABEF< <ECB?P;B64A<S CD<?B:9A<= E CB@BMPR RD Web Access. 

8.  #DB9>F<DB64A<9 < D4;69DFO64A<9 ED98O 6<DFG4?<;4J<< CD<?B:9A<=. "5;BD @B89?9= 
6<DFG4?<;4J<< CD<?B:9A<=. $4;69DFO64A<9 >B@CBA9AFB6 <AHD4EFDG>FGDO 
6<DFG4?<;4J<< CD<?B:9A<=. !4EFDB=>4 >?<9AFE>B= CB889D:>< 6<DFG4?<;4J<< 
CD<?B:9A<=. #?4A<DB64A<9 D4;69DFO64A<S App-V DB?9= < >B@CBA9AFB6. $4;69DFO64A<9 
<AHD4EFDG>FGDO App-V. !4EFDB=>4 >?<9AF4 App-V 

9.  #B87BFB6>4 > 6<DFG4?<;4J<< < D4;69DFO64A<9 6<DFG4?PAOI CD<?B:9A<=. #B87BFB6>4 
CD<?B:9A<= 8?S 6OCB?A9A<S 6 ED989 App-V. $4;69DFO64A<9 CD<?B:9A<= App-V. 

'EF4AB6>4 < A4EFDB=>4 App-V Sequencer. #B87BFB6>4 CD<?B:9A<= > 6<DFG4?<;4J<<. 
$4;69DFO64A<9 App-V CD<?B:9A<= E CB@BMPR Configuration Manager. 

10.  #?4A<DB64A<9 < D94?<;4J<S 59;BC4EABEF< < B5AB6?9A<S CD<?B:9A<=. #?4A<DB64A<9 
B5AB6?9A<S CD<?B:9A<=. $4;69DFO64A<9 B5AB6?9A<= E CB@BMPR WSUS. $4;69DFO64A<9 
B5AB6?9A<= E CB@BMPR Configuration Manager 2012. $94?<;4J<S 59;BC4EABEF< 
CD<?B:9A<=. "5AB6?9A<9 D4;69DAGFOI CD<?B:9A<=. "5AB6?9A<9 CD<?B:9A<= App-V. 

$4;69DFO64A<9 CB?<F<> AppLocker 8?S GCD46?9A<S ;4CGE>B@ CD<?B:9A<=. 
11.  #?4A<DB64A<9 < D94?<;4J<S B5AB6?9A<S < ;4@9AO CD<?B:9A<=. #?4A<DB64A<9 < 



 

D94?<;4J<S B5AB6?9A<S CD<?B:9A<= < ;4@9M9A<S CD<?B:9A<=. #?4A<DB64A<9 < 
D94?<;4J<S EBEGM9EF6B64A<S CD<?B:9A<=. "5AB6?9A<9 D4;69DAGFOI CD<?B:9A<=. 
�4@9A4 D4;69DAGFOI CD<?B:9A<=. !4EFDB=>4 EBEGM9EF6B64A<S D4;?<KAOI 69DE<= 
CD<?B:9A<S 

12.   BA<FBD<A7 D4;69DFO64A<S, <ECB?P;B64A<S < CDB<;6B8<F9?PABEF< CD<?B:9A<=. 
#?4A<DB64A<9 < D94?<;4J<S <AHD4EFDG>FGDO @BA<FBD<A74 CD<?B:9A<=.  9FD<><, 
<A69AF4D<;4J<S < 4A4?<; D9EGDEB9@>BEF< CD<?B:9A<=.  BA<FBD<A7 <ECB?P;B64A<S 
D9EGDEB6 CD<?B:9A<=. #?4A<DB64A<9 <A69AF4D<;4J<< CD<?B:9A<=. "D74A<;4J<S 
<A69AF4D<;4J<< CDB7D4@@AB7B B59EC9K9A<S.  9FD<>< <ECB?P;B64A<S CD<?B:9A<=. 
 BA<FBD<A7 <ECB?P;B64A<9 D9EGDEB6 E9D69DB6 RD Session Host CD<?B:9A<S@<. 
%A<:9A<9 C<>B6B= A47DG;>< A4 D9EGDEO CD<?B:9A<S@< 
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1.  #?4A<DB64A<9 4C7D9=84 < @<7D4J<< E9D69D4. $9>B@9A84J<< CB 4C7D9=8G < @<7D4J<<. 
%B;84A<9 C?4A4 4C7D9=84 < @<7D4J<< E9D69D4. #?4A<DB64A<9 6<DFG4?<;4J<< 

2.  #?4A<DB64A<9 < 6A98D9A<9 <AHD4EFDG>FGDO 8?S D4;69DFO64A<S E9D69DB6. �O5BD 
CB8IB8SM9= EFD4F97<< EB;84A<S B5D4;B6 E9D69D4. �A98D9A<9 EFD4F97<< 46FB@4F<K9E>B7B 
D4;69DFO64A<S 

3.  #?4A<DB64A<9 < D4;69DFO64A<9 E9D69DB6 E <ECB?P;B64A<9@ 8<EC9FK9D4 6<DFG4?PAOI 
@4L<A (VMM). "5;BD 8<EC9FK9D4 6<DFG4?PAOI @4L<A 6 System Center 2012 R2. 
$94?<;4J<S 5<5?<BF9> < CDBH<?9= 8<EC9FK9D4 6<DFG4?PAOI @4L<A. #?4A<DB64A<9 < 
D4;69DFO64A<9 E?G:5 VMM.  

4.  #DB9>F<DB64A<9 < 6A98D9A<9 <AHD4EFDG>FGDO ?9EB6 < 8B@9AB6 Active Directory Domain 
Services  

#DB9>F<DB64A<9 ?9E4 AD DS. #DB9>F<DB64A<9 < D94?<;4J<S 8B69D<F9?PAOI BFABL9A<= 
@9:8G ?9E4@<. #DB9>F<DB64A<9 <AF97D4J<< ADDS E WindowsAzureActiveDirectory. 



 

#DB9>F<DB64A<9 < EB;84A<9 8B@9AB6 AD DS. #DB9>F<DB64A<9 CDBEFD4AEF6 <@9A DNS 6 
ED989 AD DS. #DB9>F<DB64A<9 8B69D<F9?PAOI BFABL9A<= AD DS. 

5.  #DB9>F<DB64A<9 < D94?<;4J<S <AHD4EFDG>FGDO CB8D4;89?9A<= (OU) < D4;D9L9A<= AD 
DS. #?4A<DB64A<9 89?97<DB64A<S 48@<A<EFD4F<6AOI ;484K. #DB9>F<DB64A<9 EFDG>FGDO 
CB8D4;89?9A<= OU. #DB9>F<DB64A<9 < 6A98D9A<9 EFD4F97<< 7DGCC AD DS 

6.  #DB9>F<DB64A<9 < 6A98D9A<9 EFD4F97<< 7DGCCB6OI CB?<F<>. %5BD FD95G9@B= 
<AHBD@4J<< 8?S CDB9>F<DB64A<S 7DGCCB6OI CB?<F<>. #DB9>F<DB64A<9 < 6A98D9A<9 
7DGCCB6OI CB?<F<>. #DB9>F<DB64A<9 B5D45BF>< 7DGCCB6OI CB?<F<>. #?4A<DB64A<9 
GCD46?9A<S 7DGCCB6O@< CB?<F<>4@< 

7.  #DB9>F<DB64A<9 < D94?<;4J<S H<;<K9E>B= FBCB?B7<< AD DS. #DB9>F<DB64A<9 < 
D94?<;4J<S E4=FB6 Active Directory. #DB9>F<DB64A<9 D9C?<>4J<< Active Directory. 
#DB9>F<DB64A<9 D4;@9M9A<S >BAFDB??9DB6 8B@9A4. �<DFG4?<;4J<S >BAFDB??9DB6 
8B@9A4. #DB9>F<DB64A<9 6OEB>B= 8BEFGCABEF< >BAFDB??9DB6 8B@9A4 

8.  #?4A<DB64A<9 < D94?<;4J<S ID4A<?<M 84AAOI. #?4A<DB64A<9 < 6A98D9A<9 iSCSI SAN. 

#?4A<DB64A<9 < 6A98D9A<9 Storage Spaces. "CF<@<;4J<S H4=?B6OI E?G:5 8?S H<?<4?B6. 
9.  #?4A<DB64A<9 < D94?<;4J<S ;4M<FO E9F9=. "5;BD CDB9>F<DB64A<S 59;BC4EABEF< E9F9=. 

#DB9>F<DB64A<9 < 6A98D9A<9 <ECB?P;B64A<S Windows Firewall. #DB9>F<DB64A<9 < 
6A98D9A<9 <AHD4EFDG>FGDO NAP 

10.  #DB9>F<DB64A<9 < D94?<;4J<S ;4M<FO E?G:5 8BEFGC4 > E9F<. #?4A<DB64A<9 < 6A98D9A<9 
DirectAccess. #?4A<DB64A<9 < 6A98D9A<9 VPN. #?4A<DB64A<9 < 6A98D9A<9 Web 
Application Proxy. #?4A<DB64A<9 E?B:AB= <AHD4EFDG>FGDO G84?9AAB7B 8BEFGC4 
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1.  �A4?<; 6<8B6 @B8G?SJ<= 6 >B@CPRF9DAOI E9FSI    
2.  �A4?<; EFDG>FGDO E9F96OI C4>9FB6 
3.  �A4?<; 4CC4D4FAOI CDBFB>B?B6 >B8<DB64A<S J<HDB6B= <AHBD@4J<< 

&5<0 3.2. $50;870F8O 
?@>428=CB>9 A5@25@=>9 
8=D@0AB@C:BC@K 
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1.  "5;BD GCD46?9A<S *9AFDB@ "5D45BF>< �4AAOI CD98CD<SF<S. "5;BD *"� CD98CD<SF<S. 
"5;BD >B@CBA9AF SystemCenter 2012 R2 

2.  #?4A<DB64A<9 < D94?<;4J<S EFD4F97<< 6<DFG4?<;4J<< E9D69DB6. #?4A<DB64A<9 
D4;69DFO64A<S 8<EC9FK9D4 6<DFG4?PAOI @4L<A (VMM). #?4A<DB64A<9 < D94?<;4J<S 
E9D69DAB= 6<DFG4?<;4J<<. 

3.  #?4A<DB64A<9 < D94?<;4J<S E9F96B= <AHD4EFDG>FGDO < E<EF9@ ID4A9A<S 84AAOI 8?S 
6<DFG4?<;4J<<. #?4A<DB64A<9 E<EF9@ ID4A9A<S 8?S 6<DFG4?<;4J<<. $94?<;4J<S E<EF9@ 
ID4A9A<S 8?S 6<DFG4?<;4J<<. #?4A<DB64A<9 < D94?<;4J<S E9F96B= <AHD4EFDG>FGDO 8?S 
6<DFG4?<;4J<<. #?4A<DB64A<9 < D94?<;4J<S 6<DFG4?<;4J<< E9F< 

4.  #?4A<DB64A<9 < D4;69DFO64A<9 6<DFG4?PAOI @4L<A. #?4A<DB64A<9 C4D4@9FDB6 



 

6<DFG4?PAOI @4L<A. #B87BFB6>4 > D4;69DFO64A<R 6<DFG4?PAOI @4L<A E 
<ECB?P;B64A<9@ 8<EC9FK9D4 6<DFG4?PAOI @4L<A (VMM). $4;69DFO64A<9 6<DFG4?PAOI 
@4L<A. #?4A<DB64A<9 < D94?<;4J<S D9C?<>< Hyper-V 

5.  #?4A<DB64A<9 < D94?<;4J<S D9L9A<S CB 48@<A<EFD<DB64A<R 6<DFG4?<;4J<<. 
#?4A<DB64A<9 < D94?<;4J<S 46FB@4F<;4J<< E <ECB?P;B64A<9@ System Center 2012 R2. 
#?4A<DB64A<9 < D94?<;4J<S MicrosoftSystemCenterAdministration. #?4A<DB64A<9 < 
D94?<;4J<S Self-Service E <ECB?P;B64A<9@ System Center 2012 R2. #?4A<DB64A<9 < 
D94?<;4J<S GEF4AB6>< B5AB6?9A<= 6 <AHD4EFDG>FGD9 E9D69DAB= 6<DFG4?<;4J<< 

6.  #?4A<DB64A<9 < D94?<;4J<S EFD4F97<< @BA<FBD<A74 E9D69DB6. #?4A<DB64A<9 
@BA<FBD<A74 6 Windows Server 2012 R2. "5;BD SystemCenterOperationsManager. 

#?4A<DB64A<9 < A4EFDB=>4 >B@CBA9AF @BA<FBD<A74. !4EFDB=>4 6;4<@B89=EF6<S E VMM 

7.  #?4A<DB64A<9 < D94?<;4J<S D9L9A<= 6OEB>B= 8BEFGCABEF< 8?S H4=?B6OI E?G:5 < 
CD<?B:9A<=  
#?4A<DB64A<9 < D94?<;4J<S Storage Spaces. #?4A<DB64A<9 < D94?<;4J<S DFS. 
#?4A<DB64A<9 < D94?<;4J<S NLB 

8.  #?4A<DB64A<9 < D94?<;4J<S D9L9A<= 6OEB>B= 8BEFGCABEF< A4 BEAB69 >?4EF9DB6. 
#?4A<DB64A<9 <AHD4EFDG>FGDO BF>4;BGEFB=K<6OI >?4EF9DB6. �A98D9A<9 
BF>4;BGEFB=K<6B7B >?4EF9D4. #?4A<DB64A<9 < D94?<;4J<S E<EF9@O GEF4AB6>< 
B5AB6?9A<= 8?S BF>4;BGEFB=K<6B7B >?4EF9D4. �AF97D4J<S BF>4;BGEFB=K<6OI >?4EF9DB6 
< 6<DFG4?<;4J<<. #?4A<DB64A<9 D4ECD989?UAAOI BF>4;BGEFB=K<6OI >?4EF9DB6 

9.  #?4A<DB64A<9 < D94?<;4J<S EFD4F97<< 59EC9D95B=AB= D45BFO (Business Continuity 
Strategy)  

"5;BD EFD4F97<< 59EC9D95B=AB= D45BFO. #?4A<DB64A<9 < D94?<;4J<S EFD4F97<= 
D9;9D6AB7B >BC<DB64A<S. #?4A<DB64A<9 < D94?<;4J<S 6BEEF4AB6?9A<S. #?4A<DB64A<9 < 
D94?<;4J<S D9;9D6AB7B >BC<DB64A<S < 6BEEF4AB6?9A<S 6<DFG4?PAOI @4L<A 

10.  #?4A<DB64A<9 < D94?<;4J<S <AHD4EFDG>FGDO BF>DOFOI >?RK9=. #?4A<DB64A<9 < 
D4;69DFO64A<9 G8BEFB69DSRM<I J9AFDB6. #?4A<DB64A<9 < D94?<;4J<S L45?BAB6 
E9DF<H<>4FB6. #?4A<DB64A<9 < D94?<;4J<S 6O84K< < BF;O64 E9DF<H<>4FB6. 
#?4A<DB64A<9 < D94?<;4J<S 4DI<64J<< < 6BEEF4AB6?9A<S >?RK9= 

11.  #?4A<DB64A<9 < D4;69DFO64A<9 AD FS. #?4A<DB64A<9 < D94?<;4J<S <AHD4EFDG>FGDO AD 
FS. #?4A<DB64A<9 < D94?<;4J<S AD FS Claim Providers < Relying Parties. #?4A<DB64A<9 
< D94?<;4J<S AD FS Claims < Claim Rules. #?4A<DB64A<9 < D94?<;4J<S Web Application 
Proxy 

12.  #?4A<DB64A<9 < D94?<;4J<S 8BEFGC4 > 84AAO@ 8?S CB?P;B64F9?9= < GEFDB=EF6. 
#?4A<DB64A<9 < D94?<;4J<S DAC. #?4A<DB64A<9 CB8>?RK9A<S > D45BK9@G @9EFG 
(Workplace Join). #?4A<DB64A<9 D45BK<I C4CB> (Work Folders) 

13.  #?4A<DB64A<9 < D94?<;4J<S E?G:5O GCD46?9A<S CD464@<. "5;BD AD RMS. 



 

#?4A<DB64A<9 < D94?<;4J<S >?4EF9D4 AD RMS. #?4A<DB64A<9 < 6A98D9A<9 L45?BAB6 
AD RMS < CB?<F<> AD RMS. #?4A<DB64A<9 < D94?<;4J<S 6A9LA97B 8BEFGC4 > AD RMS. 
#?4A<DB64A<9 < D94?<;4J<S 6;4<@B89=EF6<S AD RMS < Dynamic Access Control. 

�01>@0B>@=K5 @01>BK 32 

1.  �BAH<7GD<DB64A<9 <AHBD@4J<BAAB= E<EF9@O 8B@9A4. 
2.  !4EFDB=>4 C4D4@9FDB6 <AHBD@4J<BAAB= E<EF9@O 8B@9A4. 
3.  �BAH<7GD<DB64A<9 7DGCCB6OI CB?<F<> 8B@9A4 
4.  !4EFDB=>4 C4D4@9FDB6 7DGCCB6B= CB?<F<>< 8B@9A4.         
5.  �BAH<7GD<DB64A<9 59;BC4EAB= C9D984K< <AHBD@4J<<.      
6.  !4EFDB=>4 CDBFB>B?B6 59;BC4EAB= C9D984K< <AHBD@4J<< 
7.  "EGM9EF6?9A<9 >BAH<7GD<DB64A<S CDB7D4@@AB7B B59EC9K9A<S A4 E9D69D4I < D45BK<I 

EF4AJ<SI 
8.  'EF4AB6>4 CD46 8BEFGC4 < >BAFDB?P <ECB?P;B64A<S E9F96OI D9EGDEB6 
9.  �8@<A<EFD<DB64A<9 E9D69DB6 
10.  $4EKUF EFB<@BEF< E9F96B7B B5BDG8B64A<S < CDB7D4@@AB7B B59EC9K9A<S 
11.  $97<EFD4J<S CB?P;B64F9?9= ?B>4?PAB= E9F< 

12.  "EGM9EF6?9A<9 4AF<6<DGEAB= ;4M<FO 

%0<>AB>OB5;L=0O @01>B0 ?@8 87CG5=88 @0745;0 3 
2 'EFDB=EF6B >BDCBD4F<6AB= ED98O. 
2 #DBFB>B?O G84?UAAB7B 48@<A<EFD<DB64A<S. 

4 

�>=AC;LB0F88 4 

'G51=0O ?@0:B8:0 (?> ?@>D8;N A?5F80;L=>AB8) 
�84K @01>B 

1. �8@<A<EFD<DB64A<9 E9D69DB6 < D45BK<I EF4AJ<= 

2. "D74A<;4J<S 8BEFGC4 > ?B>4?PAO@ E9FS@ < �AF9DA9FG 
3. Advanced DNS  

4. $9C?<>4J<S Active Directory  
5. �B69D<9 < 7DGCCO 59;BC4EABEF< 6 Active Directory 
6.  �DGCCB6O9 CB?<F<>< 

7.  *9AFD E9DF<H<>4J<< Active Directory Certificate Service 

8. !4EFDB=>4 E?G:5 DHCP < DNS 

9. 'EF4AB6>4 < A4EFDB=>4 H4=?B6B7B E9D69D4 
10. !4EFDB=>4 F9IAB?B7<< NAT 

11. %B;84A<9 < A4EFDB=>4 GKUFAOI ;4C<E9= 

12. !4EFDB=>4 7DGCCB6OI CB?<F<> 
13. 'EF4AB6>4 < A4EFDB=>4 E9D69D4 E9DF<H<>4J<<. 
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14. 'EF4AB6>4 < EBCDB6B:89A<9 E9F96OI E9D6<EB6 
15. $4EK9F EFB<@BEF< E9F96B7B B5BDG8B64A<S < CDB7D4@@AB7B B59EC9K9A<S 
16. 'EF4AB6>4 < A4EFDB=>4 695-E9D69D4.  
17. %5BD 84AAOI 8?S 4A4?<;4 <ECB?P;B64A<S CDB7D4@@AB-F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9= 

18.  "59EC9K9A<9 E9F96B= 59;BC4EABEF< 
#@>872>4AB25==0O ?@0:B8:0 (?> ?@>D8;N A?5F80;L=>AB8) 
�84K @01>B 

1. 'EF4AB6>4 A4 E9D69DO < D45BK<9 EF4AJ<<: BC9D4J<BAAO9 E<EF9@O < A9B5IB8<@B9 8?S D45BFO CDB7D4@@AB9 
B59EC9K9A<9 

2. "EGM9EF6?9A<9 >BAH<7GD<DB64A<S CDB7D4@@AB7B B59EC9K9A<S A4 E9D69D4I < D45BK<I EF4AJ<SI  
3. 'EF4AB6>4 CD46 8BEFGC4 < >BAFDB?P <ECB?P;B64A<S E9F96OI D9EGDEB6 
4. #B889D:>4 6 D45BFBECBEB5AB@ EBEFBSA<< CDB7D4@@AB9 B59EC9K9A<9 E9D69DB6 < D45BK<I EF4AJ<= 

5. !4EFDB=>4 E<EF9@ GCD46?9A<S 
6. 'EF4AB6>4 < A4EFDB=>4 E9D69D4 54;-84AAOI 
7. !4EFDB=>4 CDBFB>B?B6 G84?UAAB7B 48@<A<EFD<DB64A<S 
8. 'EF4AB6>4 DB?9=, E?G:5 < >B@CBA9AFB6 
9. !4EFDB=>4 E?G:5O >4F4?B7B6 AD DS 

10. %B;84A<9 CB?P;B64F9?9=, 7DGCC CB?P;B64F9?9= 
11. !4EFDB=>4 7DGCCB6OI CB?<F<> 
12. !4EFDB=>4 DNS-E9D69D4 
13.  !4EFDB=>4 DHCP-E9D69D4 
14. !4EFDB=>4 WEB-E9D69D4 
15. 'EF4AB6>4 < A4EFDB=>4 E9D69D4 54;-84AAOI 
16. !4EFDB=>4 H4=?B6B7B E9D69D4 
17. !4EFDB=>4 E<EF9@O D9;9D6AB7B >BC<DB64A<S E<EF9@O 

18. "59EC9K9A<9 6AGFD9AA9= 59;BC4EABEF< E9F< 

19. $4ECD989?9A<9 CD46 8BEFGC4 > 6AGFD9AA<@ D9EGDE4@ E9F< 8?S D4;AOI 7DGCC CB?P;B64F9?9= 

20. "D74A<;4J<S D45BFO E D9EGDE4@< 6A9LA9= E9F< (�AF9DA9F) 
21. $4ECD989?9A<9 CD46 8BEFGC4 CB?P;B64F9?9= > 6A9LA9= E9F< 

22. �O5BD ED98EF6 B59EC9K9A<S 59;BC4EABEF< CB8>?RK9A<S > 6A9LA9= E9F< 

23. %CBEB5O @BA<FBD<A74 GEFDB=EF6, CB?P;B64F9?9= 
24. &9IAB?B7<< CB<E>4 A9<ECD46ABEF9= 
25. #B85BD EBBF69FEF6GRM97B CDB7D4@@AB7B B59EC9K9A<S 
26. "C<E4A<9 A4EFDB9> D45BK<I EF4AJ<= < E9D69DB6 
27. $4ECD989?9A<9 E9F96OI 48D9EB6 CB IBEF4@ E9F< 
28. $97<EFD4J<S CB?P;B64F9?9= ?B>4?PAB= E9F< < CBKFB6B7B E9D69D4, A4;A4K49F <89AF<H<>4FBDO < C4DB?< 

29. "59EC9K9A<9 E6B96D9@9AAB7B >BC<DB64A<S, 4DI<6<DB64A<S < D9;9D6<DB64A<S 84AAOI 
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30. #D<ASF<9 @9D CB 6BEEF4AB6?9A<R D45BFBECBEB5ABEF< ?B>4?PAB= E9F< CD< E5BSI <?< 6OIB89 <; EFDBS E9F96B7B 
B5BDG8B64A<S 

31.  �OS6?9A<9 BL<5B> CB?P;B64F9?9= < CDB7D4@@AB7B B59EC9K9A<S < CD<ASF<9 @9D CB <I <ECD46?9A<R 

32. #DB6989A<9 @BA<FBD<A74 E9F<, D4;D454FO64FP CD98?B:9A<S CB D4;6<F<R <AHD4EFDG>FGDO E9F< 

33. "59EC9K9A<9 E9F96B= 59;BC4EABEF< (;4M<FG BF A9E4A>J<BA<DB64AAB7B 8BEFGC4 > <AHBD@4J<<, CDBE@BFD4 <?< 
<;@9A9A<S E<EF9@AOI H4=?B6 < 84AAOI), 59;BC4EABEFP @9:E9F96B7B 6;4<@B89=EF6<S 

34. "EGM9EF6?9A<9 4AF<6<DGEAB= ;4M<FO ?B>4?PAB= 6OK<E?<F9?PAB= E9F<, E9D69DB6 < D45BK<I EF4AJ<= 

35. �B>G@9AF<DB64A<9 6E9I CDB<;6989AAOI 89=EF6<= 

36. %5BD 84AAOI 8?S 4A4?<;4 <ECB?P;B64A<S CDB7D4@@AB-F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9= 

�5<>=AB@0F8>==K9 M:70<5= 6 

�A53>: 758 
�?S I4D4>F9D<EF<>< GDB6AS BE6B9A<S GK95AB7B @4F9D<4?4 <ECB?P;GRFES E?98GRM<9 B5B;A4K9A<S: 
1 3 B;A4>B@<F9?PAO= (G;A464A<9 D4A99 <;GK9AAOI B5N9>FB6, E6B=EF6);  
2 3 D9CDB8G>F<6AO= (6OCB?A9A<9 89SF9?PABEF< CB B5D4;JG, <AEFDG>J<< <?< CB8 DG>B6B8EF6B@);  
3 3 CDB8G>F<6AO= (C?4A<DB64A<9 < E4@BEFBSF9?PAB9 6OCB?A9A<9 89SF9?PABEF<, D9L9A<9 CDB5?9@AOI ;484K).



 

1. '%�"��/ $������*�� #$"�$�  /  

#$"(�%%�"!��0!"�"  "�'�/ 

3.1. �;O @50;870F88 ?@>3@0<<K ?@>D5AA8>=0;L=>3> <>4C;O 4>;6=K 1KBL 
?@54CA<>B@5=K A;54CNI85 A?5F80;L=K5 ?><5I5=8O: 

�45BD4FBD<< «"D74A<;4J<S < CD<AJ<CO CBEFDB9A<S >B@CPRF9DAOI E<EF9@». 
"5BDG8B64A<9 ?45BD4FBD<< < D45BK<I @9EF ?45BD4FBD<<: 

2 �?S 6OCB?A9A<S CD4>F<K9E><I ?45BD4FBDAOI ;4ASF<= >GDE4 6 7DGCC4I (8B 15 
K9?B69>) FD95GRFES >B@CPRF9DO < C9D<H9D<=AB9 B5BDG8B64A<9 6 
CD<6989AAB= A<:9 >BAH<7GD4J<< 

2 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S (4CC4D4FAB9 
B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 CDB7D4@@AB9 
B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F BH<EAOI 
CDB7D4@@, C4>9F %�#$); 

2 &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< 
D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S 
>459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

2 #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
2 !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 
48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF<; 

2 %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, 8-I 
S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4@SFP B5N9@B@ 
A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, CDB7D4@@AB9 
B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, ?<J9A;<BAAO9 
4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 6BEEF4AB6?9A<S 84AAOI, 
?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

2 &9IA<K9E><9 ED98EF64 B5GK9A<S: 
2 �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

2 �AF9D4>F<6A4S 8BE>4 
2 6 @4DLDGF<;4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 

- "�' A9 @9A99 256  5 E 6B;@B:ABEFPR D4EL<D9A<S 
- #�' A9 @9A99 128  5 E 6B;@B:ABEFPR D4EL<D9A<S 
- USB CBDF: A9 @9A99 B8AB7B EF4A84DF4 USB 1.1 

- �EFDB9AAO9 E9F96O9 CBDFO: A9 @9A99 2-I Ethernet E>BDBEFPR A9 @9A99 
100 5/E. 
- �AGFD9AA<9 D4;NU@O 8?S GEF4AB6>< 8BCB?A<F9?PAOI @B8G?9= 
D4EL<D9A<S: A9 @9A99 86GI 8?S @B8G?9= AIM. 
- �BAEB?PAO= CBDF 8?S GCD46?9A<S @4DLDGF<;4FBDB@ K9D9; CBDF 
EF4A84DF4 RS232. 
- �EFDB9AAB9 CDB7D4@@AB9 B59EC9K9A<9 8B?:AB CB889D:<64FP 
EF4F<K9E>GR < 8<A4@<K9E>GR @4DLDGF<;4J<R. 
-  4DLDGF<;4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF < G84?UAAB CB CDBFB>B?G telnet. 
- �@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= 
EB6@9EF<@BEF<: 



 

- UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, 

AS/NZS 60950, EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, 

FCC Part 15, ICES-003 Class A, EN55022 Class A, CISPR22 Class A, 

AS/NZS 3548 Class A, VCCI Class A, EN 300386, EN61000-3-3, EN61000-

3-2, FIPS 140-2 Certification 

- 6 >B@@GF4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 
- �B@@GF4FBD E 24 CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 100  5/E < 
2 CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 1000 5/E 
- � >B@@GF4FBD9 8B?:9A CD<EGFEF6B64FP D4;NU@ 8?S E6S;< E #� CB 
<AF9DH9=EG RS-232. #D< <ECB?P;B64A<< A9EF4A84DFAB7B D4;NU@4 6 
>B@C?9>F9 8B?:9A 5OFP EBBF69FEF6GRM<= >459?P <?< C9D9IB8A<> 8?S 
COM D4;NU@4. 
- %>BDBEFP >B@@GF4J<< A9 @9A99 16Gbps 
- #�' A9 @9A99 32  5 
- "�' A9 @9A99 64 5 
-  4>E<@4?PAB9 >B?<K9EF6B VLAN 255 
- �BEFGCAO9 AB@9D4 VLAN 4000 
- #B889D:>4 CDBFB>B?B6 8?S EB6@9EFAB7B <ECB?P;B64A<S 98<AB7B 
A45BD4 VLAN A4 7DGCC9 >B@@GF4FBDB6. 
- $4;@9D MTU 90005 
- %>BDBEFP >B@@GF4J<< 8?S 64 54=FAOI C4>9FB6 6.5*106 C4>9FB6/E 
- $4;@9D F45?<JO MAC-48D9EB6: A9 @9A99 8000 ;4C<E9= 

- �B?<K9EF6B 7DGCC 8?S IGMP FD4H<>4 8?S CDBFB>B?4 IPv4 255 

- �B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI 8?S E?G:5O QoS: 128 6 B5OKAB@ 
D9:<@9 < 384 6 D9:<@9 QoS. 
- �B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI >BAFDB?S 8BEFGC4: 384 6 
B5OKAB@ D9:<@9 < 128 6 D9:<@9 QoS. 
- �B@@GF4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF, G84?UAAB9 GCD46?9A<9 CB CDBFB>B?G Telnet, Ssh. 
- � B5?4EF< 6;4<@B89=EF6<S E 8DG7<@< E9F96O@< GEFDB=EF64@<, 
8<47ABEF<>< < G84?UAAB7B GCD46?9A<S 
- RFC 768 4 UDP, RFC 783 4 TFTP, RFC 791 4 IP, RFC 792 4 ICMP, 

RFC 793 4 TCP, RFC 826 4 ARP, RFC 854 4 Telnet, RFC 951 - Bootstrap 

Protocol (BOOTP), RFC 959 4 FTP, RFC 1112 - IP Multicast and IGMP, 

RFC 1157 - SNMP v1, RFC 1166 - IP Addresses, RFC 1256 - Internet Control 

Message Protocol (ICMP) Router Discovery, RFC 1305 4 NTP, RFC 1493 - 

Bridge MIB, RFC 1542 - BOOTP extensions, RFC 1643 - Ethernet Interface 

MIB, RFC 1757 4 RMON, RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP 

v2, RFC 1981 - Maximum Transmission Unit (MTU) Path Discovery IPv6, 

FRC 2068 4 HTTP, RFC 2131 4 DHCP, RFC 2138 4 RADIUS, RFC 2233 

- IF MIB v3, RFC 2373 - IPv6 Aggrega-table Addrs, RFC 2460 4 IPv6, RFC 

2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 

2463 - ICMP IPv6, RFC 2474 - Differentiated Services (DiffServ) Precedence, 

RFC 2597 - Assured Forwarding, RFC 2598 - Expedited Forwarding, RFC 

2571 - SNMP Management, RFC 3046 - DHCP Relay Agent Information 

Option 



 

- RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS. 

- �@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= 
EB6@9EF<@BEF<: 
- UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second 

Edition, TUV/GS to EN 60950-1, Second Edition, CB to IEC 60950-1 Second 

Edition with all country deviations, CE Marking, NOM (through partners and 

distributors), FCC Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 

(CISPR24), AS/NZS CISPR22 Class A, CE, CNS13438 Class A, MIC, GOS&, 

China EMC Certifications. 

 

2 F9?9>B@@GA<>4J<BAA4S EFB=>4 (L4EE<, E9F96B= H<?PFD, <EFBKA<>< 
59EC9D95B=AB7B C<F4A<S); 

2 2 59ECDB6B8AOI @4DLDGF<;4FBD4 Linksys (CD98CBKF<F9?PAB E9D<< �� 2700, 
3500, 4500) <?< 4A4?B7<KAO9 GEFDB=EF64 SOHO 

2 IP F9?9HBAO BF 3 LF. 
2 #DB7D4@@AB-4CC4D4FAO9 L?R;O 59;BC4EABEF< BF 2 LF. 
2 1 >B@CPRF9D 8?S ?45BD4FBDAOI ;4ASF<= E "% MicrBsoft Windows Server, Linux 

< E<EF9@4@< 6<DFG4?<;4J<<. 
 

&D95B64A<S > BEA4M9A<R 54; CD4>F<>: 
$94?<;4J<S B5D4;B64F9?PAB= CDB7D4@@O CD98CB?4749F B5S;4F9?PAGR GK95AGR 

< CDB<;6B8EF69AAGR CD4>F<>G. 
'K95A4S CD4>F<>4 D94?<;G9FES 6 @4EF9DE><I CDBH9EE<BA4?PAB= 

B5D4;B64F9?PAB= BD74A<;4J<< < FD95G9F A4?<K<S B5BDG8B64A<S, <AEFDG@9AFB6, 
D4EIB8AOI @4F9D<4?B6, B59EC9K<64RM<I 6OCB?A9A<9 6E9I 6<8B6 D45BF, 
BCD989?9AAOI EB89D:4A<9@ (�"% %#", 6 FB@ K<E?9 B5BDG8B64A<S < <AEFDG@9AFB6, 
<ECB?P;G9@OI CD< CDB6989A<< K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 
<AHD4EFDG>FGDAOI ?<EF4I >BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< 
«39 IT Network Systems Administration» >BA>GDEAB7B 86<:9A<S « B?B8O9 
CDBH9EE<BA4?O» (WorldSkills). 

 

3.2. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8O 

#5@5G5=L @5:><5=4C5<KE CG51=KE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;L=>9 ;8B5@0BC@K 

�?S D94?<;4J<< CDB7D4@@O 5<5?<BF9KAO= HBA8 B5D4;B64F9?PAB= 
BD74A<;4J<< 8B?:9A <@9FP C9K4FAO9 </<?< Q?9>FDBAAO9 B5D4;B64F9?PAO9 < 
<AHBD@4J<BAAO9 D9EGDEO, D9>B@9A8G9@O9 8?S <ECB?P;B64A<S 6 B5D4;B64F9?PAB@ 
CDBJ9EE9. 
3.2.1. #5G0B=K5 8740=8O 

1. �4D4AK<>B6 �.�., �4D4AK<>B6 #.�., �DB@B6 �... "D74A<;4J<S E9F96B7B 
48@<A<EFD<DB64A<S 2016 "�* «�>489@<S» 

2. �GDSK<= �.�.,  4E?<AE><= �.�. "C9D4J<BAA4S E<EF9@4 Linux. �GDE 
?9>J<=. 'K95AB9 CBEB5<9. 2-9 <;8.,  : �AF9DA9F-GA<69DE<F9F <AHBD@4J<BAAOI 
F9IAB?B7<=, 2008.  

3. "?<H9D �. �B@CPRF9DAO9 E9F<. #D<AJ<CO, F9IAB?B7<<, CDBFB>B?O: 
'K95A<> 8?S 6G;B6. 4-9 <;8., %#5: #<F9D, 2010. 



 

 

3.2.2. 1;5:B@>==K5 8740=8O (M;5:B@>==K5 @5AC@AK) 
1. �8@<A<EFD<DB64A<9 E9F96B9: ?9>J<< [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 

8BEFGC4: http://gendocs.ru/v27580/?9>J<<_+_48@<A<EFD<DB64A<9_E9F96B9.  
2. �A89DEBA ". Iptables Tutorial 1.1.19 [-?9>FDBAAO= D9EGDE] /#9D. �. 

�<E9?T6. 3 $9:<@ 8BEFGC4: 
http://www.linuxshare.ru/docs/security/iptables/iptables+tutorial.html.  

3.  4=84AE><= �.%. %9F96O9 D9EGDEO < <IGS;6<@BEF< [-?9>FDBAAO= 
D9EGDE].3 ., 1999.3$9:<@ 8BEFGC4: http://ivmai.chat.ru/student/netrvuln/netrvuln.htm.  

4. %9F96B9 48@<A<EFD<DB64A<9 [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 8BEFGC4: 
http://inftis.narod.ru/adm/ais+n4.htm. 

 

3.2.3. �>?>;=8B5;L=K5 8AB>G=8:8  
1. �4F4@4AR> �. %B;84A<9, B5E?G:<64A<9 < 48@<A<EFD<DB64A<9 E9F9= A4 

100%, %#5: #<F9D, 2010. 
2. %F4A9> '<?PS@ $. Windows Power Shell 2.0. %CD46BKA<> 48@<A<EFD4FBD4, 

%#5: �)�-#9F9D5GD7, 2010 



 

4.�"!&$"�0 � "*�!�� $��'�0&�&"� "%�"�!�/ 

#$"(�%%�"!��0!"�"  "�'�/ (���� #$"(�%%�"!��0!"� 

��/&��0!"%&�) 
�>4 8 =08<5=>20=85 
?@>D5AA8>=0;L=KE 

8 >1I8E 
:><?5B5=F89, 
D>@<8@C5<KE 2 
@0<:0E <>4C;O 

�@8B5@88 >F5=:8  5B>4K >F5=:8 

 

$0745; <>4C;O 1. �4<8=8AB@8@>20=85 A5B52KE >?5@0F8>==KE A8AB5< 

$0745; <>4C;O 2. #@>3@0<<=>5 >15A?5G5=85 :><?LNB5@=KE A5B59 

$0745; <>4C;O 3. "@30=870F8O 04<8=8AB@8@>20=8O :><?LNB5@=KE A8AB5< 

�� 2.1. �@8=8<4BP 
<9@O ?> CAB@4=9=8N 
A5>96 6 
>?9@4F8>==OE 
A8AB9<4E. 
 

#@0:B8G5A:89 >?KB: 
!4EFD4<64FP E9D69D < D45BK<9 EF4AJ<< 8?S 
59;BC4EAB= C9D984K< <AHBD@4J<<. 
'EF4A46?<64FP < A4EFD4<64FP BC9D4J<BAAGR 
E<EF9@G E9D69D4 < D45BK<I EF4AJ<= >4> 
Windows F4> < Linux. 
'CD46?SFP ID4A<?<M9@ 84AAOI. 
!4EFD4<64FP E9F96O9 E?G:5O. 
!4EFD4<64FP G84?9AAO= 8BEFGC. 
!4EFD4<64FP BF>4;BGEFB=K<6O= >?4EF9D. 
!4EFD4<64FP Hyper-V < ESX, 6>?RK4S 
BF>4;BGEFB=K<6GR >?4EF9D<;4J<R. 
$94?<;B6O64FP 59;BC4EAO= 8BEFGC > 84AAO@ 
8?S CB?P;B64F9?9= < GEFDB=EF6. 
!4EFD4<64FP E?G:5O >4F4?B7B6. 
"5AB6?SFP E9D69DO. 
#DB9>F<DB64FP EFD4F97<< 46FB@4F<K9E>B= 
GEF4AB6>< E9D69DB6. 
#?4A<DB64FP < 6A98DSFP <AHD4EFDG>FGDG 
D4;69DFO64A<S E9D69DB6. 
#?4A<DB64FP < 6A98DSFP H4=?B6O9 
ID4A<?<M4 < E<EF9@O ID4A9A<S 84AAOI. 
$4;D454FO64FP < 48@<A<EFD<DB64FP D9L9A<S 
CB GCD46?9A<R IP-48D9E4@< (IPAM). 
#DB9>F<DB64FP < D94?<;B6O64FP D9L9A<S 
VPN. 

#D<@9ASFP @4ELF45<DG9@O9 D9L9A<S 8?S 
G84?9AAB7B 8BEFGC4. 
#DB9>F<DB64FP < 6A98DSFP D9L9A<S ;4M<FO 
8BEFGC4 > E9F< (NAP). 
$4;D454FO64FP EFD4F97<< D4;@9M9A<S 
>BAFDB??9DB6 8B@9A4. 
'EF4A46?<64FP Web-E9D69D4. 
"D74A<;B6O64FP 8BEFGC > ?B>4?PAO@ < 
7?B54?PAO@ E9FS@. 
%BCDB6B:84FP < >BAFDB?<DB64FP 
<ECB?P;B64A<9 CBKFB6B7B E9D69D4, SQL-

E9D69D4. 
#DB9>F<DB64FP EFD4F97<< 6<DFG4?<;4J<<. 

->;4@9A/8<HH9D9AJ<DB
64AAO= ;4K9F 6 HBD@9 
EB59E98B64A<S: 
CD4>F<K9E>B9 ;484A<9 
CB CBEFDB9A<R 
4?7BD<F@4 6 
EBBF69FEF6<< E 
F9IA<K9E><@ ;484A<9@  

 

 

�4M<F4 BFK9FB6 CB 
CD4>F<K9E><@ < 
?45BD4FBDAO@ D45BF4@ 

 

 



 

'<5=8O: 
 �8@<A<EFD<DB64FP ?B>4?PAO9 6OK<E?<F9?PAO9 
E9F<. 
#D<A<@4FP @9DO CB GEFD4A9A<R 6B;@B:AOI 
E5B96. 
%B;8464FP < >BAH<7GD<DB64FP GK9FAO9 ;4C<E< 
BF89?PAOI CB?P;B64F9?9= < CB?P;B64F9?PE><I 
7DGCC. 
"59EC9K<64FP ;4M<FG CD< CB8>?RK9A<< > 
<AHBD@4J<BAAB-F9?9>B@@GA<>4J<BAAB= E9F< 
"�AF9DA9F" ED98EF64@< BC9D4J<BAAB= E<EF9@O. 

 

�=0=8O: 
"EAB6AO9 A4CD46?9A<S 48@<A<EFD<DB64A<S 
>B@CPRF9DAOI E9F9=. 
&<CO E9D69DB6, F9IAB?B7<R ">?<9AF-E9D69D". 
%CBEB5O GEF4AB6>< < GCD46?9A<S E9D69DB@. 
'F<?<FO, HGA>J<<, G84?9AAB9 GCD46?9A<9 
E9D69DB@. 
&9IAB?B7<< 59;BC4EABEF<, CDBFB>B?O 
46FBD<;4J<<, >BAH<89AJ<4?PABEFP < 
59;BC4EABEFP CD< D45BF9 6 Web. 
#BDS8B> <ECB?P;B64A<S >?4EF9DB6. 
#BDS8B> 6;4<@B89=EF6<S D4;?<KAOI 
BC9D4J<BAAOI E<EF9@. 
�?4EE<H<>4J<R CDB7D4@@AB7B B59EC9K9A<S 
E9F96OI F9IAB?B7<=, < B5?4EFP 97B CD<@9A9A<S. 
#BDS8B> < BEAB6O ?<J9A;<DB64A<S CDB7D4@@AB7B 
B59EC9K9A<S. 
"J9A>G EFB<@BEF< CDB7D4@@AB7B B59EC9K9A<S 6 
;46<E<@BEF< BF ECBEB54 < @9EF4 97B 
<ECB?P;B64A<S. 

 

�� 2.2. 
�8<8=8AB@8@>64BP 
A9B96O9 @9AC@AO 6 
>?9@4F8>==OE 
A8AB9<4E. 
 

#@0:B8G5A:89 >?KB:  
!4EFD4<64FP E?G:5O >4F4?B7B6. 
"D74A<;B6O64FP < CDB6B8<FP @BA<FBD<A7 < 
CB889D:>G E9D69DB6. 
#?4A<DB64FP < 6A98DSFP H4=?B6O9 ID4A<?<M4 < 
E<EF9@O ID4A9A<S 84AAOI. 
#DB9>F<DB64FP < 6A98DSFP DHCP E9D6<EO. 
#DB9>F<DB64FP EFD4F97<R D4;D9L9A<S <@9A. 
$4;D454FO64FP < 48@<A<EFD<DB64FP D9L9A<S CB 
GCD46?9A<R IP-48D9E4@< (IPAM). 
#DB9>F<DB64FP < 6A98DSFP <AHD4EFDG>FGDG ?9EB6 
< 8B@9AB6. 
$4;D454FO64FP EFD4F97<R 7DGCCB6OI CB?<F<>. 
#DB9>F<DB64FP @B89?P D4;D9L9A<= 8?S E?G:5O 
>4F4?B7B6. 
#DB9>F<DB64FP EI9@O E4=FB6 Active Directory. 
$4;D454FO64FP EFD4F97<< D4;@9M9A<S 
>BAFDB??9DB6 8B@9A4. 
�A98DSFP <AHD4EFDG>FGDG BF>DOFOI >?RK9=. 
#?4A<DB64FP < D94?<;B6O64FP <AHD4EFDG>FGDG 
E?G:5 GCD46?9A<S CD464@<. 

->;4@9A/8<HH9D9AJ<DB
64AAO= ;4K9F 6 HBD@9 
EB59E98B64A<S: 
CD4>F<K9E>B9 ;484A<9 CB 
CBEFDB9A<R 4?7BD<F@4 6 
EBBF69FEF6<< E 
F9IA<K9E><@ ;484A<9@  

 

 

�4M<F4 BFK9FB6 CB 
CD4>F<K9E><@ < 
?45BD4FBDAO@ D45BF4@ 

 

 

'<5=8O:  
'EF4A46?<64FP <AHBD@4J<BAAGR E<EF9@G. 
%B;8464FP < >BAH<7GD<DB64FP GK9FAO9 ;4C<E< 

 



 

BF89?PAOI CB?P;B64F9?9= < CB?P;B64F9?PE><I 
7DGCC. 
$97<EFD<DB64FP CB8>?RK9A<9 > 8B@9AG, 69EF< 
BFK9FAGR 8B>G@9AF4J<R. 
'EF4A46?<64FP < >BAH<7GD<DB64FP 4AF<6<DGEAB9 
CDB7D4@@AB9 B59EC9K9A<9, CDB7D4@@AB9 
B59EC9K9A<9 54; 84AAOI, CDB7D4@@AB9 
B59EC9K9A<9 @BA<FBD<A74. 
"59EC9K<64FP ;4M<FG CD< CB8>?RK9A<< > 
<AHBD@4J<BAAB-F9?9>B@@GA<>4J<BAAB= E9F< 
"�AF9DA9F" ED98EF64@< BC9D4J<BAAB= E<EF9@O. 
�=0=8O:  
"EAB6AO9 A4CD46?9A<S 48@<A<EFD<DB64A<S 
>B@CPRF9DAOI E9F9=. 
&<CO E9D69DB6, F9IAB?B7<R ">?<9AF-E9D69D". 
'F<?<FO, HGA>J<<, G84?9AAB9 GCD46?9A<9 
E9D69DB@. 
&9IAB?B7<< 59;BC4EABEF<, CDBFB>B?O 
46FBD<;4J<<, >BAH<89AJ<4?PABEFP < 
59;BC4EABEFP CD< D45BF9 6 Web. 
#BDS8B> <ECB?P;B64A<S >?4EF9DB6. 
#BDS8B> 6;4<@B89=EF6<S D4;?<KAOI 
BC9D4J<BAAOI E<EF9@. 
�?4EE<H<>4J<R CDB7D4@@AB7B B59EC9K9A<S 
E9F96OI F9IAB?B7<=, < B5?4EFP 97B CD<@9A9A<S. 
#BDS8B> < BEAB6O ?<J9A;<DB64A<S CDB7D4@@AB7B 
B59EC9K9A<S. 
"J9A>G EFB<@BEF< CDB7D4@@AB7B B59EC9K9A<S 6 
;46<E<@BEF< BF ECBEB54 < @9EF4 97B 
<ECB?P;B64A<S. 

 

�� 2.3. �ACM9AB6;OBP 
A5>@ 84==OE 8;O 
4=4;874 
8A?>;P7>64=8O 8 
DC=:F8>=8@>64=8O 
?@>7@4<<=>-

B9E=8G9A:8E A@98AB6 
:><?PNB9@=OE A9B99. 
 

#@0:B8G5A:89 >?KB:  
"D74A<;B64FP < CDB6B8<FP @BA<FBD<A7 < 
CB889D:>G E9D69DB6. 
#DB9>F<DB64FP < 6A98DSFP D9L9A<S ;4M<FO 
8BEFGC4 > E9F< (NAP). 

$4EEK<FO64FP EFB<@BEFP ?<J9A;<BAAB7B 
CDB7D4@@AB7B B59EC9K9A<S E9F96B= 
<AHD4EFDG>FGDO. 
"EGM9EF6?SFP E5BD 84AAOI 8?S 4A4?<;4 
<ECB?P;B64A<S < HGA>J<BA<DB64A<S 
CDB7D4@@AB-F9IA<K9E><I ED98EF6 >B@CPRF9DAOI 
E9F9=. 
#?4A<DB64FP < D94?<;B64FP @BA<FBD<A7 E9D69DB6. 
$94?<;B64FP < C?4A<DB64FP D9L9A<S 6OEB>B= 
8BEFGCABEF< 8?S H4=?B6OI E?G:5. 
�A98DSFP <AHD4EFDG>FGDG BF>DOFOI >?RK9=. 
#?4A<DB64FP < D94?<;B6O64FP <AHD4EFDG>FGDG 
E?G:5 GCD46?9A<S CD464@<. 

->;4@9A/8<HH9D9AJ<DB
64AAO= ;4K9F 6 HBD@9 
EB59E98B64A<S: 
CD4>F<K9E>B9 ;484A<9 CB 
CBEFDB9A<R 4?7BD<F@4 6 
EBBF69FEF6<< E 
F9IA<K9E><@ ;484A<9@  

 

 

�4M<F4 BFK9FB6 CB 
CD4>F<K9E><@ < 
?45BD4FBDAO@ D45BF4@ 

 

 

'<5=8O: 
$97<EFD<DB64FP CB8>?RK9A<9 > 8B@9AG, 69EF< 
BFK9FAGR 8B>G@9AF4J<R. 
$4EEK<FO64FP EFB<@BEFP ?<J9A;<BAAB7B 
CDB7D4@@AB7B B59EC9K9A<S E9F96B= 
<AHD4EFDG>FGDO. 
'EF4A46?<64FP < >BAH<7GD<DB64FP 4AF<6<DGEAB9 
CDB7D4@@AB9 B59EC9K9A<9, CDB7D4@@AB9 
B59EC9K9A<9 54; 84AAOI, CDB7D4@@AB9 

 



 

B59EC9K9A<9 @BA<FBD<A74. 
�=0=8O: 
&9IAB?B7<< 59;BC4EABEF<, CDBFB>B?O 
46FBD<;4J<<, >BAH<89AJ<4?PABEFP < 
59;BC4EABEFP CD< D45BF9 6 Web. 
#BDS8B> <ECB?P;B64A<S >?4EF9DB6. 
#BDS8B> 6;4<@B89=EF6<S D4;?<KAOI 
BC9D4J<BAAOI E<EF9@. 
�?7BD<F@ 46FB@4F<;4J<< ;484K B5E?G:<64A<S. 
#BDS8B> @BA<FBD<A74 < A4EFDB=>< 
CDB<;6B8<F9?PABEF<. 
&9IAB?B7<R 6989A<S BFK9FAB= 8B>G@9AF4J<<. 
�?4EE<H<>4J<R CDB7D4@@AB7B B59EC9K9A<S 
E9F96OI F9IAB?B7<=, < B5?4EFP 97B CD<@9A9A<S. 
#BDS8B> < BEAB6O ?<J9A;<DB64A<S CDB7D4@@AB7B 
B59EC9K9A<S. 
"J9A>G EFB<@BEF< CDB7D4@@AB7B B59EC9K9A<S 6 
;46<E<@BEF< BF ECBEB54 < @9EF4 97B 
<ECB?P;B64A<S. 

 

�� 2.4. �ACM9AB6;OBP 
?@>6989=89 
>5=>6;9=8O 
?@>7@4<<=>7> 
>59A?9G9=8O 
>?9@4F8>==OE A8AB9< 
8 ?@8:;48=>7> 
?@>7@4<<=>7> 
>59A?9G9=8O. 
 

#@0:B8G5A:89 >?KB:  
'EF4A46?<64FP Web-E9D69D. 
"D74A<;B6O64FP 8BEFGC > ?B>4?PAO@ < 
7?B54?PAO@ E9FS@. 
%BCDB6B:84FP < >BAFDB?<DB64FP <ECB?P;B64A<9 
CBKFB6B7B E9D69D4, SQL-E9D69D4. 
$4EEK<FO64FP EFB<@BEFP ?<J9A;<BAAB7B 
CDB7D4@@AB7B B59EC9K9A<S E9F96B= 
<AHD4EFDG>FGDO. 
"EGM9EF6?SFP E5BD 84AAOI 8?S 4A4?<;4 
<ECB?P;B64A<S < HGA>J<BA<DB64A<S 
CDB7D4@@AB-F9IA<K9E><I ED98EF6 >B@CPRF9DAOI 
E9F9=. 
#?4A<DB64FP < D94?<;B6O64FP <AHD4EFDG>FGDG 
E?G:5 GCD46?9A<S CD464@<. 

->;4@9A/8<HH9D9AJ<DB
64AAO= ;4K9F 6 HBD@9 
EB59E98B64A<S: 
CD4>F<K9E>B9 ;484A<9 CB 
CBEFDB9A<R 4?7BD<F@4 6 
EBBF69FEF6<< E 
F9IA<K9E><@ ;484A<9@  

 

 

�4M<F4 BFK9FB6 CB 
CD4>F<K9E><@ < 
?45BD4FBDAO@ D45BF4@ 

 

 

'<5=8O: 
$4EEK<FO64FP EFB<@BEFP ?<J9A;<BAAB7B 
CDB7D4@@AB7B B59EC9K9A<S E9F96B= 
<AHD4EFDG>FGDO. 
"59EC9K<64FP ;4M<FG CD< CB8>?RK9A<< > 
<AHBD@4J<BAAB-F9?9>B@@GA<>4J<BAAB= E9F< 
"�AF9DA9F" ED98EF64@< BC9D4J<BAAB= E<EF9@O. 

 

�=0=8O: 
%CBEB5O GEF4AB6>< < GCD46?9A<S E9D69DB@. 
#BDS8B> <ECB?P;B64A<S >?4EF9DB6. 
#BDS8B> 6;4<@B89=EF6<S D4;?<KAOI 
BC9D4J<BAAOI E<EF9@. 
�?7BD<F@ 46FB@4F<;4J<< ;484K B5E?G:<64A<S. 
&9IAB?B7<R 6989A<S BFK9FAB= 8B>G@9AF4J<<. 
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EC9J<4?PAB 6O89?9AAO= C9D<B8 (>BAJ9AFD<DB64AAB). 
 



 

 

2.2. &5<0B8G5A:89 ?;0= 8 A>45@60=85 >1CG5=8S ?> ?@>D5AA8>=0;P=><C <>4C;R 

# .03 1:A?;C0B0F8S >1N5:B>2 A5B52>9 8=D@0AB@C:BC@O 
!08<5=>20=85 
@0745;>2 

?@>D5AA8>=0;P=>3> 
<>4C;S (# ), 

<5648AF8?;8=0@=OE 
:C@A>2 ( ��) 8 B5< 

%>45@60=85 CG51=>3> <0B5@80;0, ;01>@0B>@=O5 @01>BO 8 ?@0:B8G5A:85 70=SB8S, 
:C@A>20S @01>B (?@>5:B) "1N5< G0A>2 
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 244 

 �� 03.01 
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E9F96B= <AHD4EFDG>FGDO 
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&5<0 1.1. ->EC?G4F4J<S 
F9IA<K9E><I ED98EF6 
E9F96B= <AHD4EFDG>FGDO 

%>45@60=85  116 

1.  (<;<K9E><9 4EC9>FO Q>EC?G4F4J<<. (<;<K9E>B9 6@9L4F9?PEF6B 6 <AHD4EFDG>FGDG E9F<. 
2.  �>F<6AB9 < C4EE<6AB9 E9F96B9 B5BDG8B64A<9: >459?PAO9 >4A4?O, >459?P, C4FK-C4A9?<, 

DB;9F><. 
3.  #B?BE4 CDBCGE>4A<S, C4D4;<FA4S A47DG;>4. 
4.  $4EL<DS9@BEFP E9F<.  4ELF45<DG9@BEFP E9F<. �B546?9A<9 BF89?PAOI Q?9@9AFB6 E9F< 

(CB?P;B64F9?9=, >B@CPRF9DB6, CD<?B:9A<=, E?G:5). 
5.  !4D4M<64A<9 8?<AO E97@9AFB6 E9F<; ;4@9A4 EGM9EF6GRM9= 4CC4D4FGDO. 
6.  '69?<K9A<9 >B?<K9EF64 G;?B6 E9F<; G69?<K9A<9 CDBFS:9AABEF< E6S;9= @9:8G 

B5N9>F4@< E9F<. 
7.  &9IA<K9E>4S < CDB9>FA4S 8B>G@9AF4J<S. #4ECBDF F9IA<K9E><I GEFDB=EF6. 
8.  (<;<K9E>4S >4DF4 6E9= E9F<; ?B7<K9E>4S FBCB?B7<S >B@CPRF9DAB= E9F<. 
9.  �?4EE<H<>4J<S D97?4@9AFB6 F9IA<K9E><I BE@BFDB6, F9IA<K9E><9 BE@BFDO B5N9>FB6 

E9F96B= <AHD4EFDG>FGDO. 
10.  #DB69D>4 B5N9>FB6 E9F96B= <AHD4EFDG>FGDO < CDBH<?4>F<K9E><9 D45BFO 

11.  #DB6989A<9 D97G?SDAB7B D9;9D6<DB64A<S. "5E?G:<64A<9 H<;<K9E><I >B@CBA9AFB6; 
>BAFDB?P EBEFBSA<S 4CC4D4FAB7B B59EC9K9A<S; BD74A<;4J<S G84?9AAB7B BCB69M9A<S B 
A9CB?48>4I. 



 

12.  #DB7D4@@AB9 B59EC9K9A<9 @BA<FBD<A74 >B@CPRF9DAOI E9F9= < E9F96OI GEFDB=EF6. 
13.  #DBFB>B? SNMP, 97B I4D4>F9D<EF<><, HBD@4F EBB5M9A<=, A45BD GE?G7. 
14.  �484K< GCD46?9A<S: 4A4?<; CDB<;6B8<F9?PABEF< < A489:ABEF< E9F<. 
15.  "5BDG8B64A<9 8?S 8<47ABEF<>< < E9DF<H<>4J<< >459?PAOI E<EF9@. %9F96O9 @BA<FBDO, 

CD<5BDO 8?S E9DF<H<>4J<< >459?PAOI E<EF9@, >459?PAO9 E>4A9DO < F9EF9DO. 
�01>@0B>@=O5 @01>BO  54 

1.  ";A4>B@?9A<9 E CDB7D4@@B= Virtual Box 
2.  %FDG>FGD<DB64A<9 >459?PAB= E9F< 
3.  %B;84A<9 CB?P;B64F9?9= 6 domain, D984>F<DB64A<9 CB?P;B64F9?9= 6 domain, 

EB;84A<9 C4DB?S CB?P;B64F9?9@ 6 domain. 
4.  %B;84A<9 7DGCCO < D4ECD989?9A<9 CB?P;B64F9?9= CB 7DGCC4@ 6 domain. 
5.  %<EF9@4 CD46 8BEFGC4 
6.  "HBD@?9A<9 F9IA<K9E>B= 8B>G@9AF4J<<, CD46<?4 BHBD@?9A<S 8B>G@9AFB6 
7.  !4EFDB=>4 E9F96B= >4DFO 
8.  'EF4AB6>4 < A4EFDB=>4 H4=9D6B?4 Kerio WinRoute. 
9.  !4EFDB=>4 4CC4D4FAB7B < CDB7D4@@AB7B B59EC9K9A<S E9F< 
10.   BA<FBD<A7 EBEFBSA<S Q?9@9AFB6 E9F< 
11.  %B;84A<9 EI9@O ?B>4?PAB= E9F< 
12.  %>4A<DB64A<9 ?B>4?PAB= E9F< E CDB7D4@@B= LanSurfer 
13.  ->EC?G4F4J<S F9IA<K9E><I ED98EF6 E9F96B= <AHD4EFDG>FGDO (CD<AF9DO, 

>B@CPRF9DO, E9D69DO, >B@@GF4J<BAAB9 B5BDG8B64A<9). 
14.  &9EF<DB64A<9 �459?S 
15.  #DBH<?4>F<K9E>B9 B5E?G:<64A<9 >B@CPRF9D4 
16.  $4EK9F K<E?9AABEF< D45BFA<>B6, ;4ASFOI E9D6<EAO@ B5E?G:<64A<9@ 
17.  �A4?<; E9F96B7B FD4H<>4 
18.  �BAH<7GD4J<S @9:E9F96B7B Q>D4A4 
19.  �ECB?P;B64A<9 E9F96B7B @BA<FBD4 
20. 'EFD4A9A<9 A9CB?48B> E CB@BMPR Ping < PathPing 

 

21. �<47ABEF<>4 IP-CDBFB>B?4 
22. '84?9AAB9 48@<A<EFD<DB64A<9 
23. �BEEF4AB6?9A<9 D45BFBECBEB5ABEF< E9F96B= <AHD4EFDG>FGDO 
24. �6FBD<;4J<S CB8>?RK9A<= G84?9AAB7B 8BEFGC4 



 

25. �<EC9FK9D ;484K 
26. �ECB?P;B64A<9 >BAEB?< «#DB<;6B8<F9?PABEF<» 

 

&5<0 1.2. ->EC?G4F4J<S 
E<EF9@ IP-F9?9HBA<< 

%>45@60=85  86 

1.  !4EFDB=>4 H.323. "C<E4A<9 H.323 < B5M<9 D9>B@9A84J<<. (GA>J<BA4?PAO9 
>B@CBA9AFO H.323.'EF4AB6>4 < CB889D:>4 EB98<A9A<S H.323. %B98<A9A<S 59; < E 
<ECB?P;B64A<9@ GateKeeper. %B98<A9A<S E <ECB?P;B64A<9@ A9E>B?P><I GateKeeper. 
 AB7BCB?P;B64F9?PE><9 >BAH9D9AJ<<. "59EC9K9A<9 BF>4;BGEFB=K<6BEF<. 

2.  !4EFDB=>4 SIP. "C<E4A<9 < B5M<9 D9>B@9A84J<<. &9IAB?B7<S SIP < E6S;4AAO9 E A9= 
EF4A84DFO. (GA>J<BA4?PAO9 >B@CBA9AFO SIP. %BB5M9A<S SIP. �8D9E4J<S SIP.  B89?P 
GEF4AB6?9A<S EB98<A9A<S. #?4A<DB64A<9 BF>4;BGEFB=K<6BEF<. 

3.  'EF4AB6>4 < <AEF4??SJ<S CDB7D4@@AB7B >B@@GF4FBD4.  BAF4:AO9 CDBJ98GDO. 
#DBJ98GDO <AEF4??SJ<<. 'CD46?9A<9 4CC4D4FAO@< ED98EF64@< < CBDF4@<. #DBFB>B?O 
GCD46?9A<S MGCP, H.248. %B;84A<9 4A4?B7B6OI 45BA9AFB6. �AGFD<EF4AJ<BAA4S 
@4DLDGF<;4J<S. 

4.  'CD46?9A<9 CDB7D4@@AO@ >B@@GF4FBDB@.  4DLDGF<;4J<S. �DGCCO EB98<A<F9?PAOI 
?<A<=. #B8>?RK9A<9 EF4AJ<= E TDM (45BA9AFE><= 8BEFGC TDM). %<7A4?<;4J<S SIP, 
SIP-T, H.323 < SIGTRAN. IP 

-45BA9AFO. �DGCCO 45BA9AFB6. �BCB?A<F9?PAO9 45BA9AFE><9 GE?G7<. 
5.  "D74A<;4J<S Q>EC?G4F4J<< E<EF9@ IP-F9?9HBA<<. &9IA<K9E>B9 B5E?G:<64A<9, 

C?4AB6O= F9>GM<= D9@BAF, C?4AB6O= >4C<F4?PAO= D9@BAF, 6A9C?4AB6O= D9@BAF. 
6.  �BEEF4AB6?9A<9 D45BFO E9F< CBE?9 464D<<. %I9@O CBE?9464D<=AB7B 6BEEF4AB6?9A<S 

D45BFBECBEB5ABEF< E9F<, F9IA<K9E>4S < CDB9>FA4S 8B>G@9AF4J<S, ECBEB5O D9;9D6AB7B 
>BC<DB64A<S 84AAOI, CD<AJ<CO D45BFO ID4A<?<M 84AAOI; 

�01>@0B>@=O5 @01>BO  46 

1.   BA<FBD<A7 E9F96B7B FD4H<>4 E CB@BMPR GF<?<F4 Netstst 
2.  �O5BD >B@@GF4J<BAAB7B B5BDG8B64A<S 
3.  #DB>?48>4 >459?S UTP 
4.  "J9ABKAB9 F9EF<DB64A<9 CDB7D4@@AB7B CDB8G>F4 
5.   9I4A<;@O D9;9D6AB7B >BC<DB64A<S 84AAOI 6 BC9D4J<BAAB= E<EF9@9 

Windows 2003 Serve  
6.  "C9D4J<< CB 6BEEF4AB6?9A<R 84AAOI 
7.  "D74A<;4J<S CB 59ECDB6B8AB= D45BF9 E<EF9@O CB D9;9D6AB@G >BC<DB64A<R 
8.  !4K4?PAB9 ;A4>B@EF6B E ID4A<?<M4@< 84AAOI 
9.  %B;84A<9 ;4CDBEB6 E CB@BMPR MDX 



 

10.  #BE?9464D<=AB9 6BEEF4AB6?9A<9 D45BFBECBEB5ABEF< E9F< 
11.  $4;D45BF>4 C?4A4 6BEEF4AB6?9A<S CBE?9 464D<< 
12.  �ECB?P;B64A<9 D984>FBD4 D99EFD4 BC9D4J<BAAB= E<EF9@O Windows. 

"CF<@<;4J<S D45BFO Windows. 
13.  %D98EF64 GEFD4A9A<S A9<ECD46ABEF9= 6 NCP/IP 
14.  &9EF<DB64A<9 #� ED98EF64@< "% 
15.  #DB7D4@@A4S 8<47ABEF<>4 A9<ECD46ABEF9= 
16.   9FB8O F9EF<DB64A<S 4CC4D4FAOI ED98EF6 #� 
17.  $4;D9L9A<S >BAH?<>FB6 4CC4D4FAOI ED98EF6 #� 

 
18.  �CC4D4FA4S 8<47ABEF<>4 A9<ECD46ABEF9=  

19.   9?><= D9@BAF C9D<H9D<=AB7B B5BDG8B64A<S. 
%0<>AB>SB5;P=0S @01>B0 ?@8 87CG5=88 @0745;0  

1. %<EF9@4F<K9E>4S CDBD45BF>4 >BAEC9>FB6 ;4ASF<=, GK95AB= < EC9J<4?PAB= F9IA<K9E>B= ?<F9D4FGDO. 
2. �BAEC9>F<DB64A<9 F9>EF4, D45BF4 EB E?B64DS@< < ECD46BKA<>4@<, B;A4>B@?9A<9 E ABD@4F<6AO@< 8B>G@9AF4@<, 
GK95AB-<EE?98B64F9?PE>4S D45BF4 CD< E4@B@ L<DB>B@ <ECB?P;B64A<< �AF9DA9F4 < 8DG7<I IT-F9IAB?B7<=. 
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�>=AC;PB0F88 6 

"1S70B5;P=0S 0C48B>@=0S CG51=0S =03@C7:0 ?> :C@A>2><C ?@>5:BC  30 

#@8<5@=0S B5<0B8:0 :C@A>2OE ?@>5:B>2  
1. �4M<F4 <AHBD@4J<BAAOI CDBJ9EEB6 6 >B@CPRF9DAOI E<EF9@4I. 
2. �OD45BF>4 < D94?<;4J<S E9F96B= CB?<F<><, A4EFDB=>4 F9?9>B@@GA<>4J<BAAB7B B5BDG8B64A<S ?B>4?PAB= 
6OK<E?<F9?PAB= E9F< B5D4;B64F9?PAB7B GKD9:89A<S. 

3. �OD45BF>4 < D94?<;4J<S E9F96B= CB?<F<><, A4EFDB=>4 F9?9>B@@GA<>4J<BAAB7B B5BDG8B64A<S ?B>4?PAB= 
6OK<E?<F9?PAB= E9F< FGD<EF<K9E>B= >B@C4A<<. 

4. �OD45BF>4 < D94?<;4J<S E9F96B= CB?<F<><, A4EFDB=>4 F9?9>B@@GA<>4J<BAAB7B B5BDG8B64A<S ?B>4?PAB= 
6OK<E?<F9?PAB= E9F< EFD4IB6B= >B@C4A<<. 

5. �OD45BF>4 < D94?<;4J<S E9F96B= CB?<F<><, A4EFDB=>4 F9?9>B@@GA<>4J<BAAB7B B5BDG8B64A<S ?B>4?PAB= 
6OK<E?<F9?PAB= E9F< EFDB<F9?PAB= >B@C4A<< 

6. �OD45BF>4 < D94?<;4J<S E9F96B= CB?<F<><, A4EFDB=>4 F9?9>B@@GA<>4J<BAAB7B B5BDG8B64A<S ?B>4?PAB= 
6OK<E?<F9?PAB= E9F< D9>?4@AB= >B@C4A<<. 

7. "59EC9K9A<9 59;BC4EABEF< �% 4CF9KAB= E9F< 

8. "59EC9K9A<9 59;BC4EABEF< EFDG>FGD<DB64AAB= �% GK95AB7B ;46989A<S  
9. "59EC9K9A<9 59;BC4EABEF< �% 74;B6B= >B@C4A<< 

10. "59EC9K9A<9 59;BC4EABEF< �% EFDB<F9?PAB= >B@C4A<<  
11. "59EC9K9A<9 59;BC4EABEF< �% H<?<4?4 A9HFSAB= >B@C4A<<  
12. "59EC9K9A<9 59;BC4EABEF< �% 5GI74?F9D<< CD98CD<SF<S  

30 



 

13. "59EC9K9A<9 59;BC4EABEF< �% FBD7B6B7B J9AFD4 
14. "59EC9K9A<9 59;BC4EABEF< �% FD4AECBDFAB= >B@C4A<<  
15. "59EC9K9A<9 59;BC4EABEF< �% CDB9>FAB-@BAF4:AB= BD74A<;4J<< 

$0745; 2. �57>?0A=>ABP 
:><?PRB5@=OE A5B59 

 78 
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�9;BC4EABEFP 
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&5<0 2.1. �9;BC4EABEFP 
>B@CPRF9DAOI E9F9= 

 

%>45@60=85  76 

1. (C=40<5=B0;P=O5 ?@8=F8?O 157>?0A=>9 A5B8  
%B6D9@9AAO9 G7DB;O E9F96B= 59;BC4EABEF<. �<DGEO, K9D6< < FDBSAE><9 >BA<.  9FB8O 
4F4>. 

2. �57>?0A=>ABP %5B52OE CAB@>9AB2 OSI  
�9;BC4EAO= 8BEFGC > GEFDB=EF64@. !4;A4K9A<9 48@<A<EFD4F<6AOI DB?9=.  BA<FBD<A7 
< GCD46?9A<9 GEFDB=EF64@<. �ECB?P;B64A<9 HGA>J<S 46FB@4F<;<DB64AAB= A4EFDB=>< 
59;BC4EABEF<. 

3. �2B>@870F8S, 0CB5=B8D8:0F8S 8 CG5B 4>ABC?0 (���)  
%6B=EF64 ���. �B>4?PA4S ��� 4GF9AF<H<>4J<S. Server-based ��� 

4. $50;870F8S B5E=>;>389 1@0=4<0CQ@0  
ACL. &9IAB?B7<S 5D4A8@4GQD4. �BAF9>EFAO= >BAFDB?P 8BEFGC4 (CBAC). #B?<F<>< 
5D4A8@4GQD4, BEAB64AAO9 A4 ;BA4I. 

5. $50;870F8S B5E=>;>389 ?@54>B2@0M5=8S 2B>@65=8S  
IPS F9IAB?B7<<. IPS E<7A4FGDO. $94?<;4J<S IPS. #DB69D>4 < @BA<FBD<A7 IPS 

6. �57>?0A=>ABP ;>:0;P=>9 A5B8  
"59EC9K9A<9 59;BC4EABEF< CB?P;B64F9?PE><I >B@CPRF9DB6. %BB5D4:9A<S CB 
59;BC4EABEF< 6FBDB7B GDB6AS (Layer-2). �BAH<7GD4J<S 59;BC4EABEF< 6FBDB7B GDB6AS. 
�9;BC4EABEFP 59ECDB6B8AOI E9F9=, VoIP < SAN 

7. �@8?B>3@0D8G5A:85 A8AB5<O  
�D<CFB7D4H<K9E><9 E9D6<EO. �4;B64S J9?BEFABEFP < 4GF9AF<KABEFP. 
�BAH<89AJ<4?PABEFP. �D<CFB7D4H<S BF>DOFOI >?RK9=. 

8. $50;870F8S B5E=>;>389 VPN  
VPN. GRE VPN. �B@CBA9AFO < HGA>J<BA<DB64A<9 IPSec VPN. $94?<;4J<S Site-to-site 

IPSec VPN E <ECB?P;B64A<9@ CLI. $94?<;4J<S Site-to-site IPSec VPN E <ECB?P;B64A<9@ 
CCP. $94?<;4J<S Remote-access VPN 

9. '?@02;5=85 157>?0A=>9 A5BPR  



 

#D<AJ<CO 59;BC4EABEF< E9F96B7B 8<;4=A4. �9;BC4EA4S 4DI<F9>FGD4. 'CD46?9A<9 
CDBJ9EE4@< < 59;BC4EABEFP. &9EF<DB64A<9 E9F< A4 GS;6<@BEF<. !9CD9DO6ABEFP 5<;A9E4, 
C?4A<DB64A<9 6BEEF4AB6?9A<S 464D<=AOI E<FG4J<=. �<;A9AAO= J<>? E9F< < 
C?4A<DB64A<9. $4;D45BF>4 D97?4@9AFB6 >B@C4A<< < CB?<F<> 59;BC4EABEF<. 

10. Cisco ASA  

�6989A<9 6 �84CF<6AB9 GEFDB=EF6B 59;BC4EABEF< ASA. �BAH<7GD4J<S H4<D6B?4 A4 
54;9 ASA E <ECB?P;B64A<9@ 7D4H<K9E>B7B <AF9DH9=E4 ASDM. �BAH<7GD4J<S VPN A4 
54;9 ASA E <ECB?P;B64A<9@ 7D4H<K9E>B7B <AF9DH9=E4 ASDM. 

�01>@0B>@=O5 @01>BO  20 

1. %BJ<4?PA4S <A:9A9D<S 
2. �EE?98B64A<9 E9F96OI 4F4> < <AEFDG@9AFB6 CDB69D>< ;4M<FO E9F< 

3. !4EFDB=>4 59;BC4EAB7B 8BEFGC4 > @4DLDGF<;4FBDG 
4. "59EC9K9A<9 48@<A<EFD4F<6AB7B 8BEFGC4 AAA < E9D69D4 Radius 

5. !4EFDB=>4 CB?<F<>< 59;BC4EABEF< 5D4A8@4GQDB6 
6. !4EFDB=>4 E<EF9@O CD98BF6D4M9A<S 6FBD:9A<= (IPS) 

7. !4EFDB=>4 59;BC4EABEF< A4 6FBDB@ GDB6A9 A4 >B@@GF4FBD4I 

8. �EE?98B64A<9 @9FB8B6 L<HDB64A<S 
9. !4EFDB=>4 Site-to-SiteVPN <ECB?P;GS <AF9DH9=E >B@4A8AB= EFDB>< < L?R; 

59;BC4EABEF< ASA CBED98EF6B@ ASDM 

10. �4;B64S A4EFDB=>4 L?R;4 59;BC4EABEF< ASA < A4EFDB=>4 5D4A8@4GQDB6 <ECB?P;GS 
ASDM < <AF9DH9=E >B@4A8AB= EFDB>< 

%0<>AB>SB5;P=0S @01>B0 ?@8 87CG5=88 @0745;0 
1. #DB9>FAO9 HBD@O D45BFO, CB87BFB6>4 EBB5M9A<= > 6OEFGC?9A<R A4 E9@<A4D4I < >BAH9D9AJ<SI; CB87BFB6>4 
D9H9D4FB6, 8B>?48B6. 
2.#B87BFB6>4 > ?45BD4FBDAO@ < CD4>F<K9E><@ D45BF4@ E <ECB?P;B64A<9@ @9FB8<K9E><I D9>B@9A84J<= CD9CB8464F9?S, 
BHBD@?9A<9 ?45BD4FBDAB-CD4>F<K9E><I D45BF, BFKUFB6 < CB87BFB6>4 > <I ;4M<F9 

2 

'G51=0S ?@0:B8:0 (?> ?@>D8;R A?5F80;P=>AB8) 
�84O @01>B 
1. !4EFDB=>4 CD46 8BEFGC4. 
2. "HBD@?9A<9 F9IA<K9E>B= 8B>G@9AF4J<<, CD46<?4 BHBD@?9A<S 8B>G@9AFB6. 
3. !4EFDB=>4 4CC4D4FAB7B < CDB7D4@@AB7B B59EC9K9A<S E9F<.  
4. !4EFDB=>4 E9F96B= >4DFO, <@S >B@CPRF9D4, D45BK4S 7DGCC4, 66989A<9 >B@CPRF9D4 6 domain. 

5. #DB7D4@@A4S 8<47ABEF<>4 A9<ECD46ABEF9=. 
6. �CC4D4FA4S 8<47ABEF<>4 A9<ECD46ABEF9=. 
7. #B<E> A9<ECD46ABEF9= F9IA<K9E><I ED98EF6.  
8. �OCB?A9A<9 89=EF6<= CB GEFD4A9A<R A9<ECD46ABEF9=. 
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9. �ECB?P;B64A<9 4>F<6AB7B, C4EE<6AB7B B5BDG8B64A<S E9F<. 
10. 'EFD4A9A<9 C4D4;<F<DGRM9= A47DG;>< 6 E9F<. 
11. #BEFDB9A<9 H<;<K9E>B= >4DFO ?B>4?PAB= E9F<. 
#@>872>4AB25==0S ?@0:B8:0 (?> ?@>D8;R A?5F80;P=>AB8) 
�84O @01>B 
1. 'EF4AB6>4 A4 E9D69DO < D45BK<9 EF4AJ<<: BC9D4J<BAAO9 E<EF9@O < A9B5IB8<@B9 8?S D45BFO CDB7D4@@AB9 
B59EC9K9A<9. 
2. "EGM9EF6?9A<9 >BAH<7GD<DB64A<S CDB7D4@@AB7B B59EC9K9A<S A4 E9D69D4I < D45BK<I EF4AJ<SI. 
3. #B889D:>4 6 D45BFBECBEB5AB@ EBEFBSA<< CDB7D4@@AB9 B59EC9K9A<9 E9D69DB6 < D45BK<I EF4AJ<=. 
4. $97<EFD4J<S CB?P;B64F9?9= ?B>4?PAB= E9F< < CBKFB6B7B E9D69D4, A4;A4K49F <89AF<H<>4FBDO < C4DB?<. 
5. 'EF4AB6>4 CD46 8BEFGC4 < >BAFDB?P <ECB?P;B64A<S E9F96OI D9EGDEB6. 
6. "59EC9K9A<9 E6B96D9@9AAB7B >BC<DB64A<S, 4DI<6<DB64A<S < D9;9D6<DB64A<S 84AAOI. 
7. #D<ASF<9 @9D CB 6BEEF4AB6?9A<R D45BFBECBEB5ABEF< ?B>4?PAB= E9F< CD< E5BSI <?< 6OIB89 <; EFDBS E9F96B7B 
B5BDG8B64A<S. 
8. �OS6?9A<9 BL<5B> CB?P;B64F9?9= < CDB7D4@@AB7B B59EC9K9A<S < CD<ASF<9 @9D CB <I <ECD46?9A<R. 
9. #DB6989A<9 @BA<FBD<A74 E9F<, D4;D454FO64FP CD98?B:9A<S CB D4;6<F<R <AHD4EFDG>FGDO E9F<. 
10. "59EC9K9A<9 E9F96B= 59;BC4EABEF< (;4M<FG BF A9E4A>J<BA<DB64AAB7B 8BEFGC4 > <AHBD@4J<<, CDBE@BFD4 <?< 
<;@9A9A<S E<EF9@AOI H4=?B6 < 84AAOI), 59;BC4EABEFP @9:E9F96B7B 6;4<@B89=EF6<S. 
11. "EGM9EF6?9A<9 4AF<6<DGEAB= ;4M<FO ?B>4?PAB= 6OK<E?<F9?PAB= E9F<, E9D69DB6 < D45BK<I EF4AJ<=. 
12. �B>G@9AF<DB64A<9 6E9I CDB<;6989AAOI 89=EF6<=. 
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�20;8D8:0F8>==O9 Q:70<5= 6 

�A53>: 652 



 

3. '%�"��/ $������*�� #$"�$�  /  
#$"(�%%�"!��0!"�"  "�'�/ 

3.1. �;S @50;870F88 ?@>3@0<<O ?@>D5AA8>=0;P=>3> <>4C;S 4>;6=O 1OBP 
?@54CA<>B@5=O A;54CRM85 A?5F80;P=O5 ?><5M5=8S: 
�45BD4FBD<< «->EC?G4F4J<< B5N9>FB6 E9F96B= <AHD4EFDG>FGDO». 

"5BDG8B64A<9: 
" 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S (4CC4D4FAB9 
B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, BC9D4F<6A4S 
C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 CDB7D4@@AB9 B59EC9K9A<9: 
BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F BH<EAOI CDB7D4@@, C4>9F %�#$); 

" &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< D4;?<KAB7B 
F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S >459?S, >DBEE-AB:<, 
>DBEE-C4A9?<; 

" #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
" !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 48@<A<EFD<DB64A<S 
E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

" %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, 8-I 
S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4@SFP B5N9@B@ A9 
@9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, CDB7D4@@AB9 
B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, ?<J9A;<BAAO9 
4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 6BEEF4AB6?9A<S 84AAOI, 
?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

" &9IA<K9E><9 ED98EF64 B5GK9A<S: 
" �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

" �AF9D4>F<6A4S 8BE>4 
" #DB9>FBD 
 

"5BDG8B64A<9 @4EF9DE>B= < D45BK<I @9EF @4EF9DE>B=: 
12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S (4CC4D4FAB9 

B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core i3, BC9D4F<6A4S C4@SFP 
B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 CDB7D4@@AB9 B59EC9K9A<9: 
BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F BH<EAOI CDB7D4@@, C4>9F %�#$); 

" &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< 
D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S >459?S, >DBEE-
AB:<, >DBEE-C4A9?<; 

" &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< 
D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S >459?S, >DBEE-
AB:<, >DBEE-C4A9?<; 

" #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
" !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

" %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, 
8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4@SFP B5N9@B@ A9 
@9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, CDB7D4@@AB9 B59EC9K9A<9: 



 

Windows Server 2012 <?< 5B?99 AB64S 69DE<S, ?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, 
?<J9A;<BAAO9 CDB7D4@@O 6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 
6<DFG4?<;4J<<).   

" &9IA<K9E><9 ED98EF64 B5GK9A<S: 
" �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

" �AF9D4>F<6A4S 8BE>4 
" #DB9>FBD  
"5BDG8B64A<9 ?45BD4FBD<< < D45BK<I @9EF ?45BD4FBD<<: 

" 12 >B@CPRF9DB6 GK4M<IES < 1 >B@CPRF9D CD9CB8464F9?S;  
" &<CB6B9 4>F<6AB9 B5BDG8B64A<9: E9F96O9 @4DLDGF<;4FBDO, E9F96O9 
>B@@GF4FBDO, E9F96O9 ID4A<?<M4, E9F96O9 @B8G?< < FD4AE<69DO, L4EE< < 
5?B>< C<F4A<S, L?R;O VPN, CD<AFE9D69DO, IP 3 >4@9DO, @98<4-
>BA69DF9DO, E9F96O9 484CF9DO < >4DFO, E9F96O9 >BAFDB??9DO, 
B5BDG8B64A<9 xDSL, 4A4?B7B6O9 @B89@O, >B@@GF4J<BAAO9 C4A9?<, 
59ECDB6B8AO9 @4DLDGF<;4FBDO, 59ECDB6B8AO9 CD<AF-E9D69DO, FBK>< 
8BEFGC4 WiFi, WiFi 3 484CF9DO,  

" Bluetooth 3 484CF9DO, KVM->B@@GF4FBDO, KVM-484CF9DO, VoIP 
@4DLDGF<;4FBDO, VoIP484CF9DO; 

" #D<@9D CDB9>FAB= 8B>G@9AF4J<<;  
" !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 
48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF<. 

 

&D95B64A<S > BEA4M9A<R 54; CD4>F<>. 
$94?<;4J<S B5D4;B64F9?PAB= CDB7D4@@O CD98CB?4749F B5S;4F9?PAGR GK95AGR < 

CDB<;6B8EF69AAGR CD4>F<>G. 
'K95A4S CD4>F<>4 D94?<;G9FES 6 @4EF9DE><I CDBH9EE<BA4?PAB= B5D4;B64F9?PAB= 

BD74A<;4J<< < FD95G9F A4?<K<S B5BDG8B64A<S, <AEFDG@9AFB6, D4EIB8AOI @4F9D<4?B6, 
B59EC9K<64RM<I 6OCB?A9A<9 6E9I 6<8B6 D45BF, BCD989?9AAOI EB89D:4A<9@ (�"% 
%#", 6 FB@ K<E?9 B5BDG8B64A<S < <AEFDG@9AFB6, <ECB?P;G9@OI CD< CDB6989A<< 
K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 <AHD4EFDG>FGDAOI ?<EF4I >BA>GDEAB= 
8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< «39 IT Network Systems Administration» 
>BA>GDEAB7B 86<:9A<S « B?B8O9 CDBH9EE<BA4?O» (WorldSkills). 

 

3.2. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8S 

#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;P=>9 ;8B5@0BC@O 

�?S D94?<;4J<< CDB7D4@@O 5<5?<BF9KAO= HBA8 B5D4;B64F9?PAB= BD74A<;4J<< 
8B?:9A <@9FP C9K4FAO9 </<?< Q?9>FDBAAO9 B5D4;B64F9?PAO9 < <AHBD@4J<BAAO9 
D9EGDEO, D9>B@9A8G9@O9 8?S <ECB?P;B64A<S 6 B5D4;B64F9?PAB@ CDBJ9EE9. 
3.2.1. #5G0B=O5 8740=8S 

1. !4;4DB6 �.�.,  9?PA<>B6 �.#., �GCD<SAB6 �.�. ->EC?G4F4J<S B5N9>FB6 
E9F96B= <AHD4EFDG>FGDO "�& «�>489@<S».  2017.  

 

3.2.2. 1;5:B@>==O5 8740=8S (Q;5:B@>==O5 @5AC@AO) 
1. �4E<A, !. !. "59EC9K9A<9 59;BC4EABEF< E9F9= A4 @4DLDGF<;4FBD4I < 
>B@@GF4FBD4I : @9FB8<K9E><9 G>4;4A<S CB CDB6989A<R ?45BD4FBDAOI D45BF / !. 



 

!. �4E<A. 4 %4@4D4 : #B6B?:E><= 7BEG84DEF69AAO= GA<69DE<F9F 
F9?9>B@@GA<>4J<= < <AHBD@4F<><, 2017. 4 24 c. 4 ISBN 2227-8397. 4 &9>EF : 
Q?9>FDBAAO= // -?9>FDBAAB-5<5?<BF9KA4S E<EF9@4 IPR BOOKS : [E4=F]. 4 URL: 

http://www.iprbookshop.ru/71860.html  

2. �B:A<>B6, #. %. "59EC9K9A<9 59;BC4EABEF< E9F96B= <AHD4EFDG>FGDO A4 
BEAB69BC9D4J<BAAOI E<EF9@ Microsoft : CD4>F<>G@ / #. %. �B:A<>B6, �.  . 
 <I4=?B6. 4  BE>64, %4D4FB6 : �AF9DA9F-'A<69DE<F9F �AHBD@4J<BAAOI 
&9IAB?B7<= (�!&'�&), �G;B6E>B9 B5D4;B64A<9, 2017. 4 264 c. 4 ISBN 978-5-

4487-0080-4. 4 &9>EF : Q?9>FDBAAO= // -?9>FDBAAB-5<5?<BF9KA4S E<EF9@4 IPR 
BOOKS : [E4=F]. 4 URL: http://www.iprbookshop.ru/67389.html 

3. "EAB6O CBEFDB9A<S E9F9= C4>9FAB= >B@@GF4J<< /�4E<A !.  
http://www.intuit.ru/studies/courses/ 3645/887/info 

4. %OEB96, -. �. �8@<A<EFD<DB64A<9 >B@CPRF9DAOI E9F9= : GK95AB9 CBEB5<9 / -. 
�. %OEB96, �. �. &9D9IB6, �. �. �GDJ964. 4 &4@5B6 : &4@5B6E><= 
7BEG84DEF69AAO= F9IA<K9E><= GA<69DE<F9F, -�% �%�, 2020. 4 79 c. 4 ISBN 

978-5-8265-1802-1. 4 &9>EF : Q?9>FDBAAO= // -?9>FDBAAB-5<5?<BF9KA4S E<EF9@4 
IPR BOOKS : [E4=F]. 4 URL: http://www.iprbookshop.ru/85916.html 

 

 

3.2.3. �>?>;=8B5;P=O5 8AB>G=8:8  
1. �G5AB6 �.�. "EAB6O <AHBD@4J<BAAB= 59;BC4EABEF<: GK95. CBEB5<9 8?S EFG8. 
GKD9:89A<= ED98. CDBH. B5D4;B64A<S 3  .: �;84F9?PE><= J9AFD «�>489@<S», 
2017. 3 256 E. 
2. �BEFDB6 �.�. %9F< < E<EF9@O C9D984K< <AHBD@4J<<: GK95A<> 8?S EFG8. 
GKD9:89A<= ED98. CDBH. B5D4;B64A<S 3  .: �;84F9?PE><= J9AFD «�>489@<S», 
2019. 3 288 E. 
 

 



 

4.�"!&$"�0 � "*�!�� $��'�0&�&"� "%�"�!�/ 
#$"(�%%�"!��0!"�"  "�'�/ 

 (���� #$"(�%%�"!��0!"� ��/&��0!"%&�) 

�>4 8 =08<5=>20=85 
?@>D5AA8>=0;P=OE 8 
>1M8E :><?5B5=F89, 
D>@<8@C5<OE 2 
@0<:0E <>4C;S 

 

�@8B5@88 >F5=:8 

 

 5B>4O >F5=:8 

#� 3.1.  "EGM9EF6?SFP 
CDB9>F<DB64A<9 
E9F96B= 
<AHD4EFDG>FGDO. 

#@0:B8G5A:89 >?OB:  

'<5=8S:  
2 F9EF<DB64FP >459?< < 
>B@@GA<>4J<BAAO9 
GEFDB=EF64; 

2 BC<EO64FP >BAJ9CJ<< 
E9F96B= 59;BC4EABEF<; 

2 BC<EO64FP EB6D9@9AAO9 
F9IAB?B7<< < 
4DI<F9>FGDO 
59;BC4EABEF<; 

2 BC<EO64FP D4;?<KAO9 
@9FB8O E<7A4?<;4J<< 
8?S 6A98D9A<S 6 
F9?9HBAAO9 E9F< @9:8G 
BH<EAO@< �&% < 
7BDB8E><@< �&%, @9:8G 
�&% D4;AOI BH<EB6; 

2 BC<EO64FP 
I4D4>F9D<EF<>< < 
Q?9@9AFO >BAH<7GD4J<< 
QF4CB6 VoIP ;6BA>4. 

->;4@9A/;4K9F 6 HBD@9 
EB59E98B64A<S: 
CD4>F<K9E>B9 ;484A<9 
CB CBEFDB9A<R 
4?7BD<F@4 6 
EBBF69FEF6<< E 
F9IA<K9E><@ ;484A<9@  
 

 

�4M<F4 BFK9FB6 CB 
CD4>F<K9E><@ < 
?45BD4FBDAO@ D45BF4@ 

 

�=0=8S: 
2 4DI<F9>FGDG < HGA>J<< 

E<EF9@ GCD46?9A<S 
E9FS@<, EF4A84DFO 

E<EF9@ GCD46?9A<S; 
2 ;484K< GCD46?9A<S: 
2 4A4?<; 
CDB<;6B8<F9?PABEF< < 

A489:ABEF<,  
2 GCD46?9A<9 
59;BC4EABEFPR, GK9F 
FD4H<>4, GCD46?9A<9 

2 >BAH<7GD4J<9=; 



 

2 CD46<?4 Q>EC?G4F4J<< 

F9IA<K9E><I ED98EF6 
E9F96B= 

<AHD4EFDG>FGDO; 
2 @9FB8O GEFD4A9A<S 
2 A9<ECD46ABEF9= 6 
F9IA<K9E><I ED98EF64I, 

2 EI9@O CBE?9464D<=AB7B 
6BEEF4AB6?9A<S 
D45BFBECBEB5ABEF< E9F<, 

2 F9IA<K9E>GR < 

CDB9>FAGR 

8B>G@9AF4J<R 

 

#� 3.2. "5E?G:<64FP 
E9F96O9 >BAH<7GD4J<< 
CDB7D4@@AB-
4CC4D4FAOI ED98EF6. 

'<5=8S:  
2 A45?R84FP ;4 FD4H<>B@, 
6OCB?ASFP BC9D4J<< 
D9;9D6AB7B >BC<DB64A<S 
< 6BEEF4AB6?9A<S 
84AAOI; 

2 GEF4A46?<64FP, 
F9EF<DB64FP < 
Q>EC?G4F<DB64FP 
<AHBD@4J<BAAO9 
E<EF9@O, EB7?4EAB 
F9IA<K9E>B= 
8B>G@9AF4J<<, 
B59EC9K<64FP 

2 4AF<6<DGEAGR ;4M<FG; 
2 6OCB?ASFP @BA<FBD<A7 < 
4A4?<; D45BFO ?B>4?PAB=   
E9F< E CB@BMPR 
CDB7D4@@AB  4CC4D4FAOI 
ED98EF6 

->;4@9A/;4K9F 6 HBD@9 
EB59E98B64A<S: 
CD4>F<K9E>B9 ;484A<9 
CB CBEFDB9A<R 
4?7BD<F@4 6 
EBBF69FEF6<< E 
F9IA<K9E><@ ;484A<9@  
 

 

�4M<F4 BFK9FB6 CB 
CD4>F<K9E><@ < 
?45BD4FBDAO@ D45BF4@ 

 

�=0=8S: 
2 ;484K< GCD46?9A<S: 
4A4?<; 
CDB<;6B8<F9?PABEF< < 

A489:ABEF<, GCD46?9A<9 
59;BC4EABEFPR, GK9F 
FD4H<>4, GCD46?9A<9 
>BAH<7GD4J<9=;  

2 >?4EE<H<>4J<R 

D97?4@9AFB6, CBDS8B> 



 

F9IA<K9E><I BE@BFDB6, 
CDB69DB> <  
CDBH<?4>F<K9E><I 
D45BF; 

2 D4EL<D9A<9 EFDG>FGDO, 
@9FB8O < ED98EF64 
8<47ABEF<>< 
A9<ECD46ABEF9= 
F9IA<K9E><I ED98EF6 < 

E9F96B= EFDG>FGDO. 
#� 3.3. "EGM9EF6?SFP 
;4M<FG <AHBD@4J<< 6 
E9F< E <ECB?P;B64A<9@ 
CDB7D4@@AB-
4CC4D4FAOI ED98EF6. 

'<5=8S: 
2 BC<EO64FP >BAJ9CJ<< 
E9F96B= 59;BC4EABEF<; 

2 BC<EO64FP EB6D9@9AAO9 
F9IAB?B7<< < 
4DI<F9>FGDO 
59;BC4EABEF<; 

2 BC<EO64FP D4;?<KAO9 
@9FB8O E<7A4?<;4J<< 
8?S 6A98D9A<S 6 
F9?9HBAAO9 E9F< @9:8G 
BH<EAO@< �&% < 
7BDB8E><@< �&%, @9:8G 
�&% D4;AOI BH<EB6; 

2 BC<EO64FP 
I4D4>F9D<EF<>< < 
Q?9@9AFO >BAH<7GD4J<< 
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>B@@GA<>4J<BAAOI F9IAB?B7<= CD< A4?<K<< ED98A97B (CB?AB7B) B5M97B 
B5D4;B64A<S. 

1.2. &5;8 8 7040G8 CG51=>9 ?@0:B8:8 3 B@51>20=8S : @57C;PB0B0< 
>A2>5=8S CG51=>9 ?@0:B8:8: 

"EAB6AB= J9?PR GK95AB= CD4>F<>< S6?S9FES G7?G5?9A<9 < ;4>D9C?9A<9 
F9BD9F<K9E><I ;A4A<=, CB?GK9AAOI 6 CDBJ9EE9 B5GK9A<S; ;4>D9C?9A<9 < 
EB69DL9AEF6B64A<9 B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<=; CD<B5D9F9A<9 
A9B5IB8<@OI CDBH9EE<BA4?PAOI A46O>B6 D45BFO 6 EBBF69FEF6GRM<I 
GKD9:89A<SI 6 D4@>4I CDBH9EE<BA4?PAB7B @B8G?S # .01 �OCB?A9A<9 D45BF CB 
CDB9>F<DB64A<R E9F96B= <AHD4EFDG>FGDO. 

�484K4@< GK95AB= CD4>F<>< S6?SRFES: 
2 ;4>D9C?9A<9  F9BD9F<K9E><I ;A4A<=, CB?GK9AAOI  6 CDBJ9EE9 B5GK9A<S; 
2 CB?GK9A<9 A46O>B6 >BA>D9FAOI 6<8B6 CDBH9EE<BA4?PAB= 89SF9?PABEF< CB 
E6B9= EC9J<4?PABEF<; 

2 ;4>D9C?9A<9  < D4;6<F<9 CD<B5D9F9AAOI CDBH9EE<BA4?PAOI A46O>B6 
E4@BEFBSF9?PAB= CD4>F<K9E>B= 89SF9?PABEF<, >BAFDB?<DG9@B= A4EF46A<>B@ 
(DG>B6B8<F9?9@ CD4>F<>< 6 CD<A<@4RM9= BD74A<;4J<<). 
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% J9?PR B6?489A<S G>4;4AAO@ 6<8B@ 89SF9?PABEF< < EBBF69FEF6GRM<@< 
CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< B5GK4RM<=ES 6 IB89 BE6B9A<S GK95AB= 
CD4>F<>< 8B?:9A: 
8<5BP ?@0:B8G5A:89 >?OB: 

2 CDB9>F<DB64A<S 4DI<F9>FGDO ?B>4?PAB= E9F< 6 EBBF69FEF6<< E 
CBEF46?9AAB= ;484K9=; 

2 GEF4AB6>< < A4EFDB=>< E9F96OI CDBFB>B?B6 < E9F96B7B B5BDG8B64A<9 6 
EBBF69FEF6<< E >BA>D9FAB= ;484K9=; 

2 6O5BD4 F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 CD< BD74A<;4J<< 
CDBJ9EE4 <EE?98B64A<S B5N9>FB6 E9F96B= <AHD4EFDG>FGDO; 

2 B59EC9K9A<S J9?BEFABEF< D9;9D6<DB64A<S <AHBD@4J<<, <ECB?P;B64A<S 
VPN; 

2 GEF4AB6>< < B5AB6?9A<S E9F96B7B CDB7D4@@AB7B B59EC9K9A<S; 
2 @BA<FBD<A74 CDB<;6B8<F9?PABEF< E9D69D4 < CDBFB>B?<DB64A<S 
E<EF9@AOI < E9F96OI EB5OF<=; 

2 <ECB?P;B64A<S EC9J<4?PAB7B CDB7D4@@AB7B B59EC9K9A<S 8?S 
@B89?<DB64A<S, CDB9>F<DB64A<S < F9EF<DB64A<S >B@CPRF9DAOI E9F9=. 

1.3. �>;8G5AB2> G0A>2 =0 >A2>5=85 @01>G59 ?@>3@0<<O CG51=>9 ?@0:B8:8:  

A4 GK95AGR CD4>F<>G BF6B8<FES 108K4EB6 (3 A989?<).  
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2. $��'�0&�&/ "%�"�!�/ ''��!"�  #$��&��� 

$9;G?PF4FB@ BE6B9A<S GK95AB= CD4>F<>< S6?S9FES B6?489A<9 
B5GK4RM<@<ES 6<8B@ 89SF9?PABEF< ��1. �OCB?A9A<9 D45BF CB 
CDB9>F<DB64A<R E9F96B= <AHD4EFDG>FGDO, 6 FB@ K<E?9 CDBH9EE<BA4?PAO@< 
(#�) < B5M<@< ("�) >B@C9F9AJ<S@<: 
�>4 !08<5=>20=85 @57C;PB0B0 >1CG5=8S 

#� 1.1. �B>G@9AF<DB64FP EBEFBSA<S <AHB>B@@GA<>4J<BAAOI E<EF9@ < <I 
EBEF46?SRM<I 6 CDBJ9EE9 A4?48>< < Q>EC?G4F4J<< 

#� 1.2. #B889D:<64FP D45BFBECBEB5ABEFP 4CC4D4FAB-CDB7D4@@AOI ED98EF6 GEFDB=EF6 
<AHB>B@@GA<>4J<BAAOI E<EF9@. 

#� 1.3.  'EFD4ASFP A9<ECD46ABEF< 6 D45BF9 <AHB>B@@GA<>4J<BAAOI E<EF9@. 
#� 1.4. #DB6B8<FP CD<9@B-E84FBKAO9 <ECOF4A<S >B@CPRF9DAOI E9F9= < E9F96B7B 

B5BDG8B64A<S D4;?<KAB7B GDB6AS < BJ9A>G >4K9EF64 E9F96B= FBCB?B7<< 6 D4@>4I 
E6B9= BF69FEF69AABEF<. 

#� 1.5. "EGM9EF6?SFP D9;9D6AB9 >BC<DB64A<9 < 6BEEF4AB6?9A<9 >BAH<7GD4J<< E9F96B7B 
B5BDG8B64A<S <AHBD@4J<BAAB->B@@GA<>4J<BAAOI E<EF9@. 

#� 1.6. "EGM9EF6?SFP <A69AF4D<;4J<R F9IA<K9E><I ED98EF6 E9F96B= <AHD4EFDG>FGDO, 
>BAFDB?P B5BDG8B64A<S CBE?9 CDB6989AAB7B D9@BAF4. 

#� 1.7. "EGM9EF6?SFP D97?4@9AFAB9 B5E?G:<64A<9 < ;4@9AG D4EIB8AOI @4F9D<4?B6 
C9D<H9D<=AB7B, E9F96B7B < E9D69DAB7B B5BDG8B64A<S <AHB>B@@GA<>4J<BAAOI 
E<EF9@. 

"� 01. �O5<D4FP ECBEB5O D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF< 
CD<@9A<F9?PAB > D4;?<KAO@ >BAF9>EF4@; 

"� 02. �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 CB<E>4, 4A4?<;4 < <AF9DCD9F4J<< 
<AHBD@4J<< < <AHBD@4J<BAAO9 F9IAB?B7<< 8?S 6OCB?A9A<S ;484K 
CDBH9EE<BA4?PAB= 89SF9?PABEF<; 

"� 03. #?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 CDBH9EE<BA4?PAB9 < ?<KABEFAB9 
D4;6<F<9, CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 CDBH9EE<BA4?PAB= EH9D9, 
<ECB?P;B64FP ;A4A<S CB CD46B6B= < H<A4AEB6B= 7D4@BFABEF< 6 D4;?<KAOI 
:<;A9AAOI E<FG4J<SI; 

"� 04 -HH9>F<6AB 6;4<@B89=EF6B64FP < D45BF4FP 6 >B??9>F<69 < >B@4A89; 
"� 05. "EGM9EF6?SFP GEFAGR < C<EP@9AAGR >B@@GA<>4J<R A4 7BEG84DEF69AAB@ S;O>9 

$BEE<=E>B= (989D4J<< E GK9FB@ BEB59AABEF9= EBJ<4?PAB7B < >G?PFGDAB7B 
>BAF9>EF4; 

"� 06. #DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 89@BAEFD<DB64FP BEB;A4AAB9 
CB6989A<9 A4 BEAB69 FD48<J<BAAOI DBEE<=E><I 8GIB6AB-AD46EF69AAOI 
J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 74D@BA<;4J<< @9:A4J<BA4?PAOI < 
@9:D9?<7<B;AOI BFABL9A<=, CD<@9ASFP EF4A84DFO 4AF<>BDDGCJ<BAAB7B 
CB6989A<S; 

"� 07. %B89=EF6B64FP EBID4A9A<R B>DG:4RM9= ED98O, D9EGDEBE59D9:9A<R, CD<@9ASFP 
;A4A<S B5 <;@9A9A<< >?<@4F4, CD<AJ<CO 59D9:?<6B7B CDB<;6B8EF64, 
QHH9>F<6AB 89=EF6B64FP 6 KD9;6OK4=AOI E<FG4J<SI; 

"� 08. �ECB?P;B64FP ED98EF64 H<;<K9E>B= >G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S 
;8BDB6PS 6 CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < CB889D:4A<S 
A9B5IB8<@B7B GDB6AS H<;<K9E>B= CB87BFB6?9AABEF<; 

"� 09. #B?P;B64FPES CDBH9EE<BA4?PAB= 8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 
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3. %&$'�&'$� � %"��$��!�� ''��!"� #$��&��� 

3.1. &5<0B8G5A:89 ?;0= CG51=>9  ?@0:B8:8 

 

�>4O D>@<8@C5<OE 
:><?5B5=F89 

 !08<5=>20=85 ?@>D5AA8>=0;P=>3> <>4C;S "1NU< 2@5<5=8, >B254U==O9 =0 
CG51=CR  ?@0:B8:C (2 G0A0E, 
=545;SE) 

#� 1.1, #� 1.2, #� 1.3, #� 

1.4, #� 1.5, #� 1.6, #� 1.7 
 

"� 1, "� 2, "� 3, "� 4, 
"� 5, "� 6, "� 7, "� 8, 
"� 9 

# .01 !4EFDB=>4 E9F96B= <AHD4EFDG>FGDO. 

 

108 K4EB6, 3 A989?< 
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3.2. %>45@60=85  CG51=>9  ?@0:B8:8 

 

!08<5=>20=85  B5< CG51=>9 ?@0:B8:8 %>45@60=85 CG51=>9 ?@0:B8:8 
"1N5<  

G0A>2 
'@>25=P  
>A2>5=8S 

# .01 !4EFDB=>4 E9F96B= <AHD4EFDG>FGDO   

108 

 

&5<0 1  �><?PRB5@=O5 A5B8 

 

 

�84O @01>B  
1. 'K4EF<9 6 CDB9>F<DB64A<< E9F96B= 

<AHD4EFDG>FGDO. 
2. #DB9>F<DB64A<9 B5M9= FBCB?B7<<.  
3. #DB9>F<DB64A<9 H<;<K9E>B= FBCB?B7<<.  
4. #DB9>F<DB64A<9 ?B7<K9E>B= FBCB?B7<<. 
5. !4EFDB=>4 6<DFG4?PAB7B EF9A84.  
6. �B>G@9AF<DB64A<9 E9F<.  
7. "5:<@ CDS@B7B < C9D9>DUEFAB7B >459?S. 
8.  BAF4: E9F96OI DB;9FB>. 
9.  BAF4: >B@@GA<>4J<BAAB= C4A9?<. 
10. %64D>4 6B?B>BAAB-BCF<K9E>B7B >459?S. 
11.  BAF4: < 89@BAF4: BCF<K9E><I @GHF. 
12. �;@9D9A<9 ;4FGI4A<S A4 E@BAF<DB64AAOI 
?<A<SI E CB@BMPR BCF<K9E>B7B F9EF9D4. 
 

60 

 

 

 

 

3 

 

 

 

 

&5<0 2  "@30=870F8S, ?@8=F8?O ?>AB@>5=8S 8 
DC=:F8>=8@>20=8S :><?PRB5@=OE A5B59 

�84O @01>B  
1. 'K4EF<9 6 BD74A<;4J<< E9F96B7B 
48@<A<EFD<DB64A<S. 

2. ->EC?G4F4J<S B5N9>FB6 E9F96B= 
<AHD4EFDG>FGDO. 

3. 'K4EF<9 6 GCD46?9A<< E9F96O@< E9D6<E4@<. 

48 3 
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4. 'K4EF<9 6 @B89DA<;4J<< E9F96B= 
<AHD4EFDG>FGDO. 

5. %5BD 84AAOI 8?S 4A4?<;4 <ECB?P;B64A<S < 
HGA>J<BA<DB64A<S CDB7D4@@AB-
F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9=. 

6. 'K4EF<9 6 D4;D45BF>9 @9FB8B6, ED98EF6 < 
F9IAB?B7<= CD<@9A9A<S B5N9>FB6 
CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

7. #DB6989A<9 CDBH<?4>F<K9E><I D45BF A4 
B5N9>F4I E9F96B= <AHD4EFDG>FGDO < D45BK<I 
EF4AJ<SI. 

8. #D<@9A9A<9 <AEFDG@9AF4D<S E9F96B7B 
48@<A<EFD4FBD4 8?S A45?R89A<S 

9. #D<@9A9A<9 CDB7D4@@AB7B B59EC9K9A<S 8?S 
@BA<FBD<A74 E9F< 

�&"�"  108  
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4. '%�"��/ $������&�� $��"'�� #$"�$�  / ''��!"� 
#$��&��� 

4.1. &@51>20=8S : <8=8<0;P=><C <0B5@80;P=>-B5E=8G5A:><C 
>15A?5G5=8R 

'K95A4S CD4>F<>4 D94?<;G9FES 6 ?45BD4FBD<SI < @4EF9DE><I 
CDBH9EE<BA4?PAB= B5D4;B64F9?PAB= BD74A<;4J<< < FD95G9F A4?<K<S 
B5BDG8B64A<S, <AEFDG@9AFB6, D4EIB8AOI @4F9D<4?B6, B59EC9K<64RM<I 
6OCB?A9A<9 6E9I 6<8B6 D45BF, BCD989?9AAOI EB89D:4A<9@ (�"% %#", 6 FB@ 
K<E?9 B5BDG8B64A<S < <AEFDG@9AFB6, <ECB?P;G9@OI CD< CDB6989A<< 
K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 <AHD4EFDG>FGDAOI ?<EF4I 
>BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< «39 IT Network 
Systems Administration» >BA>GDEAB7B 86<:9A<S « B?B8O9 CDBH9EE<BA4?O» 
(WorldSkills). 

"5BDG8B64A<9 ?45BD4FBD<=, EFG8<= < D45BK<I @9EF: 
�01>@0B>@8S «"@30=870F8S 8 ?@8=F8?O ?>AB@>5=8S 

:><?PRB5@=OE A8AB5<»: 
�?S 6OCB?A9A<S CD4>F<K9E><I ?45BD4FBDAOI ;4ASF<= >GDE4 6 7DGCC4I 

(8B 15 K9?B69>) FD95GRFES >B@CPRF9DO < C9D<H9D<=AB9 B5BDG8B64A<9 6 
CD<6989AAB= A<:9 >BAH<7GD4J<< 

12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 Core 
i3, BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 5B?PL9 
CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, UNIX, C4>9F 
BH<EAOI CDB7D4@@, C4>9F %�#$); 

&<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< 
D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S 
>459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

#D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
!9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 

48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF<; 
%9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI 

C?4F, 8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4@SFP 
B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, 
CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

&9IA<K9E><9 ED98EF64 B5GK9A<S: 
�B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

�AF9D4>F<6A4S 8BE>4 
6 @4DLDGF<;4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 
"�' A9 @9A99 256  5 E 6B;@B:ABEFPR D4EL<D9A<S 
#�' A9 @9A99 128  5 E 6B;@B:ABEFPR D4EL<D9A<S 
USB CBDF: A9 @9A99 B8AB7B EF4A84DF4 USB 1.1 
�EFDB9AAO9 E9F96O9 CBDFO: A9 @9A99 2-I Ethernet E>BDBEFPR A9 @9A99 

100 5/E. 



10 

�AGFD9AA<9 D4;NU@O 8?S GEF4AB6>< 8BCB?A<F9?PAOI @B8G?9= 
D4EL<D9A<S: A9 @9A99 86GI 8?S @B8G?9= AIM. 

�BAEB?PAO= CBDF 8?S GCD46?9A<S @4DLDGF<;4FBDB@ K9D9; CBDF 
EF4A84DF4 RS232. 

�EFDB9AAB9 CDB7D4@@AB9 B59EC9K9A<9 8B?:AB CB889D:<64FP 
EF4F<K9E>GR < 8<A4@<K9E>GR @4DLDGF<;4J<R. 

 4DLDGF<;4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF < G84?UAAB CB CDBFB>B?G telnet. 

�@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= EB6@9EF<@BEF<: 
UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 

60950, EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, 

ICES-003 Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, 

VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification 

6 >B@@GF4FBDB6, B5?484RM<I E?98GRM<@< I4D4>F9D<EF<>4@<: 
�B@@GF4FBD E 24 CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 100  5/E < 2 

CBDF4@< Ethernet EB E>BDBEFPR A9 @9A99 1000 5/E 
� >B@@GF4FBD9 8B?:9A CD<EGFEF6B64FP D4;NU@ 8?S E6S;< E #� CB 

<AF9DH9=EG RS-232. #D< <ECB?P;B64A<< A9EF4A84DFAB7B D4;NU@4 6 >B@C?9>F9 
8B?:9A 5OFP EBBF69FEF6GRM<= >459?P <?< C9D9IB8A<> 8?S COM D4;NU@4. 

%>BDBEFP >B@@GF4J<< A9 @9A99 16Gbps 

#�' A9 @9A99 32  5 
"�' A9 @9A99 64 5 
 4>E<@4?PAB9 >B?<K9EF6B VLAN 255 
�BEFGCAO9 AB@9D4 VLAN 4000 
#B889D:>4 CDBFB>B?B6 8?S EB6@9EFAB7B <ECB?P;B64A<S 98<AB7B A45BD4 

VLAN A4 7DGCC9 >B@@GF4FBDB6. 
$4;@9D MTU 90005 
%>BDBEFP >B@@GF4J<< 8?S 64 54=FAOI C4>9FB6 6.5*106 C4>9FB6/E 
$4;@9D F45?<JO MAC-48D9EB6: A9 @9A99 8000 ;4C<E9= 

�B?<K9EF6B 7DGCC 8?S IGMP FD4H<>4 8?S CDBFB>B?4 IPv4 255 

�B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI 8?S E?G:5O QoS: 128 6 B5OKAB@ 
D9:<@9 < 384 6 D9:<@9 QoS. 

�B?<K9EF6B MAC-48D9EB6 6 ;4C<ESI >BAFDB?S 8BEFGC4: 384 6 B5OKAB@ 
D9:<@9 < 128 6 D9:<@9 QoS. 

�B@@GF4FBD 8B?:9A CB889D:<64FP GCD46?9A<9 K9D9; ?B>4?PAO= 
CBE?98B64F9?PAO= CBDF, G84?UAAB9 GCD46?9A<9 CB CDBFB>B?G Telnet, Ssh. 

� B5?4EF< 6;4<@B89=EF6<S E 8DG7<@< E9F96O@< GEFDB=EF64@<, 
8<47ABEF<>< < G84?UAAB7B GCD46?9A<S 

RFC 768 4 UDP, RFC 783 4 TFTP, RFC 791 4 IP, RFC 792 4 ICMP, 

RFC 793 4 TCP, RFC 826 4 ARP, RFC 854 4 Telnet, RFC 951 - Bootstrap 

Protocol (BOOTP), RFC 959 4 FTP, RFC 1112 - IP Multicast and IGMP, RFC 

1157 - SNMP v1, RFC 1166 - IP Addresses, RFC 1256 - Internet Control Message 

Protocol (ICMP) Router Discovery, RFC 1305 4 NTP, RFC 1493 - Bridge MIB, 

RFC 1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 

4 RMON, RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - 
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Maximum Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 4 HTTP, 

RFC 2131 4 DHCP, RFC 2138 4 RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - 

IPv6 Aggrega-table Addrs, RFC 2460 4 IPv6, RFC 2461 - IPv6 Neighbor 

Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 

2474 - Differentiated Services (DiffServ) Precedence, RFC 2597 - Assured 

Forwarding, RFC 2598 - Expedited Forwarding, RFC 2571 - SNMP Management, 

RFC 3046 - DHCP Relay Agent Information Option 

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS. 

�@9FP E9DF<H<>4FO 59;BC4EABEF< < Q?9>FDB@47A<FAB= EB6@9EF<@BEF<: 
UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, 

TUV/GS to EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with 

all country deviations, CE Marking, NOM (through partners and distributors), FCC 

Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS 

CISPR22 Class A, CE, CNS13438 Class A, MIC, GOS&, China EMC 

Certifications. 

&9?9>B@@GA<>4J<BAA4S EFB=>4 (L4EE<, E9F96B= H<?PFD, <EFBKA<>< 
59EC9D95B=AB7B C<F4A<S); 

2 59ECDB6B8AOI @4DLDGF<;4FBD4 Linksys (CD98CBKF<F9?PAB E9D<< �� 
2700, 3500, 4500) <?< 4A4?B7<KAO9 GEFDB=EF64 SOHO 

IP F9?9HBAO BF 3 LF. 
#DB7D4@@AB-4CC4D4FAO9 L?R;O 59;BC4EABEF< BF 2 LF. 
1 >B@CPRF9D 8?S ?45BD4FBDAOI ;4ASF<= E "% MicrBsoft Windows Server, 

Linux < E<EF9@4@< 6<DFG4?<;4J<< 

 

%BC48S «#@>5:B8@>20=8S 8 48709=0 A5B52OE 0@E8B5:BC@ 8 
8=65=5@=>9 3@0D8:8» 

�6FB@4F<;<DB64AAO9 D45BK<9 @9EF4 A4 12-15 B5GK4RM<IES E 
>BAH<7GD4J<9=: Core i3 <?< 4A4?B7, 8<E>D9FA4S 6<89B>4DF4, A9 @9A99 8GB 
"�', B8<A <?< 864 @BA<FBD4 23", @OLP, >?46<4FGD4; 

�6FB@4F<;<DB64AAB9 D45BK99 @9EFB CD9CB8464F9?S E >BAH<7GD4J<9=: 
Core i5 <?< 4A4?B7, 8<E>D9FA4S 6<89B>4DF4, A9 @9A99 8GB "�', B8<A <?< 864 
@BA<FBD4 23", @OLP, >?46<4FGD4; 

%C9J<4?<;<DB64AA4S QD7BAB@<KA4S @959?P 8?S D45BFO ;4 
>B@CPRF9DB@; 

"H<EAO= @B?P59DF (H?<CK4DF); 
#DB9>FBD < Q>D4A; 
 4D>9DA4S 8BE>4; 
#D<AF9D A3, J69FAB=; 
#DB7D4@@AB9 B59EC9K9A<9 B5M97B < CDBH9EE<BA4?PAB7B A4;A4K9A<S. 
 

4.2. &@51>20=8S : 4>:C<5=B0F88, =5>1E>48<>9 4;S ?@>2545=8S ?@0:B8:8 

- $45BK4S CDB7D4@@4 GK95AB= CD4>F<>< 

- �4?9A84DAB F9@4F<K9E><= C?4A. 
- !BD@4F<6AO9 8B>G@9AFO CB B59EC9K9A<R GK95AB= CD4>F<>< 

- �D4H<> CDB6989A<S GK95AB= CD4>F<><. 
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4.3. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8S 

�?S D94?<;4J<< CDB7D4@@O GK95AB= CD4>F<>< 5<5?<BF9KAO= HBA8 
B5D4;B64F9?PAB= BD74A<;4J<< 8B?:9A <@9FP C9K4FAO9 </<?< Q?9>FDBAAO9 
B5D4;B64F9?PAO9 < <AHBD@4J<BAAO9 D9EGDEO, D9>B@9A8G9@O9 8?S 
<ECB?P;B64A<S 6 B5D4;B64F9?PAB@ CDBJ9EE9. 

 

#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;P=>9 ;8B5@0BC@O 

4.3.2 "A=>2=O5 8AB>G=8:8: 

1. !.�.  4>E<@B6, �.�. #BCB6. �B@CPRF9DAO9 E9F< [-?9>FDBAAO= D9EGDE]: 
GK95. #BEB5<9 - .: ("$' : �!($�-  2017. 

2. !B6B:<?B6, �.". �B@CPRF9DAO9 E9F<.3 .: "�& «�>489@<S, 2013. 
3. �G;<A, �.�. �B@CPRF9DAO9 E9F<: 'K95AB9 CBEB5<9 / �.�. �G;<A. - 3-e 

<;8., C9D9D45. < 8BC. -  .: (BDG@: �!($�- , 2014. - 192 E. 
4. �<EA48G?, �.�. "EAB6O >B@CPRF9DAOI E9F9=: 'K95AB9 CBEB5<9 / �.�. 
�<EA48G?, %.�. �GC<A, %.�. %<8BDB6.; #B8 D98. �.�. �474D<AB= -  .: �� 
("$' : !�& �AHD4- , 2015. - 272 E. 

 

4.3.2. 1;5:B@>==O5 8740=8S (Q;5:B@>==O5 @5AC@AO) 
1. $BEE<=E>4S A4J<BA4?PA4S 5<5?<BF9>4 [-?9>FDBAAO= D9EGDE]. 4 $9:<@ 
8BEFGC4: http://www.nlr.ru/ , E6B5B8AO=. 

2. #B?A4S QAJ<>?BC98<S Windows [-?9>FDBAAO= D9EGDE] 
http://windata.ru/windows-xp/localnaya-set-xp/nastrojka-lokalnoj-seti/. 

 

4.3.3. �>?>;=8B5;P=O5 8AB>G=8:8 

1. �4F4@4AR> �. %B;84A<9, B5E?G:<64A<9 < 48@<A<EFD<DB64A<9 E9F9= A4 
100%. %-#5.: #<F9D, 2014 7. 

2.  4>4D9A>B %.�. �GDA4? «%<EF9@O GCD46?9A<S, E6S;< < 59;BC4EABEF<». 
�OCGE> 72/2015 «�D9@S EIB8<@BEF< CDBFB>B?B6 @4DLDGF<;4J<< CD< 
BF>4;4I 6 E9F<» 

 

 4.4. �04@>2>5 >15A?5G5=85 >1@07>20B5;P=>3> ?@>F5AA0 
$G>B6B8EF6B GK95AB= CD4>F<>B= BEGM9EF6?SRF CD9CB8464F9?< 

>B??98:4. #D9CB8464F9?< 8B?:AO <@9FP 6OEL99 CDBH9EE<BA4?PAB9 
B5D4;B64A<9, EBBF69FEF6GRM99 CDBH<?R EC9J<4?PABEF<, CDBIB8<FP 
CB6OL9A<9 >64?<H<>4J<<, 6 FB@ K<E?9 B5S;4F9?PAGR EF4:<DB6>G 6 
CDBH<?PAOI BD74A<;4J<SI A9 D9:9 1 D4;4 6 3 7B84. 
 

4.5.  &@51>20=8S : @C:>2>48B5;S< ?@0:B8:8 

�4@9EF<F9?P 8<D9>FBD4 CB GK95AB- CDB<;6B8EF69AAB= D45BF9:  
- BEGM9EF6?S9F B5M99 DG>B6B8EF6B < >BAFDB?P CD4>F<>B=; 
- GF69D:849F C?4A-7D4H<> CD4>F<><; 
- BEGM9EF6?S9F @9FB8<K9E>B9 DG>B6B8EF6B < >BAFDB?P 89SF9?PABEFPR 

6E9I ?<J, GK4EF6GRM<I 6 BD74A<;4J<< < CDB6989A<< CD4>F<><; 
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- D4EE@4FD<649F 4A4?<F<K9E><9 @4F9D<4?O CB BD74A<;4J<<, CDB6989A<R 
< <FB74@ CD4>F<><. 

$G>B6B8<F9?P GK95AB= CD4>F<><: 
- EBEF46?S9F C?4A-7D4H<> CD4>F<><, 7D4H<> >BAEG?PF4J<= < 8B6B8<F <I 

8B E6989A<S B5GK4RM<IES; 
- CDB6B8<F <A8<6<8G4?PAO9 <?< 7DGCCB6O9 >BAEG?PF4J<< 6 IB89 

CD4>F<><; 
- >BAFDB?<DG9F 6989A<9 8B>G@9AF4J<< CB CD4>F<>9; 
- GK4EF6G9F 6 BJ9A>9 B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<= 

B5GK4RM97BES, BE6B9AAOI <@ 6 IB89 CDBIB:89A<S GK95AB= CD4>F<><. 
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5. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ ''��!"� 
#$��&��� 

 

�BAFDB?P < BJ9A>4 D9;G?PF4FB6 BE6B9A<S GK95AB= CD4>F<>< 
BEGM9EF6?S9FES CD9CB8464F9?9@ 6 CDBJ9EE9 CDB6989A<S CD4>F<K9E><I ;4ASF<=, 4 
F4>:9 6OCB?A9A<S B5GK4RM<@<ES <A8<6<8G4?PAOI ;484A<=, CDB9>FB6, 
<EE?98B64A<= 

$57C;PB0BO 
(>A2>5==O5 

?@>D5AA8>=0;P=O5 
:><?5B5=F88) 

"A=>2=O5 ?>:070B5;8 >F5=:8 
@57C;PB0B0 

(>@<O 8 
<5B>4O 
:>=B@>;S 8 
>F5=:8 

#� 1.1. 
�B>G@9AF<DB64FP 
EBEFBSA<S 
<AHB>B@@GA<>4J<BAA
OI E<EF9@ < <I 
EBEF46?SRM<I 6 
CDBJ9EE9 A4?48>< < 
Q>EC?G4F4J<< 

- 6OCB?A9A<9 6E97B >B@C?9>E4 
CDB9>FAOI D45BF, E6S;4AAOI E 
EB;84A<9@ >B@CPRF9DAB= E9F9= (CB8 
>?RK); 
- B59EC9K<64FP 7D4@BFABEFP 
<ECB?P;B64A<S IT-F9IAB?B7<=, 6 FB@ 
K<E?9 EC9J<4?<;<DB64AAB7B 
CDB7D4@@AB7B B59EC9K9A<S, CD<  
CDB9>F<DB64A<< >B@CPRF9DAOI 
E9F9=; 
- >4K9EF6B BD74A<;4J<< D45BF CB 
CDB9>F<DB64A<R >B@CPRF9DAOI 
E9F9=; 
B59EC9K<64FP 59E>BAH?<>FAB9 
6A98D9A<9 < 66B8 6 Q>EC?G4F4J<R 
EB;84649@B7B B5N9>F4; 
- CD< CDB9>F<DB64A<< B59EC9K<64FP 
C9DEC9>F<6O 8?S 5G8GM97B D4;6<F<S 
>B@CPRF9DAB= E9F<. 

->EC9DFA4S 
BJ9A>4 
D9;G?PF4FB6 
89SF9?PABEF< 
B5GK4RM<IES 6 
CDBJ9EE9 
BE6B9A<S 
B5D4;B64F9?PAB
= CDB7D4@@O 
CB GK95AB= 
CD4>F<>9. 
�<HH9D9AJ<DB
64AAO= ;4K9F. 

#� 1.2. #B889D:<64FP 
D45BFBECBEB5ABEFP 
4CC4D4FAB-
CDB7D4@@AOI ED98EF6 
GEFDB=EF6 
<AHB>B@@GA<>4J<BAA
OI E<EF9@. 

- J9?9EBB5D4;ABEFP BEGM9EF6?9A<S 
6O5BD4 F9IAB?B7<<, 
<AEFDG@9AF4?PAOI ED98EF6 < 
ED98EF6 �&; 
- 7D4@BFABEFP C?4A<DB64A<S < 
CDB6989A<S A9B5IB8<@OI F9EFB6OI 
CDB69DB> < CDBH<?4>F<K9E><I 
BE@BFDB6; 
- >64?<H<J<DB64AABEFP BD74A<;4J<< 
< BEGM9EF6?9A<S @BA<FBD<A74 
<ECB?P;B64A<S 6OK<E?<F9?PAB= 
E9F<; 
- FBKABEFP < E>GDCG?9;ABEFP 
H<>E<DB64A<S < 4A4?<;4 E5B96 6 
D45BF9 E9D69DAB7B < E9F96B7B 
B5BDG8B64A<S, 
E6B96D9@9AABEFP CD<ASF<S D9L9A<S 
B 6A9BK9D98AB@ B5E?G:<64A<< 
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CDB7D4@@AB-F9IA<K9E><I ED98EF6; 
- E6B96D9@9AABEFP 6OCB?A9A<S 
@9?>B7B D9@BAF4 B5BDG8B64A<S; 
- 7D4@BFABEFP < 4>>GD4FABEFP 
6989A<S F9IA<K9E>B= < BFK9FAB= 
8B>G@9AF4J<< 

#� 1.3. 'EFD4ASFP 
A9<ECD46ABEF< 6 
D45BF9 
<AHB>B@@GA<>4J<BAA
OI E<EF9@. 

- CB?ABF4   B59EC9K9A<S   A4?<K<S   < 
D45BFBECBEB5ABEF< CDB7D4@@AB-
F9IA<K9E><I ED98EF6 E5BD4 84AAOI 
8?S 4A4?<;4  CB>4;4F9?9= 

<ECB?P;B64A<S  < 
HGA>J<BA<DB64A<S >B@CPRF9DAB= 
E9F<; 
-7D4@BFABEFP  < E6B96D9@9AABEFP 
89=EF6<= CB 48@<A<EFD<DB64A<R 
E9F96OI D9EGDEB6; 
- 59EC9D95B=ABEFP CB889D:4A<S 
E9F96OI D9EGDEB6 6 4>FG4?PAB@ 
EBEFBSA<<; 
-FM4F9?PABEFP @BA<FBD<A74 
<ECB?P;B64A<S E9F< �AF9DA9F < 
Q?9>FDBAAB= CBKFO;  
- D97G?SDABEFP 66B84 6 89=EF6<9 
AB6OI F9IAB?B7<= E<EF9@AB7B 
48@<A<EFD<DB64A<S 

#� 1.4. #DB6B8<FP 
CD<9@B-E84FBKAO9 
<ECOF4A<S 
>B@CPRF9DAOI E9F9= 
< E9F96B7B 
B5BDG8B64A<S 
D4;?<KAB7B GDB6AS < 
BJ9A>G >4K9EF64 
E9F96B= FBCB?B7<< 6 
D4@>4I E6B9= 
BF69FEF69AABEF<. 

-CDB8G>F<6AB9 GK4EF<9 6   CD<9@B-
E84FBKAOI  <ECOF4A<SI 
>B@CPRF9DAOI E9F9= < E9F96B7B 
B5BDG8B64A<S; 
-CD46<?PABEFP  <  
4D7G@9AF<DB64AABEFP BJ9A>< 
>4K9EF64 < Q>BAB@<K9E>B= 
QHH9>F<6ABEF< E9F96B= FBCB?B7<<; 
- 7D4@BFABEFP CD<@9A9A<S 
ABD@4F<6AB-F9IA<K9E>B= 
8B>G@9AF4J<<  6 B5?4EF< 
<AHBD@4J<BAAOI F9IAB?B7<=; 
-BEB;A4AABEFP CD<@9A9A<S 
BF9K9EF69AAB7B < ;4DG59:AB7B 
BCOF4 <ECB?P;B64A<S CDB7D4@@AB-
F9IA<K9E><I ED98EF6. 
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(BD@O < @9FB8O >BAFDB?S < BJ9A>< D9;G?PF4FB6 B5GK9A<S 8B?:AO 
CB;6B?SFP CDB69DSFP G B5GK4RM<IES A9 FB?P>B EHBD@<DB64AABEFP 
CDBH9EE<BA4?PAOI >B@C9F9AJ<=, AB < D4;6<F<9 B5M<I >B@C9F9AJ<= < 
B59EC9K<64RM<I <I G@9A<=. 

$57C;PB0BO 

(>A2>5==O5 >1M85 
:><?5B5=F88) 

"A=>2=O5 ?>:070B5;8 >F5=:8 
@57C;PB0B0 

(>@<O 8 
<5B>4O 
:>=B@>;S 8 
>F5=:8 

"� 01. �O5<D4FP 
ECBEB5O D9L9A<S 
;484K 
CDBH9EE<BA4?PAB= 
89SF9?PABEF< 
CD<@9A<F9?PAB > 
D4;?<KAO@ 
>BAF9>EF4@; 

- D4ECB;A464FP E?B:AO9 CDB5?9@O 6 
;A4>B@OI E<FG4J<SI.  

- 6O89?SFP E?B:AO9 EBEF46AO9 K4EF< 
CDB5?9@O < BC<EO64FP 9U CD<K<AO 
< D9EGDEO, A9B5IB8<@O9 8?S 9U 
D9L9A<S 6 J9?B@.  

- BCD989?SFP CBFD95ABEFP 6 
<AHBD@4J<< < CD98CD<A<@4FP 
GE<?<S 8?S 9U CB<E>4.  

- 6O89?SFP 7?46AO9 < 
4?PF9DA4F<6AO9 <EFBKA<>< AG:AOI 
D9EGDEB6.  

- D4;D454FO64FP 89F4?PAO= C?4A 
89=EF6<= < CD<89D:<64FPES 97B.  

- >4K9EF6B D9;G?PF4F4, 6 J9?B@, 
EBBF69FEF6G9F FD95B64A<S@.   

->EC9DFA4S 
BJ9A>4 
D9;G?PF4FB6 
89SF9?PABEF< 
B5GK4RM<IES 6 
CDBJ9EE9 
BE6B9A<S 
B5D4;B64F9?PAB= 
CDB7D4@@O CB 
GK95AB= 
CD4>F<>9. 

#� 1.5. "EGM9EF6?SFP 
D9;9D6AB9 
>BC<DB64A<9 < 
6BEEF4AB6?9A<9 
>BAH<7GD4J<< 
E9F96B7B 
B5BDG8B64A<S 
<AHBD@4J<BAAB-
>B@@GA<>4J<BAAOI 
E<EF9@. 

- CD46<?PABEFP, F9IA<K9E>4S < 
RD<8<K9E>4S 7D4@BFABEFP 
CD<@9A9A<S ABD@4F<6AB-
F9IA<K9E>B= 8B>G@9AF4J<< 6 
B5?4EF< <AHBD@4J<BAAOI 
F9IAB?B7<=; 
- CDB8G>F<6ABEFP GK4EF<S 6 
C?4A<DB64A<< D4;6<F<S 
CDB7D4@@AB-F9IA<K9E>B=  
BD74A<;4J<<; 
- 4D7G@9AF<DB64AABEFP B5BEAB64A<S 
CD98?B:9A<= CB D94?<;4J<< 
EFD4F97<< BD74A<;4J<< 6 B5?4EF< 
<AHBD@4J<BAAOI F9IAB?B7<=; 
- CDB8G>F<6ABEFP GK4EF<S 6 A4GKAOI 
>BAH9D9AJ<SI, E9@<A4D4I; 
- FBKABEFP < 7D4@BFABEFP 
BHBD@?9A<S F9IAB?B7<K9E>B= 
8B>G@9AF4J<<, 99 EBBF69FEF6<9 
89=EF6GRM<@ CD46<?4@ < 
DG>B6B8EF64@ 

->EC9DFA4S 
BJ9A>4 
D9;G?PF4FB6 
89SF9?PABEF< 
B5GK4RM<IES 6 
CDBJ9EE9 
BE6B9A<S 
B5D4;B64F9?PAB
= CDB7D4@@O 
CB GK95AB= 
CD4>F<>9. 
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- BJ9A<64FP D9;G?PF4F E6B9= D45BFO, 
6O89?SFP 6 AU@ E<?PAO9 < E?45O9 
EFBDBAO.  

"� 02. �ECB?P;B64FP 
EB6D9@9AAO9 ED98EF64 
CB<E>4, 4A4?<;4 < 
<AF9DCD9F4J<< 
<AHBD@4J<< < 
<AHBD@4J<BAAO9 
F9IAB?B7<< 8?S 
6OCB?A9A<S ;484K 
CDBH9EE<BA4?PAB= 
89SF9?PABEF<; 

- C?4A<DB64FP <AHBD@4J<BAAO= 
CB<E> <; L<DB>B7B A45BD4 
<EFBKA<>B6, A9B5IB8<@B7B 8?S 
6OCB?A9A<S CDBH9EE<BA4?PAOI 
;484K  

- CDB6B8<FP 4A4?<; CB?GK9AAB= 
<AHBD@4J<<, 6O89?SFP 6 A9= 
7?46AO9 4EC9>FO  

- EFDG>FGD<DB64FP BFB5D4AAGR 
<AHBD@4J<R 6 EBBF69FEF6<< E 
C4D4@9FD4@< CB<E>4 
<AF9DCD9F<DB64FP CB?GK9AAGR 

"� 03. #?4A<DB64FP < 
D94?<;B6O64FP 
EB5EF69AAB9 
CDBH9EE<BA4?PAB9 < 
?<KABEFAB9 D4;6<F<9, 
CD98CD<A<@4F9?PE>GR 
89SF9?PABEFP 6 
CDBH9EE<BA4?PAB= 
EH9D9, <ECB?P;B64FP 
;A4A<S CB CD46B6B= < 
H<A4AEB6B= 
7D4@BFABEF< 6 
D4;?<KAOI :<;A9AAOI 
E<FG4J<SI; 

- <ECB?P;B64FP 4>FG4?PAGR 
ABD@4F<6AB-CD46B6GR 
8B>G@9AF4J<R CB CDBH9EE<< 
(EC9J<4?PABEF<) CD<@9ASFP 
EB6D9@9AAGR A4GKAB 
CDBH9EE<BA4?PAGR F9D@<AB?B7<R 

- BCD989?SFP FD49>FBD<R 
CDBH9EE<BA4?PAB7B D4;6<F<S < 
E4@BB5D4;B64A<S 

"� 04. -HH9>F<6AB 
6;4<@B89=EF6B64FP < 
D45BF4FP 6 >B??9>F<69 
< >B@4A89; 

- GK4EF6B64FP 6 89?B6B@ B5M9A<< 
8?S QHH9>F<6AB7B D9L9A<S 
89?B6OI ;484K 

- C?4A<DB64FP CDBH9EE<BA4?PAGR 
89SF9?PABEFP  

"� 05. "EGM9EF6?SFP 
GEFAGR < C<EP@9AAGR 
>B@@GA<>4J<R A4 
7BEG84DEF69AAB@ 
S;O>9 $BEE<=E>B= 
(989D4J<< E GK9FB@ 
BEB59AABEF9= 
EBJ<4?PAB7B < 
>G?PFGDAB7B 
>BAF9>EF4; 

- 7D4@BFAB GEFAB < C<EP@9AAB 
<;?474FP E6B< @OE?< CB 
CDBH9EE<BA4?PAB= F9@4F<>9 A4 
7BEG84DEF69AAB@ S;O>9 

- CDBS6?SFP FB?9D4AFABEFP 6 D45BK9@ 
>B??9>F<69 

"� 06. #DBS6?SFP 
7D4:84AE>B-
C4FD<BF<K9E>GR 

- CBA<@4FP ;A4K<@BEFP E6B9= 
CDBH9EE<< (EC9J<4?PABEF<)  

- 89@BAEFD<DB64FP CB6989A<9 A4 
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CB;<J<R, 
89@BAEFD<DB64FP 
BEB;A4AAB9 CB6989A<9 
A4 BEAB69 
FD48<J<BAAOI 
DBEE<=E><I 8GIB6AB-
AD46EF69AAOI 
J9AABEF9=, 6 FB@ 
K<E?9 E GK9FB@ 
74D@BA<;4J<< 
@9:A4J<BA4?PAOI < 
@9:D9?<7<B;AOI 
BFABL9A<=, 
CD<@9ASFP EF4A84DFO 
4AF<>BDDGCJ<BAAB7B 
CB6989A<S; 

BEAB69 B5M9K9?B69K9E><I 
J9AABEF9=. 

"� 07. %B89=EF6B64FP 
EBID4A9A<R 
B>DG:4RM9= ED98O, 
D9EGDEBE59D9:9A<R, 
CD<@9ASFP ;A4A<S B5 
<;@9A9A<< >?<@4F4, 
CD<AJ<CO 
59D9:?<6B7B 
CDB<;6B8EF64, 
QHH9>F<6AB 
89=EF6B64FP 6 
KD9;6OK4=AOI 
E<FG4J<SI; 

- EB5?R84FP CD46<?4 Q>B?B7<K9E>B= 
59;BC4EABEF< CD< 6989A<< 
CDBH9EE<BA4?PAB= 89SF9?PABEF<; 

- B59EC9K<64FP D9EGDEBE59D9:9A<9 
A4 D45BK9@ @9EF9  

OK 08. �ECB?P;B64FP 
ED98EF64 H<;<K9E>B= 
>G?PFGDO 8?S 
EBID4A9A<S < 
G>D9C?9A<S ;8BDB6PS 6 
CDBJ9EE9 
CDBH9EE<BA4?PAB= 
89SF9?PABEF< < 
CB889D:4A<S 
A9B5IB8<@B7B GDB6AS 
H<;<K9E>B= 
CB87BFB6?9AABEF<; 

- EBID4ASFP < G>D9C?SFP ;8BDB6P9 
CBED98EF6B@ <ECB?P;B64A<S 
ED98EF6 H<;<K9E>B= >G?PFGDO  

- CB889D:<64FP GDB69AP H<;<K9E>B= 
CB87BFB6?9AABEF< 8?S GEC9LAB= 
D94?<;4J<< CDBH9EE<BA4?PAB= 
89SF9?PABEF< 

"� 09. #B?P;B64FPES 
CDBH9EE<BA4?PAB= 
8B>G@9AF4J<9= A4 
7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 

- CD<@9ASFP ED98EF64 
<AHBD@4F<;4J<< < 
<AHBD@4J<BAAOI F9IAB?B7<= 8?S 
D94?<;4J<< CDBH9EE<BA4?PAB= 
89SF9?PABEF< 

 



 

 

 

#@8;>65=85 29 
�<A<EF9DEF6B B5D4;B64A<S �9?7BDB8E>B= B5?4EF< 

�5?4EFAB9 7BEG84DEF69AAB9 46FBAB@AB9  
B5D4;B64F9?PAB9 CDBH9EE<BA4?PAB9 GKD9:89A<9  
«�5;3>@>4A:89 8=4CAB@80;P=O9 :>;;546» 

 

 

 

 

 

 

 

 

 

 

 

 

 

$��"'�/ #$"�$�  �  

'#.02.01 ''��!"� #$��&���  

 

CB EC9J<4?PABEF<  
09.02.06 %5B52>5 8 A8AB5<=>5 04<8=8AB@8@>20=85  

 

 
 

�64?<H<>4J<S 3 E<EF9@AO= 48@<A<EFD4FBD 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

�9?7BDB8 2024 7.  



2 

%"��$��!�� 

 

 

AB@. 

1. #�%#"$& $��"'�� #$"�$�  / ''��!"� #$��&��� 4 

2. $��'�0&�&/ "%�"�!�/ ''��!"� #$��&��� 6 

3. %&$'�&'$� � %"��$��!�� ''��!"� #$��&��� 8 

3. '%�"��/ $������&�� $��"'�� #$"�$�  / ''��!"� 
#$��&��� 

11 

4. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ ''��!"� 
#$��&��� 

13 



3 

1. #�%#"$& $��"'�� #$"�$�  / ''��!"� #$��&��� 

 

 45BK4S CDB7D4@@4 GK95AB= CD4>F<>< (84?99 D45BK4S CDB7D4@@4) 3 S6?S9FES 
K4EFPR CDB7D4@@O CB87BFB6>< EC9J<4?<EFB6 ED98A97B ;69A4 6 EBBF69FEF6<< E $��! 
CB EC9J<4?PABEF< (EC9J<4?PABEFS@) !�� 09.02.06 !9F96B9 < E<EF9@AB9 
48@<A<EFD<DB64A<9 6 K4EF< BE6B9A<S BEAB6AB7B 6<84 CDBH9EE<BA4?PAB= 
89SF9?PABEF< (���): �D74A<;4J<S E9F96B7B 48@<A<EFD<DB64A<S BC9D4J<BAAOI 
E<EF9@ BC9D4J<BAAOI E<EF9@ < EBBF69FEF6GRM<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= 
(��): 

2 �� 2.1. �D<A<@4FP @9DO CB GEFD4A9A<R E5B96 6 BC9D4J<BAAOI 
E<EF9@4I. 

2 �� 2.2. �8@<A<EFD<DB64FP E9F96O9 D9EGDEO 6 BC9D4J<BAAOI E<EF9@4I. 
2 �� 2.3. �EGM9EF6?SFP E5BD 84AAOI 8?S 4A4?<;4 <ECB?P;B64A<S < 

HGA>J<BA<DB64A<S CDB7D4@@AB-F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9=. 
2 �� 2.4. �EGM9EF6?SFP CDB6989A<9 B5AB6?9A<S CDB7D4@@AB7B 

B59EC9K9A<S BC9D4J<BAAOI E<EF9@ < CD<>?48AB7B CDB7D4@@AB7B B59EC9K9A<S. 
2 �� 2.5. �EGM9EF6?SFP 6OS6?9A<9 < GEFD4A9A<9 <AJ<89AFB6 6 CDBJ9EE9 

HGA>J<BA<DB64A<S BC9D4J<BAAOI E<EF9@. 
1.2. &5;P 8 7040G8 CG51=>9 ?@0:B8:8 - B@51>20=8S : @57C;PB0B0< 

>A2>5=8S CG51=>9 ?@0:B8:8: 
 �EAB6AB= J9?PR GK95AB= CD4>F<>< S6?S9FES G7?G5?9A<9 < ;4>D9C?9A<9 

F9BD9F<K9E><I ;A4A<=, CB?GK9AAOI 6 CDBJ9EE9 B5GK9A<S; CD<B5D9F9A<9 
A9B5IB8<@OI CDBH9EE<BA4?PAOI A46O>B6 D45BFO 6 EBBF69FEF6GRM<I GKD9:89A<SI 
6 D4@>4I CDBH9EE<BA4?PAB7B @B8G?S. 

�040G0<8 GK95AB= CD4>F<>< S6?SRFES: HBD@<DB64A<9 G B5GK4RM<IES 
C9D6BA4K4?PAOI CD4>F<K9E><I CDBH9EE<BA4?PAOI G@9A<= 6 D4@>4I 
CDBH9EE<BA4?PAB7B @B8G?S ��.02 �D74A<;4J<S E9F96B7B 48@<A<EFD<DB64A<S 
BC9D4J<BAAOI E<EF9@, B5GK9A<9 BEAB6AO@ CD<9@4@, BC9D4J<S@ < ECBEB54@ 
6OCB?A9A<S CDBJ9EEB6, I4D4>F9DAOI 8?S EBBF69FEF6GRM9= CDBH9EE<< < 
A9B5IB8<@OI 8?S CBE?98GRM97B BE6B9A<S <@< B5M<I < CDBH9EE<BA4?PAOI 
>B@C9F9AJ<= CB <;5D4AAB= CDBH9EE<<.  

! J9?PR B6?489A<S G>4;4AAO@ 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< < 
EBBF69FEF6GRM<@< CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< B5GK4RM<=ES 6 IB89 
BE6B9A<S GK95AB= CD4>F<>< 8B?:9A: 
C<5BP: 

2 48@<A<EFD<DB64FP ?B>4?PAO9 6OK<E?<F9?PAO9 E9F<; 
2 CD<A<@4FP @9DO CB GEFD4A9A<R 6B;@B:AOI E5B96; 

B59EC9K<64FP ;4M<FG CD< CB8>?RK9A<< > <AHBD@4J<BAAB-

F9?9>B@@GA<>4J<BAAB= E9F< "�AF9DA9F". 
7=0BP: 

2 BEAB6AO9 A4CD46?9A<S 48@<A<EFD<DB64A<S >B@CPRF9DAOI E9F9=; 
2 GF<?<FO, HGA>J<<, G84?9AAB9 GCD46?9A<9 E9D69DB@; 

F9IAB?B7<R 59;BC4EABEF<, CDBFB>B?B6 46FBD<;4J<<, >BAH<89AJ<4?PABEF< < 
59;BC4EABEF< CD< D45BF9 E E9F96O@< D9EGDE4@<. 



4 

8<5BP ?@0:B8G5A:89 >?OB: 
6 GEF4AB6>9, A4EFDB=>9 < EBCDB6B:89A<<, >BAFDB?9 <ECB?P;B64A<S E9D69D4 < 
D45BK<I EF4AJ<= 8?S 59;BC4EAB= C9D984K< <AHBD@4J<<. 
 

1.3 �>;8G5AB2> G0A>2 =0 >A2>5=85 ?@>3@0<<O CG51=>9 ?@0:B8:8:  

A4 GK95AGR CD4>F<>G BF6B8<FES 108 K4EB6 (3 A989?<). 



5 

2. $��'�0&�&/ "%�"�!�/ ''��!"� #$��&��� 

  9;G?PF4FB@ BE6B9A<S D45BK9= CDB7D4@@O GK95AB= CD4>F<>< S6?S9FES 
B6?489A<9 B5GK4RM<@<ES 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< (���) 
�D74A<;4J<S E9F96B7B 48@<A<EFD<DB64A<S BC9D4J<BAAOI E<EF9@, 6 FB@ K<E?9 
CDBH9EE<BA4?PAO@< (��) < B5M<@< (��) >B@C9F9AJ<S@<: 

 

�>4 !08<5=>20=85 :><?5B5=F89 

�� 2.1 �D<A<@4FP @9DO CB GEFD4A9A<R E5B96 6 BC9D4J<BAAOI E<EF9@4I. 
�� 2.2 �8@<A<EFD<DB64FP E9F96O9 D9EGDEO 6 BC9D4J<BAAOI E<EF9@4I. 
�� 2.3 �EGM9EF6?SFP E5BD 84AAOI 8?S 4A4?<;4 <ECB?P;B64A<S < HGA>J<BA<DB64A<S 

CDB7D4@@AB-F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9=. 
�� 2.4 �EGM9EF6?SFP CDB6989A<9 B5AB6?9A<S CDB7D4@@AB7B B59EC9K9A<S BC9D4J<-

BAAOI E<EF9@ < CD<>?48AB7B CDB7D4@@AB7B B59EC9K9A<S. 
�� 2.5 �EGM9EF6?SFP 6OS6?9A<9 < GEFD4A9A<9 <AJ<89AFB6 6 CDBJ9EE9 

HGA>J<BA<DB64A<S BC9D4J<BAAOI E<EF9@. 
�� 1 �O5<D4FP ECBEB5O D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF< 

CD<@9A<F9?PAB > D4;?<KAO@ >BAF9>EF4@; 
�� 2 �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 CB<E>4, 4A4?<;4 < <AF9DCD9F4J<< 

<AHBD@4J<< < <AHBD@4J<BAAO9 F9IAB?B7<< 8?S 6OCB?A9A<S ;484K 
CDBH9EE<BA4?PAB= 89SF9?PABEF<; 

�� 3 �?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 CDBH9EE<BA4?PAB9 < ?<KABEFAB9 
D4;6<F<9, CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 CDBH9EE<BA4?PAB= EH9D9, 
<ECB?P;B64FP ;A4A<S CB CD46B6B= < H<A4AEB6B= 7D4@BFABEF< 6 D4;?<KAOI 
:<;A9AAOI E<FG4J<SI; 

�� 4 -HH9>F<6AB 6;4<@B89=EF6B64FP < D45BF4FP 6 >B??9>F<69 < >B@4A89; 
�� 5 �EGM9EF6?SFP GEFAGR < C<EP@9AAGR >B@@GA<>4J<R A4 7BEG84DEF69AAB@ 

S;O>9  BEE<=E>B= $989D4J<< E GK9FB@ BEB59AABEF9= EBJ<4?PAB7B < 
>G?PFGDAB7B >BAF9>EF4; 

�� 6 �DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 89@BAEFD<DB64FP 
BEB;A4AAB9 CB6989A<9 A4 BEAB69 FD48<J<BAAOI DBEE<=E><I 8GIB6AB-

AD46EF69AAOI J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 74D@BA<;4J<< 
@9:A4J<BA4?PAOI < @9:D9?<7<B;AOI BFABL9A<=, CD<@9ASFP EF4A84DFO 
4AF<>BDDGCJ<BAAB7B CB6989A<S; 

�� 7 !B89=EF6B64FP EBID4A9A<R B>DG:4RM9= ED98O, D9EGDEBE59D9:9A<R, 
CD<@9ASFP ;A4A<S B5 <;@9A9A<< >?<@4F4, CD<AJ<CO 59D9:?<6B7B 
CDB<;6B8EF64, QHH9>F<6AB 89=EF6B64FP 6 KD9;6OK4=AOI E<FG4J<SI; 

�� 8 �ECB?P;B64FP ED98EF64 H<;<K9E>B= >G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S 
;8BDB6PS 6 CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < CB889D:4A<S 
A9B5IB8<@B7B GDB6AS H<;<K9E>B= CB87BFB6?9AABEF<; 

�� 9 �B?P;B64FPES CDBH9EE<BA4?PAB= 8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 
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3. %&$'�&'$� � %"��$��!�� ''��!"� #$��&��� 

3.1 &5<0B8G5A:89 ?;0= CG51=>9 ?@0:B8:8 

 

�>4O 
D>@<8@C5<OE 
:><?5B5=F89 

!08<5=>20=85 ?@>D5AA8>=0;P=>3> 
<>4C;S 

"1NU< 2@5<5=8, 
>B254U==O9 =0 CG51=CR 
?@0:B8:C (2 G0A0E, 

=545;SE) 
�� 2.1 

�� 2.2 

�� 2.3 

�� 2.4 

�� 2.5 

��.02 �D74A<;4J<S E9F96B7B 
48@<A<EFD<DB64A<S BC9D4J<BAAOI 
E<EF9@ 

108 G4A>6 (3 =989;8) 
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3.2 %>45@60=85 CG51=>9 ?@0:B8:8 

!08<5=>20=85 B5< CG51=>9 ?@0:B8:8 %>45@60=85 CG51=>9 ?@0:B8:8 
"1N5<  

G0A>2 
'@>25=P  
>A2>5=8S 

# .02 "@30=870F8S A5B52>3> 
04<8=8AB@8@>20=8S >?5@0F8>==OE 
A8AB5< 

 

�8@<A<EFD<DB64A<9 E9D69DB6 < D45BK<I EF4AJ<= 
6 3 

�D74A<;4J<S 8BEFGC4 > ?B>4?PAO@ E9FS@ < �AF9DA9FG 
6 3 

Advanced DNS 
6 3 

 9C?<>4J<S Active Directory 
6 3 

�B69D<9 < 7DGCCO 59;BC4EABEF< 6 Active Directory 
6 3 

�DGCCB6O9 CB?<F<>< 
6 3 

&9AFD E9DF<H<>4J<< Active Directory Certificate Service 
6 3 

�4EFDB=>4 E?G:5 DHCP < DNS 
6 3 

#EF4AB6>4 < A4EFDB=>4 H4=?B6B7B E9D69D4 
6 3 

�4EFDB=>4 F9IAB?B7<< NAT 
6 3 

!B;84A<9 < A4EFDB=>4 GKUFAOI ;4C<E9= 
6 3 

�4EFDB=>4 7DGCCB6OI CB?<F<> 
6 3 

#EF4AB6>4 < A4EFDB=>4 E9D69D4 E9DF<H<>4J<<. 
6 3 

#EF4AB6>4 < EBCDB6B:89A<9 E9F96OI E9D6<EB6  
6 3 

 4EK9F EFB<@BEF< E9F96B7B B5BDG8B64A<S < CDB7D4@@AB7B 
B59EC9K9A<S 6 3 
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#EF4AB6>4 < A4EFDB=>4 695-E9D69D4. 
6 3 

!5BD 84AAOI 8?S 4A4?<;4 <ECB?P;B64A<S CDB7D4@@AB-

F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9= 6 3 

�59EC9K9A<9 E9F96B= 59;BC4EABEF< 
6 3 

�A53>  
108  
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4. '%�"��/ $������&�� $��"'�� #$"�$�  / 

''��!"� #$��&���  

4.1. &@51>20=8S : <8=8<0;P=><C <0B5@80;P=>-B5E=8G5A:><C >15A?5G5=8R 

�5BDG8B64A<9 < F9IA<K9E><9 ED98EF64 A4 D45BK9@ @9EF9: B5BDG8B64A<9, 
<AEFDG@9AFO, D4EIB8AO9 @4F9D<4?O, B59EC9K<64RM<9 6OCB?A9A<9 6E9I 6<8B6 
D45BF, BCD989?9AAOI EB89D:4A<9@ $��! !��, 6 FB@ K<E?9 B5BDG8B64A<S < 
<AEFDG@9AFB6, <ECB?P;G9@OI CD< CDB6989A<< K9@C<BA4FB6 WorldSkills < G>4;4AAOI 
6 <AHD4EFDG>FGDAOI ?<EF4I >BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< 
«39 IT Network Systems Administration» >BA>GDEAB7B 86<:9A<S «�B?B8O9 
CDBH9EE<BA4?O» (WorldSkills). 

4.2. &@51>20=8S : 4>:C<5=B0F88, =5>1E>48<>9 4;S ?@>2545=8S ?@0:B8:8 

�?S CDB6989A<S GK95AB= CD4>F<>< 6 >B??98:9 D4;D45BF4A4 E?98GRM4S 
8B>G@9AF4J<S:  

2 CB?B:9A<9 B5 GK95AB= CD4>F<>9; 
2 D45BK4S CDB7D4@@4 GK95AB= CD4>F<><; 
2 C?4A-7D4H<> >BAEG?PF4J<= < >BAFDB?S ;4 6OCB?A9A<9@ EFG89AF4@< 

CDB7D4@@O GK95AB= CD4>F<><;  
2 CD<>4; B D4ECD989?9A<< EFG89AFB6 A4 CD4>F<>G. 

!FG89AFO CD< CDBIB:89A<< GK95AB= CD4>F<>< B5S;4AO: 
2 CB?ABEFPR 6OCB?ASFP ;484A<S, CD98GE@BFD9AAO9 CDB7D4@@B= GK95AB= 

CD4>F<><; 
2 EB5?R84FP 89=EF6GRM<9 CD46<?4 6AGFD9AA97B FDG8B6B7B D4ECBDS8>4; 
2 <;GK4FP < EFDB7B EB5?R84FP ABD@O BID4AO FDG84 < CD46<?4 CB:4DAB= 

59;BC4EABEF<. 

4.3. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8S 

#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;P=>9 ;8B5@0BC@O 

"A=>2=O5 8AB>G=8:8: 
1. �4D4AK<>B6 �.�., �4D4AK<>B6 �.�., �DB@B6 �... �D74A<;4J<S E9F96B7B 

48@<A<EFD<DB64A<S BC9D4J<BAAOI E<EF9@ 2016 ��& «�>489@<S» 

2. �GDSK<= �.�., �4E?<AE><= �.�. �C9D4J<BAA4S E<EF9@4 Linux. �GDE 
?9>J<=. #K95AB9 CBEB5<9. 2-9 <;8., �: �AF9DA9F-GA<69DE<F9F <AHBD@4J<BAAOI 
F9IAB?B7<=, 2008.  

3. �?<H9D �. �B@CPRF9DAO9 E9F<. �D<AJ<CO, F9IAB?B7<<, CDBFB>B?O: 
#K95A<> 8?S 6G;B6. 4-9 <;8., !�5: �<F9D, 2010. 

 

�>?>;=8B5;P=O5 8AB>G=8:8  
1. 1. �4F4@4AR> �. !B;84A<9, B5E?G:<64A<9 < 48@<A<EFD<DB64A<9 E9F9= A4 

100%, !�5: �<F9D, 2010. 
2. 2. !F4A9> #<?PS@  . Windows Power Shell 2.0. !CD46BKA<> 

48@<A<EFD4FBD4, !�5: �%�-�9F9D5GD7, 2010 

 

1;5:B@>==O5 8740=8S (Q;5:B@>==O5 @5AC@AO) 
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1. �8@<A<EFD<DB64A<9 E9F96B9: ?9>J<< [-?9>FDBAAO= D9EGDE]. 3  9:<@ 
8BEFGC4: http://gendocs.ru/v27580/?9>J<<_+_48@<A<EFD<DB64A<9_E9F96B9.  

2. �A89DEBA �. Iptables Tutorial 1.1.19 [-?9>FDBAAO= D9EGDE] /�9D. �. 
�<E9?T6. 3  9:<@ 8BEFGC4: 
http://www.linuxshare.ru/docs/security/iptables/iptables+tutorial.html.  

3. �4=84AE><= �.!. !9F96O9 D9EGDEO < <IGS;6<@BEF< [-?9>FDBAAO= 
D9EGDE].3�., 1999.3 9:<@ 8BEFGC4: http://ivmai.chat.ru/student/netrvuln/netrvuln.htm.  

4. !9F96B9 48@<A<EFD<DB64A<9 [-?9>FDBAAO= D9EGDE]. 3  9:<@ 8BEFGC4: 
http://inftis.narod.ru/adm/ais+n4.htm. 

 

4.4. �04@>2>5 >15A?5G5=85 >1@07>20B5;P=>3> ?@>F5AA0 
 G>B6B8EF6B GK95AB= CD4>F<>B= BEGM9EF6?SRF CD9CB8464F9?< >B??98:4, 4 F4>:9 

D45BFA<>< CD98CD<SF<=, ;4>D9C?9AAO9 ;4 B5GK4RM<@<ES. �B??98: 6O89?S9F 6 
>4:8GR H<D@G (BD74A<;4J<R) CD9CB8464F9?S DG>B6B8<F9?S CD4>F<><. � 97B 
B5S;4AABEF< 6IB8<F C9D<B8<K9E>B9 CBE9M9A<9 H<D@O (BF89?4), >BAFDB?P 
6OCB?A9A<S ;484A<S A4 CD4>F<>G, GFBKA9A<9 (>BDD9>F<DB6>4) ;484A<S 6 ;46<E<@BEF< 
BF >BA>D9FAOI GE?B6<= CD< B5S;4F9?PAB@ EB7?4EB64A<< QF<I 6BCDBEB6 E 
DG>B6B8<F9?9@ CD4>F<>< BF CD98CD<SF<S. �B D9;G?PF4F4@ >BAFDB?S CD9CB8464F9?P 
89?49F ;4C<E< 6 :GDA4?9.  

 

4.5. &@51>20=8S : @C:>2>48B5;S< ?@0:B8:8 

� BEAB6AO9 B5S;4AABEF< DG>B6B8<F9?S CD4>F<>< BF >B??98:4 6IB8SF: 
2 CDB6989A<9 CD4>F<>< 6 EBBF69FEF6<< E EB89D:4A<9@ F9@4F<K9E>B7B C?4A4 < 
EB89D:4A<9@ CD4>F<><; 
2 D4;D45BF>4 < EB7?4EB64A<9 E BD74A<;4J<S@< CDB7D4@@O, EB89D:4A<S < 
C?4A<DG9@OI D9;G?PF4FB6 CD4>F<><; 
2 BEGM9EF6?9A<9 DG>B6B8EF64 CD4>F<>B=; 
2 >BAFDB?<DB64A<9 D94?<;4J<< CDB7D4@@O < GE?B6<= CDB6989A<S CD4>F<><, 6 
FB@ K<E?9 FD95B64A<= BID4AO FDG84, 59;BC4EABEF< :<;A989SF9?PABEF< < CB:4DAB= 
59;BC4EABEF< 6 EBBF69FEF6<< E CD46<?4@< < ABD@4@<, 6 FB@ K<E?9 BFD4E?96O@<; 
2 HBD@<DB64A<9 7DGCCO 6 E?GK49 CD<@9A9A<S 7DGCCB6OI HBD@ CDB6989A<S 
CD4>F<><.  
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5. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ ''��!"� 
#$��&���  

$BD@B= BFK9FABEF< B5GK4RM97BES CB GK95AB= CD4>F<>9 S6?S9FES C<EP@9AAO= 
BFK9F B 6OCB?A9A<< D45BF < CD<?B:9A<= > BFK9FG, E6<89F9?PEF6GRM<I B 
;4>D9C?9A<< ;A4A<=, G@9A<=, CD<B5D9F9A<< CD4>F<K9E>B7B BCOF4, HBD@<DB64A<< 
B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<=, BE6B9A<< D45BK9= CDB7D4@@O; 
;4CB?A9AAO= 8A96A<> < CDB<;6B8EF69AA4S I4D4>F9D<EF<>4. �B <FB74@ D45BFO 6 
C9D<B8 CD4>F<>< EFG89AFG 6O849FES I4D4>F9D<EF<>4, >BFBD4S GF69D:849FES 
DG>B6B8<F9?9@ CD98CD<SF<S < E>D9C?S9FES C9K4FPR CD98CD<SF<S. �5GK4RM<=ES 
CBE?9 CDBIB:89A<S CD4>F<>< ;4M<M49F BFK9F CB CD4>F<>9. �4M<F4 BFK9FB6 
BD74A<;G9FES 6 >B??98:9. !FG89AF 8B>?48O649F D9;G?PF4FO 6OCB?A9A<S 
<A8<6<8G4?PAB7B ;484A<S, BF69K49F A4 6BCDBEO DG>B6B8<F9?S CD4>F<>< BF >B??98:4. 
�B D9;G?PF4F4@ ;4M<FO B5GK4RM<@<ES BFK9FB6 6OEF46?S9FES 8<HH9D9AJ<DB64AAO= 
;4K9F CB CD4>F<>9.  

�4 ;4M<FG CD98EF46?S9FES: 
- BFK9F B CD4>F<>9; 
- 8A96A<> GK95AB= CD4>F<><; 
- GF69D:89AAO= BF;O6-I4D4>F9D<EF<>4 B D45BF9 EFG89AF4. 

�<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF 6>?RK49F 6 E95S E?98GRM<9 D4;89?O: 
2 F<FG?PAO= ?<EF;  
2 EB89D:4A<9;  
2 66989A<9; 
2 BEAB6A4S K4EFP (<A8<6<8G4?PAB9 ;484A<9); 
2 I4D4>F9D<EF<>4 @9EF4 CDBIB:89A<S CD4>F<><;  
2 CD46<?4 BID4AO FDG84 A4 D45BK9@ @9EF9; 
2 ;4>?RK9A<9. 

"9>EF BFK9F4 8B?:9A 5OFP CB87BFB6?9A E <ECB?P;B64A<9@ >B@CPRF9D4 6 
Microsoft Word, D4EC9K4F4A A4 B8AB= EFBDBA9 59?B= 5G@47< HBD@4F4 �4 (210x297 
@@). &69F LD<HF4 - K9DAO=, @9:EFDBKAO= <AF9D64? - CB?GFBDAO=, 74DA<FGD4 - Times 

New Roman, D4;@9D LD<HF4 - 14 >97?P. 
 45BF4 A48 BFK9FB@ CB CD4>F<>9 8B?:A4 CB;6B?<FP DG>B6B8<F9?R BJ9A<FP 

GDB69AP D4;6<F<S B5M<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= EFG89AF4.  
�D< BCD989?9A<< BJ9A>< GK<FO649FES: 

- EF9C9AP < >4K9EF6B BFD45BF>< EFG89AFB@ CDB7D4@@O CD4>F<>< < 
<A8<6<8G4?PAB7B ;484A<S; 

- D9;G?PF4FO <ECB?A9A<S E?G:95AOI B5S;4AABEF9=; 
- EB89D:4A<9 < >4K9EF6B BHBD@?9A<S BFK9FAOI 8B>G@9AFB6. 

�5M4S BJ9A>4 EFG89AFG-CD4>F<>4AFG BCD989?S9FES <EIB8S <; K4EFAOI BJ9AB>: 
- BJ9A><, CB?GK9AAB= A4 CD98CD<SF<< (6 BD74A<;4J<<, H<D@9); 
- BJ9A><, CB?GK9AAB= ;4 BF69FO 6 IB89 ;4M<FO. 
$57C;PB0BO  

(>A2>5==O5 ?@>D5AA8>=0;P=O5 :><?5B5=F88) (>@<O 8 <5B>4O :>=B@>;S 8 >F5=:8  

�� 2.1. �D<A<@4FP @9DO CB GEFD4A9A<R E5B96 6 
BC9D4J<BAAOI E<EF9@4I. 

�45;N89=89 8 >F9=:4 ?@8 6O?>;=9=88 @45>B 
=4 ?@>876>8AB69==>9 ?@4:B8:9 
 �� 2.2. �8@<A<EFD<DB64FP E9F96O9 D9EGDEO 6 BC9-

D4J<BAAOI E<EF9@4I. 
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�� 2.3. �EGM9EF6?SFP E5BD 84AAOI 8?S 4A4?<;4 <E-
CB?P;B64A<S < HGA>J<BA<DB64A<S CDB7D4@@AB-

F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9=. 
�� 2.4. �EGM9EF6?SFP CDB6989A<9 B5AB6?9A<S 
CDB7D4@@AB7B B59EC9K9A<S BC9D4J<BAAOI E<EF9@ 
< CD<>?48AB7B CDB7D4@@AB7B B59EC9K9A<S. 
�� 2.5. �EGM9EF6?SFP 6OS6?9A<9 < GEFD4A9A<9 
<AJ<89AFB6 6 CDBJ9EE9 HGA>J<BA<DB64A<S 
BC9D4J<BAAOI E<EF9@. 

$BD@O < @9FB8O >BAFDB?S < BJ9A>< D9;G?PF4FB6 B5GK9A<S 8B?:AO CB;6B?SFP 
CDB69DSFP G B5GK4RM<IES A9 FB?P>B EHBD@<DB64AABEFP CDBH9EE<BA4?PAOI 
>B@C9F9AJ<=, AB < D4;6<F<9 B5M<I >B@C9F9AJ<= < B59EC9K<64RM<I <I G@9A<=. 

$57C;PB0BO >1CG5=8S  
(>A2>5==O5 >1M85  
:><?5B5=F88) 

(>@<O 8 <5B>4O :>=B@>;S 8 >F5=:8 
@57C;PB0B>2 >1CG5=8S 

�� 01. �O5<D4FP ECBEB5O D9L9A<S ;484K 
CDBH9EE<BA4?PAB= 89SF9?PABEF< CD<@9A<F9?PAB > 
D4;?<KAO@ >BAF9>EF4@; 

�=B9@?@9B4F8O @97C;PB4B>6 =45;N89=89 
74 89OB9;P=>ABPN >5CG4NM97>AO 6 ?@>F9AA9 
>A6>9=8O >5@47>64B9;P=>9 ?@>7@4<<O. 
�45;N89=89 8 >F9=:4 =4 ?@4:B8:9 �� 02. �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 

CB<E>4, 4A4?<;4 < <AF9DCD9F4J<< <AHBD@4J<< < 
<AHBD@4J<BAAO9 F9IAB?B7<< 8?S 6OCB?A9A<S 
;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<; 
�� 03. �?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 
CDBH9EE<BA4?PAB9 < ?<KABEFAB9 D4;6<F<9, 
CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 
CDBH9EE<BA4?PAB= EH9D9, <ECB?P;B64FP ;A4A<S CB 
CD46B6B= < H<A4AEB6B= 7D4@BFABEF< 6 D4;?<KAOI 
:<;A9AAOI E<FG4J<SI; 
�� 04. -HH9>F<6AB 6;4<@B89=EF6B64FP < D45BF4FP 
6 >B??9>F<69 < >B@4A89; 
�� 05. �EGM9EF6?SFP GEFAGR < C<EP@9AAGR 
>B@@GA<>4J<R A4 7BEG84DEF69AAB@ S;O>9 
 BEE<=E>B= $989D4J<< E GK9FB@ BEB59AABEF9= 
EBJ<4?PAB7B < >G?PFGDAB7B >BAF9>EF4; 
�� 06. �DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR 
CB;<J<R, 89@BAEFD<DB64FP BEB;A4AAB9 CB6989A<9 
A4 BEAB69 FD48<J<BAAOI DBEE<=E><I 8GIB6AB-

AD46EF69AAOI J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 
74D@BA<;4J<< @9:A4J<BA4?PAOI < 
@9:D9?<7<B;AOI BFABL9A<=, CD<@9ASFP 
EF4A84DFO 4AF<>BDDGCJ<BAAB7B CB6989A<S; 
�� 07. !B89=EF6B64FP EBID4A9A<R B>DG:4RM9= 
ED98O, D9EGDEBE59D9:9A<R, CD<@9ASFP ;A4A<S B5 
<;@9A9A<< >?<@4F4, CD<AJ<CO 59D9:?<6B7B 
CDB<;6B8EF64, QHH9>F<6AB 89=EF6B64FP 6 
KD9;6OK4=AOI E<FG4J<SI; 
OK 08. �ECB?P;B64FP ED98EF64 H<;<K9E>B= 
>G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S ;8BDB6PS 6 
CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < 
CB889D:4A<S A9B5IB8<@B7B GDB6AS H<;<K9E>B= 
CB87BFB6?9AABEF<; 
�� 09. �B?P;B64FPES CDBH9EE<BA4?PAB= 
8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 
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 <A<EF9DEF6B B5D4;B64A<S �9?7BDB8E>B= B5?4EF< 

"5?4EFAB9 7BEG84DEF69AAB9 46FBAB@AB9  
B5D4;B64F9?PAB9 CDBH9EE<BA4?PAB9 GKD9:89A<9  
«�5;3>@>4A:89 8=4CAB@80;P=O9 :>;;546» 
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1. "�-�/ )�$��&�$�%&��� $��"+�� #$"�$�  / '+��!"� 
#$��&��� 

 

1.1.  "1;0ABP ?@8<5=5=8O ?@>3@0<<O 

$45BK4S CDB7D4@@4 GK95AB= CD4>F<>< S6?S9FES K4EFPR CDB7D4@@O CB87BFB6>< 
EC9J<4?<EFB6 ED98A97B ;69A4 6 EBBF69FEF6<< E (�"% CB EC9J<4?PABEF< %#" 
09.02.06 %9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9, G>DGCA9AAB= 7DGCCO EC9J<4?PAB-
EF9= 09.00.00 «�AHBD@4F<>4 < 6OK<E?<F9?PA4S F9IA<>4» 6 K4EF< BE6B9A<S BEAB6AB-
7B 6<84 CDBH9EE<BA4?PAB= 89SF9?PABEF< (�#�): %B;84A<9 < >BDD9>F<DB6>4 >B@CPR-
F9DAB= (J<HDB6B=) @B89?< < EBBF69FEF6GRM<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= 
(#�): 

#� 3.1. "EGM9EF6?SFP CDB9>F<DB64A<9 E9F96B= <AHD4EFDG>FGDO. 
#� 3.2. "5E?G:<64FP E9F96O9 >BAH<7GD4J<< CDB7D4@@AB-4CC4D4FAOI 
ED98EF6. 
#� 3.3. "EGM9EF6?SFP ;4M<FG <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ CDB7D4@-
@AB-4CC4D4FAOI ED98EF6. 
#� 3.4. "EGM9EF6?SFP GEFD4A9A<9 A9F<C<KAOI A9<ECD46ABEF9= 6 D45BF9 E9F9-
6B= <AHD4EFDG>FGDO. 
#� 3.5.  B89DA<;<DB64FP E9F96O9 GEFDB=EF64 <AHBD@4J<BAAB-
>B@@GA<>4J<BAAOI E<EF9@. 
 

1.2 *5;8 8 7040G8 CG51=>9 ?@0:B8:8: 
"EAB6AB= J9?PR GK95AB= CD4>F<>< S6?S9FES G7?G5?9A<9 < ;4>D9C?9A<9 F9BD9-

F<K9E><I ;A4A<=, CB?GK9AAOI 6 CDBJ9EE9 B5GK9A<S; CD<B5D9F9A<9 A9B5IB8<@OI 
CDBH9EE<BA4?PAOI A46O>B6 D45BFO 6 EBBF69FEF6GRM<I GKD9:89A<SI 6 D4@>4I CDB-
H9EE<BA4?PAB7B @B8G?S. 

�040G0<8 GK95AB= CD4>F<>< S6?SRFES: 
CD<B5D9F9A<9 B5GK4RM<@<ES C9D6<KAOI CDBH9EE<BA4?PAOI G@9A<= < A46O>B6 CB 
B5E?G:<64A<R < G84?9AAB@G 48@<A<EFD<DB64A<R E9F96B= <AHD4EFDG>FGDO, 6BEEF4-
AB6?9A<R D45BFBECBEB5ABEF< E9F< CBE?9 E5BS, CB889D:>9 CB?P;B64F9?9= E9F<, 
A4EFDB=>9 4CC4D4FAB7B < CDB7D4@@AB7B B59EC9K9A<S E9F96B= <AHD4EFDG>FGDO. 

% J9?PR B6?489A<S G>4;4AAO@ 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< < EBBF-
69FEF6GRM<@< CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< B5GK4RM<=ES 6 IB89 BE6B9A<S 
GK95AB= CD4>F<>< 8B?:9A: 
8<5BP ?@0:B8G5A:89 >?OB: 

B5E?G:<64A<< E9F96B= <AHD4EFDG>FGDO, 6BEEF4AB6?9A<< D45BFBECBEB5ABEF< 
E9F< CBE?9 E5BS; 

G84?9AAB@ 48@<A<EFD<DB64A<< < 6BEEF4AB6?9A<< D45BFBECBEB5ABEF< E9F96B= 
<AHD4EFDG>FGDO; 

CB889D:>9 CB?P;B64F9?9= E9F<, A4EFDB=>9 4CC4D4FAB7B < CDB7D4@@AB7B B59E-
C9K9A<S E9F96B= <AHD4EFDG>FGDO. 

1.3 �>;8G5AB2> G0A>2 =0 >A2>5=85 @01>G59 ?@>3@0<<O CG51=>9 ?@0:B8:8: 
A4 GK95AGR CD4>F<>G BF6B8<FES 108 K4EB6. 
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2. $��'�0&�&/ "%�"�!�/ '+��!"� #$��&��� 
 

$9;G?PF4FB@ BE6B9A<S GK95AB= CD4>F<>< S6?S9FES B6?489A<9 B5GK4RM<@<ES 
6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< (�#�): ->EC?G4F4J<S B5N9>FB6 E9F96B= 
<AHD4EFDG>FGDO < EBBF69FEF6GRM<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= (#�) < B5M<I 
("�) >B@C9F9AJ<=: 

�>4 !08<5=>20=85 @57C;PB0B0 >1CG5=8O 

#� 3.1 #� 3.1. "EGM9EF6?SFP CDB9>F<DB64A<9 E9F96B= <AHD4EFDG>FGDO. 
#� 3.2 #� 3.2. "5E?G:<64FP E9F96O9 >BAH<7GD4J<< CDB7D4@@AB-4CC4D4FAOI 

ED98EF6. 
#� 3.3 #� 3.3. "EGM9EF6?SFP ;4M<FG <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ 

CDB7D4@@AB-4CC4D4FAOI ED98EF6. 
#� 3.4 #� 3.4. "EGM9EF6?SFP GEFD4A9A<9 A9F<C<KAOI A9<ECD46ABEF9= 6 D4-

5BF9 E9F96B= <AHD4EFDG>FGDO. 
#� 3.5 #� 3.5.  B89DA<;<DB64FP E9F96O9 GEFDB=EF64 <AHBD@4J<BAAB-

>B@@GA<>4J<BAAOI E<EF9@. 
"� 1 "� 01. �O5<D4FP ECBEB5O D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?P-

ABEF< CD<@9A<F9?PAB > D4;?<KAO@ >BAF9>EF4@; 
"� 2 "� 02. �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 CB<E>4, 4A4?<;4 < <AF9D-

CD9F4J<< <AHBD@4J<< < <AHBD@4J<BAAO9 F9IAB?B7<< 8?S 6OCB?A9-
A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<; 

"� 3 "� 03. #?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 CDBH9EE<BA4?PAB9 
< ?<KABEFAB9 D4;6<F<9, CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 CDB-
H9EE<BA4?PAB= EH9D9, <ECB?P;B64FP ;A4A<S CB CD46B6B= < H<A4AEB-
6B= 7D4@BFABEF< 6 D4;?<KAOI :<;A9AAOI E<FG4J<SI; 

"� 4 "� 04. -HH9>F<6AB 6;4<@B89=EF6B64FP < D45BF4FP 6 >B??9>F<69 < >B-
@4A89 

"� 5 "� 05. "EGM9EF6?SFP GEFAGR < C<EP@9AAGR >B@@GA<>4J<R A4 7BEG-
84DEF69AAB@ S;O>9 $BEE<=E>B= (989D4J<< E GK9FB@ BEB59AABEF9= EB-
J<4?PAB7B < >G?PFGDAB7B >BAF9>EF4; 

"� 6 "� 06. #DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 89@BAEFD<-
DB64FP BEB;A4AAB9 CB6989A<9 A4 BEAB69 FD48<J<BAAOI DBEE<=E><I 
8GIB6AB-AD46EF69AAOI J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 74D@BA<;4J<< 
@9:A4J<BA4?PAOI < @9:D9?<7<B;AOI BFABL9A<=, CD<@9ASFP EF4A-
84DFO 4AF<>BDDGCJ<BAAB7B CB6989A<S; 

"� 7 "� 07. %B89=EF6B64FP EBID4A9A<R B>DG:4RM9= ED98O, D9EGDEBE59-
D9:9A<R, CD<@9ASFP ;A4A<S B5 <;@9A9A<< >?<@4F4, CD<AJ<CO 59D9:-
?<6B7B CDB<;6B8EF64, QHH9>F<6AB 89=EF6B64FP 6 KD9;6OK4=AOI E<FG4-
J<SI; 

"� 8 OK 08. �ECB?P;B64FP ED98EF64 H<;<K9E>B= >G?PFGDO 8?S EBID4A9A<S < 
G>D9C?9A<S ;8BDB6PS 6 CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < 
CB889D:4A<S A9B5IB8<@B7B GDB6AS H<;<K9E>B= CB87BFB6?9AABEF<; 

"� 9 "� 09. #B?P;B64FPES CDBH9EE<BA4?PAB= 8B>G@9AF4J<9= A4 7BEG84D-
EF69AAB@ < <ABEFD4AAB@ S;O>4I. 
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3. %&$'�&'$� � %"��$��!�� '+��!"� #$��&��� 

 

3.1. &5<0B8G5A:89 ?;0= CG51=>9 ?@0:B8:8 

 

�>4O D>@<8@C5<OE :><?5-
B5=F89 

!08<5=>20=85 ?@>D5AA8>=0;P=>3> <>4C;O "1NU< 2@5<5=8, >B254U==O9 =0 CG51-
=CN  ?@0:B8:C (2 G0A0E, =545;OE) 

#� 3.1, #� 3.2, #�3.3, #� 3.4, 
#� 3.5 

 

"� 1, "� 2, "� 3, "� 4, "� 5, 
"� 6, "� 7, "� 8, "� 9 

# .03 ->EC?G4F4J<S B5N9>FB6 E9F96B= <AHD4-
EFDG>FGDO. 

 

108 K4EB6, 3 A989?< 
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3.2. %>45@60=85 CG51=>9 ?@0:B8:8 

 

!08<5=>20=85  
B5< CG51=>9 ?@0:B8:8 

%>45@60=85 CG51=>9 ?@0:B8:8 "1N5< G0A>2 
1 2 3 

# .03 

1:A?;C0B0F8O >1N5:B>2 
A5B52>9 8=D@0AB@C:BC@O 

 

66 

&5<0 1. 
1:A?;C0B0F8O >1N5:B>2 
A5B52>9 8=D@0AB@C:BC@O 

 

 

 %>45@60=85 CG51=>3> <0B5@80;0 66 

1 !4EFDB=>4 CD46 8BEFGC4. 

66 

2 "HBD@?9A<9 F9IA<K9E>B= 8B>G@9AF4J<<, CD46<?4 BHBD@?9A<S 8B>G@9AFB6. 

3 !4EFDB=>4 4CC4D4FAB7B < CDB7D4@@AB7B B59EC9K9A<S E9F<.  
4 !4EFDB=>4 E9F96B= >4DFO, <@S >B@CPRF9D4, D45BK4S 7DGCC4, 66989A<9 >B@CPRF9D4 6 domain. 
5 #DB7D4@@A4S 8<47ABEF<>4 A9<ECD46ABEF9=. 
6 �CC4D4FA4S 8<47ABEF<>4 A9<ECD46ABEF9=. 

&5<0 2.  

�57>?0A=>ABP 
:><?PNB5@=OE A5B59 

 
42 

 %>45@60=85 CG51=>3> <0B5@80;0 

42 

1 #B<E> A9<ECD46ABEF9= F9IA<K9E><I ED98EF6. 

2 �OCB?A9A<9 89=EF6<= CB GEFD4A9A<R A9<ECD46ABEF9=. 

3 �ECB?P;B64A<9 4>F<6AB7B, C4EE<6AB7B B5BDG8B64A<S E9F<. 

4 'EFD4A9A<9 C4D4;<F<DGRM9= A47DG;>< 6 E9F<. 

5 #BEFDB9A<9 H<;<K9E>B= >4DFO ?B>4?PAB= E9F< 

�A53> G0A>2 108 
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4. '%�"��/ $������*�� #$"�$�  / 

'+��!"� #$��&��� 

 

4.1. &@51>20=8O : <8=8<0;P=><C <0B5@80;P=>-B5E=8G5A:><C >15A-
?5G5=8N 

'K95A4S CD4>F<>4 D94?<;G9FES 6 @4EF9DE><I CDBH9EE<BA4?PAB= B5D4;B-

64F9?PAB= BD74A<;4J<< < FD95G9F A4?<K<S B5BDG8B64A<S, <AEFDG@9AFB6, D4E-

IB8AOI @4F9D<4?B6, B59EC9K<64RM<I 6OCB?A9A<9 6E9I 6<8B6 D45BF, BCD989-

?9AAOI EB89D:4A<9@ CDB7D4@@ CDBH9EE<BA4?PAOI @B8G?9= 6 EBBF69FEF6<< E 

6O5D4AAB= FD49>FBD<9=, 6 FB@ K<E?9 B5BDG8B64A<S < <AEFDG@9AFB6, <ECB?P;G-

9@OI CD< CDB6989A<< K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 <AHD4EFDG>FGD-

AOI ?<EF4I >BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< «39 IT 

Network Systems Administration» >BA>GDEAB7B 86<:9A<S « B?B8O9 CDBH9EE<-

BA4?O» (WorldSkills) K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 <AHD4EFDG>FGD-

AOI ?<EF4I >BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< «39 IT 

Network Systems Administration» >BA>GDEAB7B 86<:9A<S « B?B8O9 CDBH9EE<-

BA4?O» (WorldSkills). 

$94?<;4J<S CDB7D4@@O GK95AB= CD4>F<>< CD98CB?4749F A4?<K<9 E?98G-

RM<I EC9J<4?PAOI CB@9M9A<=: 

?45BD4FBD<< «->EC?G4F4J<< B5N9>FB6 E9F96B= <AHD4EFDG>FGDO», BEA4-

M9AAB=: 

" 12-15 >B@CPRF9DB6 B5GK4RM<IES < 1 >B@CPRF9D CD9CB8464F9?S 
(4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, CDBJ9EEBD A9 A<:9 
Core i3, BC9D4F<6A4S C4@SFP B5N9@B@ A9 @9A99 8 �5; HD 500 Gb <?< 
5B?PL9 CDB7D4@@AB9 B59EC9K9A<9: BC9D4J<BAAO9 E<EF9@O Windows, 
UNIX, C4>9F BH<EAOI CDB7D4@@, C4>9F %�#$); 

" &<CB6B= EBEF46 8?S @BAF4:4 < A4?48>< >B@CPRF9DAB= E9F<: >459?< 
D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S 
>459?S, >DBEE-AB:<, >DBEE-C4A9?<; 

" #D<@9D CDB9>FAB= 8B>G@9AF4J<<; 
" !9B5IB8<@B9 ?<J9A;<BAAB9 CDB7D4@@AB9 B59EC9K9A<9 8?S 
48@<A<EFD<DB64A<S E9F9= < B59EC9K9A<S 99 59;BC4EABEF< 

" %9D69D 6 ?45BD4FBD<< (4CC4D4FAB9 B59EC9K9A<9: A9 @9A99 2 E9F96OI C?4F, 
8-I S89DAO= CDBJ9EEBD E K4EFBFB= A9 @9A99 3 ��J, BC9D4F<6A4S C4@SFP 
B5N9@B@ A9 @9A99 16 �5, :9EF><9 8<E>< B5M<@ B5N9@B@ A9 @9A99 2 &5, 
CDB7D4@@AB9 B59EC9K9A<9: Windows Server 2012 <?< 5B?99 AB64S 69DE<S, 
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?<J9A;<BAAO9 4AF<6<DGEAO9 CDB7D4@@O, ?<J9A;<BAAO9 CDB7D4@@O 
6BEEF4AB6?9A<S 84AAOI, ?<J9A;<BAAO= CDB7D4@@O CB 6<DFG4?<;4J<<.)   

" &9IA<K9E><9 ED98EF64 B5GK9A<S: 
" �B@CPRF9DO E ?<J9A;<BAAO@ CDB7D4@@AO@ B59EC9K9A<9@ 

" �AF9D4>F<6A4S 8BE>4 
" #DB9>FBD 

  

 

4.2 &@51>20=8O : 4>:C<5=B0F88, =5>1E>48<>9 4;O ?@>2545=8O ?@0:B8-
:8: 

-  CB?B:9A<9 B  CD4>F<>9 EFG89AFB6, BE64<64RM<I BEAB6AO9 CDBH9EE<B-
A4?PAO9 B5D4;B64F9?PAO9 CDB7D4@@O ED98A97B CDBH9EE<BA4?PAB7B B5D4;B64-
A<S; 

-  CDB7D4@@4 CD4>F<><; 
-  7D4H<> CDB6989A<S CD4>F<><; 
-  7D4H<> >BAEG?PF4J<=,  
-  7D4H<> ;4M<FO BFK9FB6 CB CD4>F<>9. 
 

 

4.3. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8O  
 

#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 4>-
?>;=8B5;P=>9 ;8B5@0BC@O 

 

"EAB6AO9 <EFBKA<><  
1. !4;4DB6 �.�.,  9?PA<>B6 �.#., �GCD<SAB6 �.�. ->EC?G4F4J<S 

B5N9>FB6 E9F96B= <AHD4EFDG>FGDO "�& «�>489@<S».  2018. 

�BCB?A<F9?PAO9 <EFBKA<><  

1. �G5AB6 �.�. "EAB6O <AHBD@4J<BAAB= 59;BC4EABEF<: GK95. CBEB5<9 
8?S EFG8. GKD9:89A<= ED98. CDBH. B5D4;B64A<S 3  .: �;84F9?PE><= 
J9AFD «�>489@<S», 2017. 3 256 E. 
2. �BEFDB6 �.�. %9F< < E<EF9@O C9D984K< <AHBD@4J<<: GK95A<> 8?S 
EFG8. GKD9:89A<= ED98. CDBH. B5D4;B64A<S 3  .: �;84F9?PE><= J9AFD 
«�>489@<S», 2019. 3 288 E. 

 

1;5:B@>==O5 @5AC@AO 

1. �4E<A, !. !. "59EC9K9A<9 59;BC4EABEF< E9F9= A4 @4DLDGF<;4FBD4I < 
>B@@GF4FBD4I : @9FB8<K9E><9 G>4;4A<S CB CDB6989A<R ?45BD4FBDAOI 
D45BF / !. !. �4E<A. 4 %4@4D4 : #B6B?:E><= 7BEG84DEF69AAO= GA<69D-
E<F9F F9?9>B@@GA<>4J<= < <AHBD@4F<><, 2014. 4 24 c. 4 ISBN 2227-

8397. 4 &9>EF : Q?9>FDBAAO= // -?9>FDBAAB-5<5?<BF9KA4S E<EF9@4 IPR 
BOOKS : [E4=F]. 4 URL: http://www.iprbookshop.ru/71860.html  

2. �B:A<>B6, #. %. "59EC9K9A<9 59;BC4EABEF< E9F96B= <AHD4EFDG>FGDO A4 
BEAB69BC9D4J<BAAOI E<EF9@ Microsoft : CD4>F<>G@ / #. %. �B:A<>B6, �. 
 .  <I4=?B6. 4  BE>64, %4D4FB6 : �AF9DA9F-'A<69DE<F9F �AHBD@4J<-
BAAOI &9IAB?B7<= (�!&'�&), �G;B6E>B9 B5D4;B64A<9, 2017. 4 264 c. 
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4 ISBN 978-5-4487-0080-4. 4 &9>EF : Q?9>FDBAAO= // -?9>FDBAAB-
5<5?<BF9KA4S E<EF9@4 IPR BOOKS : [E4=F]. 4 URL: 

http://www.iprbookshop.ru/67389.html 

3. "EAB6O CBEFDB9A<S E9F9= C4>9FAB= >B@@GF4J<< /�4E<A !.  
http://www.intuit.ru/studies/courses/ 3645/887/info 

4. %OEB96, -. �. �8@<A<EFD<DB64A<9 >B@CPRF9DAOI E9F9= : GK95AB9 CBEB-
5<9 / -. �. %OEB96, �. �. &9D9IB6, �. �. �GDJ964. 4 &4@5B6 : &4@5B6E><= 
7BEG84DEF69AAO= F9IA<K9E><= GA<69DE<F9F, -�% �%�, 2017. 4 79 c. 4 

ISBN 978-5-8265-1802-1. 4 &9>EF : Q?9>FDBAAO= // -?9>FDBAAB-
5<5?<BF9KA4S E<EF9@4 IPR BOOKS : [E4=F]. 4 URL: 

http://www.iprbookshop.ru/85916.html 

 

4.4. �04@>2>5 >15A?5G5=85 >1@07>20B5;P=>3> ?@>F5AA0 
&D95B64A<S > >64?<H<>4J<< C9847B7<K9E><I (<A:9A9DAB-

C9847B7<K9E><I) >48DB6, B59EC9K<64RM<I B5GK9A<9 CB @9:8<EJ<C?<A4DAB@G 
>GDEG (>GDE4@): A4?<K<9 6OEL97B CDBH9EE<BA4?PAB7B B5D4;B64A<S, EBBF69F-
EF6GRM97B CDBH<?R @B8G?S «->EC?G4F4J<S B5N9>FB6 E9F96B= <AHD4EFDG>FG-
DO» < EC9J<4?PABEF< «%9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9». 

&D95B64A<S > >64?<H<>4J<< C9847B7<K9E><I >48DB6, BEGM9EF6?SRM<I 
DG>B6B8EF6B CD4>F<>B= 

�A:9A9DAB-C9847B7<K9E><= EBEF46: 8<C?B@<DB64AAO9 EC9J<4?<EFO3
CD9CB8464F9?< @9:8<EJ<C?<A4DAOI >GDEB6. 

 

4.5 &@51>20=8O : @C:>2>48B5;O< ?@0:B8:8  
�<D9>FBD B5D4;B64F9?PAB7B GKD9:89A<S:  
- BEGM9EF6?S9F B5M99 DG>B6B8EF6B < >BAFDB?P CD4>F<>B=; 
- GF69D:849F C?4A-7D4H<> CDB6989A<S CD4>F<><; 
- D4EE@4FD<649F 4A4?<F<K9E><9 @4F9D<4?O CB BD74A<;4J<<, CDB6989A<R 

< FB74@ CD4>F<><. 
$G>B6B8<F9?P CD4>F<><: 
-  EBEF46?S9F 7D4H<> CDB6989A<S < D4EC<E4A<9 CD4>F<><, 7D4H<>< >BA-

EG?PF4J<= < 8B6B8<F <I 8B E6989A<S CD9CB8464F9?9=, EFG89AFB6; 
- BEGM9EF6?S9F @9FB8<K9E>B9 DG>B6B8EF6B < >BAFDB?P 89SF9?PABEFPR 

6E9I ?<J, GK4EF6GRM<I 6 BD74A<;4J<< < CDB6989A<< CD4>F<><; 
- GK4EF6G9F 6 BJ9A>9 B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<= EFG89AF4, 

BE6B9AAOI <@ 6 IB89 CDBIB:89A<S CDB<;6B8EF69AAB= CD4>F<>< (CB CDBH<?R 
EC9J<4?PABEF<); 

- >BAFDB?<DG9F 6989A<9 8B>G@9AF4J<< CB CD4>F<>9. 
#D9CB8464F9?< CDBH9EE<BA4?PAOI @B8G?9=: 
- D4;D454FO64RF CDB7D4@@G CD4>F<>< 8?S EFG89AFB6 CB EC9J<4?PABEF<; 
- HBD@<DGRF 7DGCCO 6 E?GK49 CD<@9A9A<S 7DGCCB6OI HBD@ CDB6989A<S 

CD4>F<><; 
- CDB6B8SF <A8<6<8G4?PAO9 <?< 7DGCCB6O9 >BAEG?PF4J<< 6 IB89 CD4>F<-

><. 
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5. �"!&$"�0 � "*�!�� $��'�0&�&"� "%�"�!�/ '+��!"� 
#$��&��� 

(BD@B= BFK9FABEF< B5GK4RM97BES CB GK95AB= CD4>F<>9 S6?S9FES 
C<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF < CD<?B:9A<= > BFK9FG, 
E6<89F9?PEF6GRM<I B ;4>D9C?9A<< ;A4A<=, G@9A<=, CD<B5D9F9A<< 
CD4>F<K9E>B7B BCOF4, HBD@<DB64A<< B5M<I < CDBH9EE<BA4?PAOI 
>B@C9F9AJ<=, BE6B9A<< D45BK9= CDB7D4@@O; ;4CB?A9AAO= 8A96A<> < 
I4D4>F9D<EF<>4. #B <FB74@ D45BFO 6 C9D<B8 CD4>F<>< EFG89AFG 6O849FES 
I4D4>F9D<EF<>4, >BFBD4S GF69D:849FES DG>B6B8<F9?9@ CD98CD<SF<S < 
E>D9C?S9FES C9K4FPR CD98CD<SF<S. "5GK4RM<=ES CBE?9 CDBIB:89A<S 
CD4>F<>< ;4M<M49F BFK9F CB CD4>F<>9. �4M<F4 BFK9FB6 BD74A<;G9FES 6 
>B??98:9. %FG89AF 8B>?48O649F D9;G?PF4FO 6OCB?A9A<S <A8<6<8G4?PAB7B 
;484A<S, BF69K49F A4 6BCDBEO DG>B6B8<F9?S CD4>F<>< BF >B??98:4. #B 
D9;G?PF4F4@ ;4M<FO B5GK4RM<@<ES BFK9FB6 6OEF46?S9FES 
8<HH9D9AJ<DB64AAO= ;4K9F CB CD4>F<>9.  

!4 ;4M<FG CD98EF46?S9FES: 
- BFK9F B CD4>F<>9; 
- 8A96A<> GK95AB= CD4>F<><; 
- GF69D:89AAO= BF;O6-I4D4>F9D<EF<>4 B D45BF9 EFG89AF4. 
#<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF 6>?RK49F 6 E95S E?98GRM<9 

D4;89?O: 
2 F<FG?PAO= ?<EF;  
2 EB89D:4A<9;  
2 66989A<9; 
2 BEAB6A4S K4EFP (<A8<6<8G4?PAB9 ;484A<9); 
2 I4D4>F9D<EF<>4 @9EF4 CDBIB:89A<S CD4>F<><;  
2 CD46<?4 BID4AO FDG84 A4 D45BK9@ @9EF9; 
2 ;4>?RK9A<9. 
&9>EF BFK9F4 8B?:9A 5OFP CB87BFB6?9A E <ECB?P;B64A<9@ >B@CPRF9D4 6 

Microsoft Word, D4EC9K4F4A A4 B8AB= EFBDBA9 59?B= 5G@47< HBD@4F4 �4 
(210x297 @@). &69F LD<HF4 - K9DAO=, @9:EFDBKAO= <AF9D64? - CB?GFBDAO=, 
74DA<FGD4 - Times New Roman, D4;@9D LD<HF4 - 14 >97?P. 

$45BF4 A48 BFK9FB@ CB CD4>F<>9 8B?:A4 CB;6B?<FP DG>B6B8<F9?R BJ9-
A<FP GDB69AP D4;6<F<S B5M<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= EFG89AF4.  

#D< BCD989?9A<< BJ9A>< GK<FO649FES: 
- EF9C9AP < >4K9EF6B BFD45BF>< EFG89AFB@ CDB7D4@@O CD4>F<>< < <A-
8<6<8G4?PAB7B ;484A<S; 

- D9;G?PF4FO <ECB?A9A<S E?G:95AOI B5S;4AABEF9=; 
- EB89D:4A<9 < >4K9EF6B BHBD@?9A<S BFK9FAOI 8B>G@9AFB6. 
"5M4S BJ9A>4 EFG89AFG-CD4>F<>4AFG BCD989?S9FES <EIB8S <; K4EFAOI 

BJ9AB>: 
- BJ9A><, CB?GK9AAB= A4 CD98CD<SF<< (6 BD74A<;4J<<, H<D@9); 
- BJ9A><, CB?GK9AAB= ;4 BF69FO 6 IB89 ;4M<FO. 
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$57C;PB0BO  
(>A2>5==O5 ?@>-
D5AA8>=0;P=O5 
:><?5B5=F88) 

"A=>2=O5 ?>:070B5;8 >F5=:8 
@57C;PB0B0 

(>@<O 8 <5B>4O :>=-
B@>;O 8 >F5=:8  

�� 3.1. �EGM9EF6-
?OFP CDB9>F<DB64-
A<9 E9F96B= <AHD4-
EFDG>FGDO. 

2 "59EC9K<64FP 59EC9D95B=AB9 
HGA>J<BA<DB64A<9 6OK<E?<-
F9?PAB= E9F< 6 EBBF69FEF6<< E 
F9IA<K9E><@< GE?B6<S@< < 
ABD@4F<64@< B5E?G:<64A<S   

2 #DB6B8<FP A9B5IB8<@O9 F9-
EFB6O9 CDB69D>< < CDBH<?4>-
F<K9E><9 BE@BFDO 

2 "EGM9EF6?SFP @BA<FBD<A7 
<ECB?P;B64A<S  6OK<E?<F9?P-
AB= E9F< 

2 (<>E<DB64FP < 4A4?<;<DB64FP 
E5B< 6 D45BF9 E9D69DAB7B < 
E9F96B7B B5BDG8B64A<S 

2 "59EC9K<64FP E6B96D9@9AAB9 
6OCB?A9A<9 CDBH<?4>F<K9-
E><I D45BF 

2 %6B96D9@9AAB 6OCB?ASFP 
@9?><= D9@BAF B5BDG8B64A<S  

2 (<>E<DB64FP A9B5IB8<@BEFP 
6A9BK9D98AB7B B5E?G:<64A<S 
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2 CDB9>F<DB64FP ?B>4?PAGR E9FP, 6O5<D4FP E9F96O9 FBCB?B7<<; 
2 <ECB?P;B64FP @AB7BHGA>J<BA4?PAO9 CD<5BDO @BA<FBD<A74, CDB7D4@@AB-
4CC4D4FAO9 ED98EF64 F9IA<K9E>B7B >BAFDB?S ?B>4?PAB= E9F<. 

7=0BP: 
2 B5M<9 CD<AJ<CO CBEFDB9A<S E9F9=, E9F96OI FBCB?B7<=, @AB7BE?B=AB= 
@B89?< OSI, FD95B64A<= > >B@CPRF9DAO@ E9FS@; 

2 4DI<F9>FGDG CDBFB>B?B6, EF4A84DF<;4J<< E9F9=, QF4CB6 CDB9>F<DB64A<S 
E9F96B= <AHD4EFDG>FGDO; 

2 54;B6O9 CDBFB>B?O < F9IAB?B7<< ?B>4?PAOI E9F9=; 
2 CD<AJ<CO CBEFDB9A<S 6OEB>BE>BDBEFAOI ?B>4?PAOI E9F9=; 
2 EF4A84DFO >459?9=, BEAB6AO9 6<8O >B@@GA<>4J<BAAOI GEFDB=EF6, 
F9D@<AB6, CBASF<=, EF4A84DFB6 < F<CB6OI Q?9@9AFB6 EFDG>FGD<DB64AAB= 
>459?PAB= E<EF9@O. 

"EAB6AB= J9?PR CDB<;6B8EF69AAB= CD4>F<>< S6?S9FES G7?G5?9A<9 < 
;4>D9C?9A<9 F9BD9F<K9E><I ;A4A<=, CB?GK9AAOI 6 CDBJ9EE9 B5GK9A<S; 
;4>D9C?9A<9 < EB69DL9AEF6B64A<9 B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<=; 
CD<B5D9F9A<9 A9B5IB8<@OI CDBH9EE<BA4?PAOI A46O>B6 D45BFO 6 
EBBF69FEF6GRM<I GKD9:89A<SI 6 D4@>4I CDBH9EE<BA4?PAB7B @B8G?S # .01 

!4EFDB=>4 E9F96B= <AHD4EFDG>FGDO. 

�484K4@< CDB<;6B8EF69AAB= CD4>F<>< S6?SRFES: 
2 ;4>D9C?9A<9  F9BD9F<K9E><I ;A4A<=, CB?GK9AAOI  6 CDBJ9EE9 B5GK9A<S; 
2 CB?GK9A<9 A46O>B6 >BA>D9FAOI 6<8B6 CDBH9EE<BA4?PAB= 89SF9?PABEF< CB 
E6B9= EC9J<4?PABEF<; 

2 ;4>D9C?9A<9 < D4;6<F<9 CD<B5D9F9AAOI CDBH9EE<BA4?PAOI A46O>B6 
E4@BEFBSF9?PAB= CD4>F<K9E>B= 89SF9?PABEF<, >BAFDB?<DG9@B= A4EF46A<>B@ 
(DG>B6B8<F9?9@ CD4>F<>< 6 CD<A<@4RM9= BD74A<;4J<<); 

2 CB87BFB6>4 < A4C<E4A<9 BFKUF4 B CDBIB:89A<< CDB<;6B8EF69AAB= CD4>F<>< 
6 GKD9:89A<<. 

1.3. �>;8G5AB2> G0A>2 =0 >A2>5=85 @01>G59 ?@>3@0<<O ?@>872>4AB25==>9 
?@0:B8:8:  

A4 CDB<;6B8EF69AAGR CD4>F<>G BF6B8<FES 216 K4EB6 (6 A989?P).  
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2. $��'�0&�&/ "%�"�!�/ #$"���"�%&��!!"� #$��&���   
$9;G?PF4FB@ BE6B9A<S CDB<;6B8EF69AAB= CD4>F<>< S6?S9FES B6?489A<9 

B5GK4RM<@<ES 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< ��1. !4EFDB=>4 E9F96B= 
<AHD4EFDG>FGDO, 6 FB@ K<E?9 CDBH9EE<BA4?PAO@< (#�) < B5M<@< ("�) 
>B@C9F9AJ<S@<:  

�>4 !08<5=>20=85 @57C;PB0B0 >1CG5=8S 
#� 1.1. �B>G@9AF<DB64FP EBEFBSA<S <AHB>B@@GA<>4J<BAAOI E<EF9@ < <I 

EBEF46?SRM<I 6 CDBJ9EE9 A4?48>< < Q>EC?G4F4J<< 

#� 1.2. #B889D:<64FP D45BFBECBEB5ABEFP 4CC4D4FAB-CDB7D4@@AOI ED98EF6 GEFDB=EF6 
<AHB>B@@GA<>4J<BAAOI E<EF9@. 

#� 1.3.  'EFD4ASFP A9<ECD46ABEF< 6 D45BF9 <AHB>B@@GA<>4J<BAAOI E<EF9@. 
#� 1.4. #DB6B8<FP CD<9@B-E84FBKAO9 <ECOF4A<S >B@CPRF9DAOI E9F9= < E9F96B7B 

B5BDG8B64A<S D4;?<KAB7B GDB6AS < BJ9A>G >4K9EF64 E9F96B= FBCB?B7<< 6 D4@>4I 
E6B9= BF69FEF69AABEF<. 

#� 1.5. "EGM9EF6?SFP D9;9D6AB9 >BC<DB64A<9 < 6BEEF4AB6?9A<9 >BAH<7GD4J<< E9F96B7B 
B5BDG8B64A<S <AHBD@4J<BAAB->B@@GA<>4J<BAAOI E<EF9@. 

#� 1.6. "EGM9EF6?SFP <A69AF4D<;4J<R F9IA<K9E><I ED98EF6 E9F96B= <AHD4EFDG>FGDO, 
>BAFDB?P B5BDG8B64A<S CBE?9 CDB6989AAB7B D9@BAF4. 

#� 1.7. "EGM9EF6?SFP D97?4@9AFAB9 B5E?G:<64A<9 < ;4@9AG D4EIB8AOI @4F9D<4?B6 
C9D<H9D<=AB7B, E9F96B7B < E9D69DAB7B B5BDG8B64A<S <AHB>B@@GA<>4J<BAAOI 
E<EF9@. 

"� 01. �O5<D4FP ECBEB5O D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF< 
CD<@9A<F9?PAB > D4;?<KAO@ >BAF9>EF4@; 

"� 02. �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 CB<E>4, 4A4?<;4 < <AF9DCD9F4J<< 
<AHBD@4J<< < <AHBD@4J<BAAO9 F9IAB?B7<< 8?S 6OCB?A9A<S ;484K 
CDBH9EE<BA4?PAB= 89SF9?PABEF<; 

"� 03. #?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 CDBH9EE<BA4?PAB9 < ?<KABEFAB9 
D4;6<F<9, CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 CDBH9EE<BA4?PAB= EH9D9, 
<ECB?P;B64FP ;A4A<S CB CD46B6B= < H<A4AEB6B= 7D4@BFABEF< 6 D4;?<KAOI 
:<;A9AAOI E<FG4J<SI; 

"� 04 -HH9>F<6AB 6;4<@B89=EF6B64FP < D45BF4FP 6 >B??9>F<69 < >B@4A89; 
"� 05. "EGM9EF6?SFP GEFAGR < C<EP@9AAGR >B@@GA<>4J<R A4 7BEG84DEF69AAB@ S;O>9 

$BEE<=E>B= (989D4J<< E GK9FB@ BEB59AABEF9= EBJ<4?PAB7B < >G?PFGDAB7B 
>BAF9>EF4; 

"� 06. #DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 89@BAEFD<DB64FP BEB;A4AAB9 
CB6989A<9 A4 BEAB69 FD48<J<BAAOI DBEE<=E><I 8GIB6AB-AD46EF69AAOI 
J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 74D@BA<;4J<< @9:A4J<BA4?PAOI < 
@9:D9?<7<B;AOI BFABL9A<=, CD<@9ASFP EF4A84DFO 4AF<>BDDGCJ<BAAB7B 
CB6989A<S; 

"� 07. %B89=EF6B64FP EBID4A9A<R B>DG:4RM9= ED98O, D9EGDEBE59D9:9A<R, CD<@9ASFP 
;A4A<S B5 <;@9A9A<< >?<@4F4, CD<AJ<CO 59D9:?<6B7B CDB<;6B8EF64, 
QHH9>F<6AB 89=EF6B64FP 6 KD9;6OK4=AOI E<FG4J<SI; 

"� 08. �ECB?P;B64FP ED98EF64 H<;<K9E>B= >G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S 
;8BDB6PS 6 CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < CB889D:4A<S 
A9B5IB8<@B7B GDB6AS H<;<K9E>B= CB87BFB6?9AABEF<; 

"� 09. #B?P;B64FPES CDBH9EE<BA4?PAB= 8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 
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3. %&$'�&'$� � %"��$��!�� #$"���"�%&��!!"� #$��&���      
3.1. &5<0B8G5A:89 ?;0= ?@>872>4AB25==>9 ?@0:B8:8  

 

�>4O D>@<8@C5<OE 
:><?5B5=F89 

 !08<5=>20=85 ?@>D5AA8>=0;P=>3> <>4C;S "1NU< 2@5<5=8, >B254U==O9 =0 
?@>872>4AB25==CR  ?@0:B8:C (2 
G0A0E, =545;SE) 

#� 1.1, #� 1.2, #� 1.3, #� 

1.4, #� 1.5, #� 1.6, #� 1.7 
 

"� 1, "� 2, "� 3, "� 4, 
"� 5, "� 6, "� 7, "� 8, 
"� 9 

# .01 !4EFDB=>4 E9F96B= <AHD4EFDG>FGDO. 

 

216 K4EB6, 6 A989?P 
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3.2. %>45@60=85  ?@>872>4AB25==>9 ?@0:B8:8  
 

!08<5=>20=85  
B5< ?@>872>4AB25==>9 
?@0:B8:8     

%>45@60=85 ?@>872>4AB25==>9 ?@0:B8:8   "1N5<  

G0A>2 
'@>25=P 
>A2>5=8S 

# .01 !0AB@>9:0 A5B52>9 
8=D@0AB@C:BC@O 

  

216 

 

&9@41 "D74A<;4J<BAAO9 
6BCDBEO BHBD@?9A<S A4 
CD98CD<SF<<, GEF4AB6BKA4S 
?9>J<S, <AEFDG>F4: CB 
BID4A9 FDG84 < F9IA<>9 
59;BC4EABEF<, 
D4ECD989?9A<9 CB D45BK<@ 

@9EF4@ 

1.�;GK9A<9 <AEFDG>J<< CB BID4A9 FDG84. 
2.�;GK9A<9 <AEFDG>J<< CB F9IA<>9 59;BC4EABEF< < 

CB:4DB59;BC4EABEF<, EI9@ 464D<=AOI CDBIB8B6 < 6OIB8B6, 
CB:4DAB7B <A69AF4DS. 
3.�;GK9A<9 CD46<? 6AGFD9AA97B D4ECBDS8>4. 
4.�;GK9A<9 CD46<? < ABD@ BID4AO FDG84, F9IA<>< 59;BC4EABEF< 
CD< D45BF9 E 6OK<E?<F9?PAB= F9IA<>B=. 

6 

3 

&9@4 2 ";A4>B@?9A<9 EB 
EFDG>FGDB= < I4D4>F9DB@ 
89SF9?PABEF< CD98CD<SF<S 

%5BD < 4A4?<; <AHBD@4J<< B CD98CD<SF<< (BD74A<;4J<<): 
1."CD989?9A<9 EF4FGE4, EFDG>FGDO < E<EF9@O GCD46?9A<S 
HGA>J<BA4?PAOI CB8D4;89?9A<= < E?G:5 CD98CD<SF<S. 
2.�;GK9A<9 CB?B:9A<S B5 <I 89SF9?PABEF< < CD46B6B= EF4FGE. 
3.";A4>B@?9A<9 E C9D9KA9@ < >BAH<7GD4J<9= ED98EF6 
6OK<E?<F9?PAB= F9IA<><, 4DI<F9>FGDB= E9F<. 
4.";A4>B@?9A<9 C9D9KAS < A4;A4K9A<S CDB7D4@@AOI ED98EF6, 
GEF4AB6?9AAOI A4 #� CD98CD<SF<S. 
5.�;GK9A<9 8B?:ABEFAOI <AEFDG>J<= <A:9A9DAB-F9IA<K9E><I 
D45BFA<>B6 ED98A97B ;69A4 6 EBBF69FEF6<< E CB8D4;89?9A<9@ 

CD98CD<SF<S. 

12 3 

&9@4 3 $45BF4 A4 D45BK<I 
@9EF4I <?< 6 

1. %BEF46?9A<9 F9IA<K9E>B7B ;484A<S. #BEF4AB6>4 ;484K<, 
BCD989?9A<9 4CC4D4FAB= < CDB7D4@@AB= >BAH<7GD4J<< ED98EF6 

180 3 
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CB8D4;89?9A<SI 
CD98CD<SF<S. �OCB?A9A<9 
<A8<6<8G4?PAB7B ;484A<S 

�&, A9B5IB8<@OI 8?S D9L9A<S CBEF46?9AAB= ;484K<. 
2. �OCB?A9A<9 CDB9>F<DB64A<S >459?PAB= EFDG>FGDO 
>B@CPRF9DAB= E9F<: 

3. �O5BD F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 < ED98EF6 
6OK<E?<F9?PAB= F9IA<>< CD< BD74A<;4J<< CDBJ9EE4 D94?<;4J<< 
CBEF46?9AAB= ;484K<: 

- �O5BD 4CC4D4FAB= >BAH<7GD4J<< C9DEBA4?PAB7B >B@CPRF9D4 < 
E9D69D4, BCF<@4?PAB= 8?S D9L9A<S ;484K CB?P;B64F9?S 

- �O5BD C9D<H9D<=AB7B B5BDG8B64A<S 
- �O5BD CDB7D4@@AB= >BAH<7GD4J<< C9DEBA4?PAB7B >B@CPRF9D4, 
BCF<@4?PAB= 8?S CD98NS6?S9@OI FD95B64A<= < D9L49@OI 
CB?P;B64F9?9@ ;484K 

- �BAH<7GD4J<S ED98EF6 6OK<E?<F9?PAB= F9IA<><  
- "CF<@<;4J<S >BAH<7GD4J<< D45BK<I EF4AJ<= 6 ;46<E<@BEF< BF 
CD98NS6?S9@OI FD95B64A<= < D9L49@OI CB?P;B64F9?9@ ;484K 

- "J9A>4 CDB<;6B8<F9?PABEF< E9D69DB6 <  D45BK<I EF4AJ<= E 
<ECB?P;B64A<9@ D4;?<KAOI <AEFDG@9AFB6 

4. �4M<F4 <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ CDB7D4@@AB-
4CC4D4FAOI ED98EF6: 

- 'EF4AB6>4 < A4EFDB=>4 CDB7D4@@AOI < CDB7D4@@AB-
4CC4D4FAOI ED98EF6 ;4M<FO <AHBD@4J<< 6 ��%. 

5. 'K4EF<9 6 CD<9@B-E84FBKAOI <ECOF4A<SI >B@CPRF9DAOI E9F9= 
< E9F96B7B B5BDG8B64A<S D4;?<KAB7B GDB6AS < 6 BJ9A>9 >4K9EF64 
< Q>BAB@<K9E>B= QHH9>F<6ABEF< E9F96B= FBCB?B7<<: 

- #DB69D>4 >B@@GF4J<< E9F96OI DB;9FB>, J9?BEFABEF< ?<A<=, 
QD7BAB@<KABEF< D4;@9M9A<S E9F96B7B B5BDG8B64A<S 6 
>B@@GF4J<BAAOI EFB=>4I (L>4H4I), >B@@GF4J<< C4FK-C4A9?9=, 
D45BFBECBEB5ABEF< E6<FK9=, A4?<K<S VLAN, 
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D45BFBECBEB5ABEF< PROXI-E9D69D4 
- �O5BD BCF<@4?PAB= FBCB?B7<< E9F9= 8?S D9L9A<S 
CB?P;B64F9?PE><I ;484K 

- "J9A>4 >4K9EF64 E9F96B= FBCB?B7<<. 
- "J9A>4 Q>BAB@<K9E>B= QHH9>F<6ABEF< E9F96B= FBCB?B7<< 

- $4;D45BF>4 F9IAB?B7<< CDB6989A<S CD<9@B-E84FBKAOI 
<ECOF4A<= >B@CPRF9DAOI E9F9= < E9F96B7B B5BDG8B64A<S 
D4;?<KAB7B GDB6AS.  

6. "HBD@?9A<9 CDB9>FAB= 8B>G@9AF4J<< 6 EBBF69FEF6<< E 
FD95B64A<S@< ABD@4F<6AB-F9IA<K9E>B= 8B>G@9AF4J<<: 

- "HBD@?9A<9 F9IA<K9E>B= 8B>G@9AF4J<< 6 EBBF69FEF6<< E 
D97?4@9AFB@ BD74A<;4J<< 

- "HBD@?9A<9 F9IA<K9E>B= 8B>G@9AF4J<< 6 EBBF69FEF6<< E 
89=EF6GRM<@ ;4>BAB84F9?PEF6B@. 

&9@4 4 "HBD@?9A<9 BFK9F4 
B CDBIB:89A<< 
CDB<;6B8EF69AAB= CD4>F<>< 

1. "HBD@?9A<9 BFK9F4 6 EBBF69FEF6<< E FD95B64A<S@< �"%&4. 
2. "C<E4A<9 EFDG>FGDAB7B CB8D4;89?9A<S BD74A<;4J<<, 
E?G:<6L97B @9EFB@ CD4>F<>< 6 BFK9F9 

3. "C<E4A<9 BD74A<;4J<< D45BF 6 CDBJ9EE9 CDBIB:89A<S CD4>F<>< 
6 BFK9F9 

4. "C<E4A<9 CD4>F<K9E><I ;484K 6 BFK9F9, CDB<??REFD<DB64AAOI 
F45?<J4@<, D<EGA>4@< < 7D4H<>4@<  

5. "C<E4A<9 QF4CB6 6OCB?A9A<S <A8<6<8G4?PAB7B ;484A<S. 
6. �4>?RK<F9?PAO9 6O6B8O, CD98?B:9A<S < D9>B@9A84J<<, CB 
D9;G?PF4F4@ CDB6989AAB7B 4A4?<;4 6 BFK9F9 

7. "C<E4A<9 A46O>B6, CD<B5D9F9AAO9 6 CDBJ9EE9 CD4>F<>< 

8. #D98?B:9A<S CB EB69DL9AEF6B64A<R CDB7D4@@AB7B 
B59EC9K9A<S < ED98EF6 6OK<E?<F9?PAB= F9IA<>< CB @9EFG 
CDBIB:89A<S CD4>F<>< 

12 3 
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&9@4 5 "HBD@?9A<9 < 
;4M<F4 <A8<6<8G4?PAB= 
D45BFO 

1. "HBD@?9A<9 <A8<6<8G4?PAB7B ;484A<S 6 EBBF69FEF6<< E 
FD95B64A<S@< �"%&4. 

2. #B87BFB6>4 CD9;9AF4J<< > ;4M<FAB@G E?B6G CB F9@9 
<A8<6<8G4?PAB7B ;484A<S. 

3. �4M<F4 BFK9F4. �<HH9D9AJ<DB64AAO= ;4K9F 

6 3 

�%��" G0A>2  216  
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4. '%�"��/ $������&�� $��"'�� #$"�$�  / 

#$"���"�%&��!!"� #$��&���      
4.1. &@51>20=8S : <8=8<0;P=><C <0B5@80;P=>-B5E=8G5A:><C 
>15A?5G5=8R 

$94?<;4J<S D45BK9= CDB7D4@@O CDB<;6B8EF69AAB= CD4>F<><     
CD98CB?4749F CDB6989A<9 CDB<;6B8EF69AAB= CD4>F<><     A4 CD98CD<SF<SI, 
<ECB?P;GRM<I 6 E6B9= D45BF9 6OK<E?<F9?PAGR F9IA<>G < <A:9A9DAB-
F9IA<K9E><9 ED98EF64 D4;D45BF>< < EBCDB6B:89A<S CDB7D4@@AB7B 
B59EC9K9A<S A4 BEAB69 CDS@OI 8B7B6BDB6, ;4>?RK9AAOI @9:8G >B??98:9@ < 
CD98CD<SF<9@, >G84 A4CD46?SRFES EFG89AFO. 

"5BDG8B64A<9 < F9IA<K9E><9 ED98EF64 A4 D45BK9@ @9EF9: 
- C9DEBA4?PAO= >B@CPRF9D; 
- C9D<H9D<=AB9 B5BDG8B64A<9; 
- EC9J<4?<;<DB64AAB9 CDB7D4@@AB9 B59EC9K9A<9., 6 FB@ K<E?9 
B5BDG8B64A<S < <AEFDG@9AFB6, <ECB?P;G9@OI CD< CDB6989A<< 
K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 <AHD4EFDG>FGDAOI ?<EF4I 
>BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< «39 IT Network 
Systems Administration» >BA>GDEAB7B 86<:9A<S « B?B8O9 
CDBH9EE<BA4?O» (WorldSkills). 

 

4.2. &@51>20=8S : 4>:C<5=B0F88, =5>1E>48<>9 4;S ?@>2545=8S ?@0:B8:8 

- $45BK4S CDB7D4@@4 CDB<;6B8EF69AAB= CD4>F<><     
- �4?9A84DAB F9@4F<K9E><= C?4A. 
- !BD@4F<6AO9 8B>G@9AFO CB B59EC9K9A<R CDB<;6B8EF69AAB= 
CD4>F<><     

- �D4H<> CDB6989A<S CDB<;6B8EF69AAB= CD4>F<><    . 
- �D4H<> >BAEG?PF4J<=. 
- �D4H<> ;4M<FO BFKUFB6 CB CD4>F<>9 

 

4.3. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8S 

�?S D94?<;4J<< CDB7D4@@O CDB<;6B8EF69AAB= CD4>F<><      
5<5?<BF9KAO= HBA8 B5D4;B64F9?PAB= BD74A<;4J<< 8B?:9A <@9FP C9K4FAO9 
</<?< Q?9>FDBAAO9 B5D4;B64F9?PAO9 < <AHBD@4J<BAAO9 D9EGDEO, 
D9>B@9A8G9@O9 8?S <ECB?P;B64A<S 6 B5D4;B64F9?PAB@ CDBJ9EE9. 

#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;P=>9 ;8B5@0BC@O 

4.3.1. "A=>2=O5 8AB>G=8:8 

1. !.�.  4>E<@B6, �.�. #BCB6. �B@CPRF9DAO9 E9F< [-?9>FDBAAO= D9EGDE]: 
GK95. #BEB5<9 - .: ("$' : �!($�-  2017. 

2. !B6B:<?B6, �.". �B@CPRF9DAO9 E9F<.3 .: "�& «�>489@<S, 2013. 
3. �G;<A, �.�. �B@CPRF9DAO9 E9F<: 'K95AB9 CBEB5<9 / �.�. �G;<A. - 3-e 

<;8., C9D9D45. < 8BC. -  .: (BDG@: �!($�- , 2014. - 192 E. 
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4. �<EA48G?, �.�. "EAB6O >B@CPRF9DAOI E9F9=: 'K95AB9 CBEB5<9 / �.�. 
�<EA48G?, %.�. �GC<A, %.�. %<8BDB6.; #B8 D98. �.�. �474D<AB= -  .: �� 
("$' : !�& �AHD4- , 2015. - 272 E. 

 

4.3.2. 1;5:B@>==O5 8740=8S (Q;5:B@>==O5 @5AC@AO) 
1. $BEE<=E>4S A4J<BA4?PA4S 5<5?<BF9>4 [-?9>FDBAAO= D9EGDE]. 4 $9:<@ 
8BEFGC4: http://www.nlr.ru/ , E6B5B8AO=. 

2. #B?A4S QAJ<>?BC98<S Windows [-?9>FDBAAO= D9EGDE] 
http://windata.ru/windows-xp/localnaya-set-xp/nastrojka-lokalnoj-seti/. 

 

4.3.3. �>?>;=8B5;P=O5 8AB>G=8:8 

1. �4F4@4AR> �. %B;84A<9, B5E?G:<64A<9 < 48@<A<EFD<DB64A<9 E9F9= A4 
100%. %-#5.: #<F9D, 2014 7. 

2.  4>4D9A>B %.�. �GDA4? «%<EF9@O GCD46?9A<S, E6S;< < 59;BC4EABEF<». 
�OCGE> 72/2015 «�D9@S EIB8<@BEF< CDBFB>B?B6 @4DLDGF<;4J<< CD< 
BF>4;4I 6 E9F<» 

 

4.4. �04@>2>5 >15A?5G5=85 >1@07>20B5;P=>3> ?@>F5AA0 
$G>B6B8EF6B CDB<;6B8EF69AAB= CD4>F<>B= BEGM9EF6?SRF 

CD9CB8464F9?< >B??98:4, 4 F4>:9 D45BFA<>< CD98CD<SF<=, ;4>D9C?9AAO9 ;4 
B5GK4RM<@<ES. �B??98: 6O89?S9F 6 >4:8GR BD74A<;4J<R CD9CB8464F9?S 
DG>B6B8<F9?S CD4>F<><. � 97B B5S;4AABEF< 6IB8<F C9D<B8<K9E>B9 CBE9M9A<9 
BD74A<;4J<<, >BAFDB?P 6OCB?A9A<S ;484A<S A4 CD4>F<>G, GFBKA9A<9 
(>BDD9>F<DB6>4) ;484A<S 6 ;46<E<@BEF< BF >BA>D9FAOI GE?B6<= CD< 
B5S;4F9?PAB@ EB7?4EB64A<< QF<I 6BCDBEB6 E DG>B6B8<F9?9@ CD4>F<>< BF 
CD98CD<SF<S. #B D9;G?PF4F4@ >BAFDB?S CD9CB8464F9?P 89?49F ;4C<E< 6 
:GDA4?9. 

#D9CB8464F9?< 8B?:AO <@9FP 6OEL99 CDBH9EE<BA4?PAB9 B5D4;B64A<9, 
EBBF69FEF6GRM99 CDBH<?R EC9J<4?PABEF<, CDBIB8<FP CB6OL9A<9 
>64?<H<>4J<<, 6 FB@ K<E?9 B5S;4F9?PAGR EF4:<DB6>G 6 CDBH<?PAOI 
BD74A<;4J<SI A9 D9:9 1 D4;4 6 3 7B84. 
 

4.5.  &@51>20=8S : @C:>2>48B5;S< ?@0:B8:8 

�4<5AB8B5;L 48@5:B>@4 ?> CG55=>- ?@>876>4AB65==>9 @45>B5:  

- BEGM9EF6?S9F B5M99 DG>B6B8EF6B < >BAFDB?P CD4>F<>B=; 
- GF69D:849F C?4A-7D4H<> CD4>F<><; 
- BEGM9EF6?S9F @9FB8<K9E>B9 DG>B6B8EF6B < >BAFDB?P 89SF9?PABEFPR 

6E9I ?<J, GK4EF6GRM<I 6 BD74A<;4J<< < CDB6989A<< CD4>F<><; 
- D4EE@4FD<649F 4A4?<F<K9E><9 @4F9D<4?O CB BD74A<;4J<<, CDB6989A<R 

< <FB74@ CD4>F<><. 
$C:>6>48B5;L ?@>876>4AB65==>9 ?@4:B8:8     >B :>;;5464: 

- EBEF46?S9F C?4A-7D4H<> CD4>F<><, 7D4H<> >BAEG?PF4J<= < 8B6B8<F <I 
8B E6989A<S B5GK4RM<IES; 

- CDB6B8<F <A8<6<8G4?PAO9 <?< 7DGCCB6O9 >BAEG?PF4J<< 6 IB89 
CD4>F<><; 
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- >BAFDB?<DG9F 6989A<9 8B>G@9AF4J<< CB CD4>F<>9; 
- GK4EF6G9F 6 BJ9A>9 B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<= 

B5GK4RM97BES, BE6B9AAOI <@ 6 IB89 CDBIB:89A<S CDB<;6B8EF69AAB= 
CD4>F<><    .  
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5. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ 
#$"���"�%&��!!"� #$��&���     

 

(BD@B= BFK9FABEF<  B5GK4RM97BES CB CDB<;6B8EF69AAB=  CD4>F<>9 
S6?S9FES C<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF < CD<?B:9A<= > BFK9FG, 
E6<89F9?PEF6GRM<I B ;4>D9C?9A<< ;A4A<=, G@9A<=, CD<B5D9F9A<< 
CD4>F<K9E>B7B BCOF4, HBD@<DB64A<< B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<=, 
BE6B9A<< D45BK9= CDB7D4@@O; ;4CB?A9AAO= 8A96A<> < I4D4>F9D<EF<>4.  � 
>4K9EF69 CD<?B:9A<S > BFK9FG CD4>F<>< B5GK4RM<=ES BHBD@?S9F 7D4H<K9E><9, 
4G8<B-, HBFB-, 6<89B @4F9D<4?O, CDB7D4@@AO9 CD<?B:9A<S, CB8F69D:84RM<9 
CD4>F<K9E><= BCOF, CB?GK9AAO= A4 CD4>F<>9. #B <FB74@ D45BFO 6 C9D<B8 
CD4>F<>< EFG89AFG 6O849FES I4D4>F9D<EF<>4, >BFBD4S GF69D:849FES 
DG>B6B8<F9?9@ CD98CD<SF<S < E>D9C?S9FES C9K4FPR CD98CD<SF<S. "5GK4RM<=ES 
CBE?9 CDBIB:89A<S CD4>F<>< ;4M<M49F BFK9F CB CD4>F<>9. �4M<F4 BFK9FB6 
BD74A<;G9FES 6 >B??98:9. %FG89AF 8B>?48O649F D9;G?PF4FO 6OCB?A9A<S 
<A8<6<8G4?PAB7B ;484A<S, BF69K49F A4 6BCDBEO DG>B6B8<F9?S CD4>F<>< BF 
>B??98:4. #B D9;G?PF4F4@ ;4M<FO B5GK4RM<@<ES BFK9FB6 6OEF46?S9FES 
8<HH9D9AJ<DB64AAO= ;4K9F CB CD4>F<>9.  

!4 ;4M<FG CD98EF46?S9FES: 
- BFK9F B CD4>F<>9; 
- ;484A<9 A4 CD4>F<>G; 
- 8A96A<> CDB<;6B8EF69AAB= CD4>F<><    ; 
- GF69D:89AAO= BF;O6-I4D4>F9D<EF<>4 B D45BF9 EFG89AF4. 
#<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF 6>?RK49F 6 E95S E?98GRM<9 

D4;89?O: 
- F<FG?PAO= ?<EF;  
- EB89D:4A<9;  
- 66989A<9; 
- BEAB6A4S K4EFP (<A8<6<8G4?PAB9 ;484A<9); 
- I4D4>F9D<EF<>4 @9EF4 CDBIB:89A<S CD4>F<><;  
- CD46<?4 BID4AO FDG84 A4 D45BK9@ @9EF9; 
- ;4>?RK9A<9. 
&9>EF BFK9F4 8B?:9A 5OFP CB87BFB6?9A E <ECB?P;B64A<9@ >B@CPRF9D4 6 

Microsoft Word, D4EC9K4F4A A4 B8AB= EFBDBA9 59?B= 5G@47< HBD@4F4 �4 
(210x297 @@). &69F LD<HF4 - K9DAO=, @9:EFDBKAO= <AF9D64? - CB?GFBDAO=, 
74DA<FGD4 - Times New Roman, D4;@9D LD<HF4 - 14 >97?P. 

$45BF4 A48  BFK9FB@ CB  CD4>F<>9  8B?:A4 CB;6B?<FP DG>B6B8<F9?R 
BJ9A<FP GDB69AP D4;6<F<S B5M<I  CDBH9EE<BA4?PAOI >B@C9F9AJ<= EFG89AF4.  

#D< BCD989?9A<< BJ9A>< GK<FO649FES: 
- EF9C9AP < >4K9EF6B BFD45BF>< EFG89AFB@ CDB7D4@@O CD4>F<>< < 

<A8<6<8G4?PAB7B ;484A<S; 
- D9;G?PF4FO <ECB?A9A<S E?G:95AOI B5S;4AABEF9=; 
- EB89D:4A<9 < >4K9EF6B BHBD@?9A<S BFK9FAOI 8B>G@9AFB6. 
"5M4S BJ9A>4 EFG89AFG-CD4>F<>4AFG BCD989?S9FES <EIB8S <; K4EFAOI 

BJ9AB>: 
- BJ9A><, CB?GK9AAB= A4 CD98CD<SF<< (6 BD74A<;4J<<, H<D@9); 
- BJ9A><, CB?GK9AAB= ;4 BF69FO 6 IB89 ;4M<FO. 
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$9;G?PF4FO BE6B9A<S G@9A<=, CD<B5D9F9A<S C9D6BA4K4?PAB7B 
CD4>F<K9E>B7B BCOF4, B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<= CB 
CDBH9EE<BA4?PAB@G @B8G?R H<>E<DGRFES 6 8B>G@9AF4J<<, >BFBD4S 
D4;D454FO649FES 6 EBBF69FEF6<< E FD95B64A<S@<, GEF4AB6?9AAO@< 
CDBH9EE<BA4?PAB= B5D4;B64F9?PAB= BD74A<;4J<9= < 6 ABD@4F<6AOI 8B>G@9AF4I 
 <AB5DA4G>< $(. 

 

$57C;PB0BO 

(>A2>5==O5 
?@>D5AA8>=0;P=O5 
:><?5B5=F88) 

"A=>2=O5 ?>:070B5;8 >F5=:8 
@57C;PB0B0 

(>@<O 8 
<5B>4O 

:>=B@>;S 8 
>F5=:8 

�� 1.1. �B>G@9AF<DB64FP 
EBEFBSA<S 
<AHB>B@@GA<>4J<BAAOI 
E<EF9@ < <I EBEF46?SRM<I 
6 CDBJ9EE9 A4?48>< < 
Q>EC?G4F4J<< 

2 CDB9>F<DB64FP 4DI<F9>FGDG 
?B>4?PAB= E9F< 6 EBBF69FEF6<< E 
CBEF46?9AAB= ;484K9=; 

2 <ECB?P;B64FP EC9J<4?PAB9 
CDB7D4@@AB9 B59EC9K9A<9 8?S 
@B89?<DB64A<S, CDB9>F<DB64A<S 
< F9EF<DB64A<S >B@CPRF9DAOI 
E9F9=; 

2 BCD989?SFP 6?<SA<S 
CD<?B:9A<= A4 CDB9>F E9F<; 

2 4A4?<;<DB64FP, CDB9>F<DB64FP 
< A4EFD4<64FP EI9@O CBFB>B6 
FD4H<>4 6 >B@CPRF9DAB= E9F<. 

!45?R89A<9 < 
BJ9A>4 >4K9EF64 
6OCB?A9A<S 
;484A<= 6 
C9D<B8 
CDBIB:89A<S 
CDB<;6B8EF69AA
B= CD4>F<><    , 
H<>E<DG9@4S 6 
8A96A<>9 
CD4>F<>< 

�<HH9D9AJ<DB6
4AAO= ;4K9F 

�� 1.2. �B889D:<64FP 
D45BFBECBEB5ABEFP 
4CC4D4FAB-CDB7D4@@AOI 
ED98EF6 GEFDB=EF6 
<AHB>B@@GA<>4J<BAAOI 
E<EF9@. 

2 GEF4A46?<64FP < A4EFD4<64FP 
E9F96O9 CDBFB>B?O < E9F96B9 
B5BDG8B64A<9 6 EBBF69FEF6<< E 
>BA>D9FAB= ;484K9=; 
2 6O5<D4FP F9IAB?B7<<, 
<AEFDG@9AF4?PAO9 ED98EF64 CD< 
BD74A<;4J<< CDBJ9EE4 
<EE?98B64A<S B5N9>FB6 E9F96B= 
<AHD4EFDG>FGDO; 

2 GEF4A46?<64FP < B5AB6?SFP 
E9F96B9 CDB7D4@@AB9 
B59EC9K9A<9; 
2 BEGM9EF6?SFP @BA<FBD<A7 
CDB<;6B8<F9?PABEF< E9D69D4 < 
CDBFB>B?<DB64A<S E<EF9@AOI < 
E9F96OI EB5OF<=; 

2 EB;8464FP < A4EFD4<64FP 
B8ABD4A7B6GR E9FP, 
>B@CPRF9DAGR E9FP E CB@BMPR 
@4DLDGF<;4FBD4, 59ECDB6B8AGR 
E9FP. 

�� 1.3. 'EFD4ASFP 
A9<ECD46ABEF< 6 D45BF9 

2 B59EC9K<64FP J9?BEFABEFP 
D9;9D6<DB64A<S <AHBD@4J<<; 
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<AHB>B@@GA<>4J<BAAOI 
E<EF9@. 

2 B59EC9K<64FP 59;BC4EAB9 
ID4A9A<9 < C9D984KG 
<AHBD@4J<< 6 7?B54?PAOI < 
?B>4?PAOI E9FSI; 
2 BFE?9:<64FP C4>9FO 6 E9F< < 
A4EFD4<64FP CDB7D4@@AB-
4CC4D4FAO9 @9:E9F96O9 Q>D4AO; 

2 H<?PFDB64FP, >BAFDB?<DB64FP 
< B59EC9K<64FP 59;BC4EABEFP 
E9F96B7B FD4H<>4 

�� 1.4. �DB6B8<FP CD<9@B-

E84FBKAO9 <ECOF4A<S 
>B@CPRF9DAOI E9F9= < 
E9F96B7B B5BDG8B64A<S 
D4;?<KAB7B GDB6AS < BJ9A>G 
>4K9EF64 E9F96B= FBCB?B7<< 
6 D4@>4I E6B9= 
BF69FEF69AABEF<. 

2 6OCB?ASFP CB<E> < 
GEFD4A9A<9 CDB5?9@ 6 
>B@CPRF9DAOI E9FSI; 
2 BJ9A<64FP >4K9EF6B < 
EBBF69FEF6<9 FD95B64A<S@ 
CDB9>F4 E9F<. 

�� 1.5. �EGM9EF6?SFP 
D9;9D6AB9 >BC<DB64A<9 < 
6BEEF4AB6?9A<9 
>BAH<7GD4J<< E9F96B7B 
B5BDG8B64A<S 
<AHBD@4J<BAAB-

>B@@GA<>4J<BAAOI E<EF9@. 

2 BHBD@?SFP F9IA<K9E>GR 
8B>G@9AF4J<R; 

2 BJ9A<64FP >4K9EF6B < 
EBBF69FEF6<9 FD95B64A<S@ 
CDB9>F4 E9F<. 

 
(BD@O < @9FB8O >BAFDB?S < BJ9A>< D9;G?PF4FB6 B5GK9A<S 8B?:AO 

CB;6B?SFP CDB69DSFP G B5GK4RM<IES A9 FB?P>B EHBD@<DB64AABEFP 
CDBH9EE<BA4?PAOI >B@C9F9AJ<=, AB < D4;6<F<9 B5M<I >B@C9F9AJ<= < 
B59EC9K<64RM<I <I G@9A<=. 

 

$57C;PB0BO 

(>A2>5==O5 >1M85 
:><?5B5=F88) 

"A=>2=O5 ?>:070B5;8 >F5=:8 
@57C;PB0B0 

(>@<O 8 
<5B>4O 
:>=B@>;S 8 
>F5=:8 

"� 01. �O5<D4FP ECBEB5O 
D9L9A<S ;484K 
CDBH9EE<BA4?PAB= 
89SF9?PABEF< 
CD<@9A<F9?PAB > 
D4;?<KAO@ >BAF9>EF4@; 

2 B5BEAB64AABEFP CBEF4AB6>< 
J9?<, 6O5BD4 < CD<@9A9A<S 
@9FB8B6 < ECBEB5B6 D9L9A<S 
CDBH9EE<BA4?PAOI ;484K; 
- 489>64FA4S BJ9A>4 < 
E4@BBJ9A>4 QHH9>F<6ABEF< < 
>4K9EF64 6OCB?A9A<S 
CDBH9EE<BA4?PAOI ;484K 

�AF9DCD9F4J<S 
D9;G?PF4FB6 
A45?R89A<= ;4 
89SF9?PABEFPR 
B5GK4RM97BES 6 
CDBJ9EE9 
BE6B9A<S 
B5D4;B64F9?PAB= 
CDB7D4@@O 

 
"� 02. �ECB?P;B64FP 
EB6D9@9AAO9 ED98EF64 

- <ECB?P;B64A<9 D4;?<KAOI 
<EFBKA<>B6, 6>?RK4S 



17 

CB<E>4, 4A4?<;4 < 
<AF9DCD9F4J<< 
<AHBD@4J<< < 
<AHBD@4J<BAAO9 
F9IAB?B7<< 8?S 
6OCB?A9A<S ;484K 
CDBH9EE<BA4?PAB= 
89SF9?PABEF<; 

Q?9>FDBAAO9 D9EGDEO, 
@98<4D9EGDEO, �AF9DA9F-
D9EGDEO, C9D<B8<K9E><9 
<;84A<S CB EC9J<4?PABEF< 8?S 
D9L9A<S CDBH9EE<BA4?PAOI 
;484K 

->EC9DFAB9 
A45?R89A<9 < 
BJ9A>4 CD< 
6OCB?A9A<< 
D45BF CB 
CDB<;6B8EF69AAB
= CD4>F<>9 
 

�<HH9D9AJ<DB64
AAO= ;4K9F 

"� 03. #?4A<DB64FP < 
D94?<;B6O64FP 
EB5EF69AAB9 
CDBH9EE<BA4?PAB9 < 
?<KABEFAB9 D4;6<F<9, 
CD98CD<A<@4F9?PE>GR 
89SF9?PABEFP 6 
CDBH9EE<BA4?PAB= EH9D9, 
<ECB?P;B64FP ;A4A<S CB 
CD46B6B= < H<A4AEB6B= 
7D4@BFABEF< 6 D4;?<KAOI 
:<;A9AAOI E<FG4J<SI; 

- 89@BAEFD4J<S 
BF69FEF69AABEF< ;4 CD<ASFO9 
D9L9A<S 
- B5BEAB64AABEFP E4@B4A4?<;4 
< >BDD9>J<S D9;G?PF4FB6 
EB5EF69AAB= D45BFO;  

"� 04. -HH9>F<6AB 
6;4<@B89=EF6B64FP < 
D45BF4FP 6 >B??9>F<69 < 
>B@4A89; 

- 6;4<@B89=EF6<9 E 
B5GK4RM<@<ES, 
CD9CB8464F9?S@< < @4EF9D4@< 6 
IB89 B5GK9A<S, E 
DG>B6B8<F9?S@< GK95AB= < 
CDB<;6B8EF69AAB= CD4>F<>; 
- B5BEAB64AABEFP 4A4?<;4 
D45BFO K?9AB6 >B@4A8O 
(CB8K<A9AAOI) 

"� 05. "EGM9EF6?SFP 
GEFAGR < C<EP@9AAGR 
>B@@GA<>4J<R A4 
7BEG84DEF69AAB@ S;O>9 
$BEE<=E>B= (989D4J<< E 
GK9FB@ BEB59AABEF9= 
EBJ<4?PAB7B < 
>G?PFGDAB7B >BAF9>EF4; 

-7D4@BFABEFP GEFAB= < 
C<EP@9AAB= D9K<, 
- SEABEFP HBD@G?<DB64A<S < 
<;?B:9A<S @OE?9= 

"� 06. #DBS6?SFP 
7D4:84AE>B-
C4FD<BF<K9E>GR 
CB;<J<R, 
89@BAEFD<DB64FP 
BEB;A4AAB9 CB6989A<9 A4 
BEAB69 FD48<J<BAAOI 
DBEE<=E><I 8GIB6AB-
AD46EF69AAOI J9AABEF9=, 
6 FB@ K<E?9 E GK9FB@ 

- EB5?R89A<9 ABD@ CB6989A<S 
6B 6D9@S GK95AOI ;4ASF<= < 
CDBIB:89A<S GK95AB= < 
CDB<;6B8EF69AAB= CD4>F<>. 
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74D@BA<;4J<< 
@9:A4J<BA4?PAOI < 
@9:D9?<7<B;AOI 
BFABL9A<=, CD<@9ASFP 
EF4A84DFO 
4AF<>BDDGCJ<BAAB7B 
CB6989A<S; 
"� 07. %B89=EF6B64FP 
EBID4A9A<R B>DG:4RM9= 
ED98O, 
D9EGDEBE59D9:9A<R, 
CD<@9ASFP ;A4A<S B5 
<;@9A9A<< >?<@4F4, 
CD<AJ<CO 59D9:?<6B7B 
CDB<;6B8EF64, 
QHH9>F<6AB 89=EF6B64FP 6 
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CDB<;6B8EF69AAB= CD4>F<><   EB5?R84FP 89=EF6GRM<9 CD46<?4 
6AGFD9AA97B FDG8B6B7B D4ECBDS8>4; 

2 <;GK4FP < EFDB7B EB5?R84FP ABD@O BID4AO FDG84 < CD46<?4 CB:4DAB= 
59;BC4EABEF<. 

4.3. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8O 

#5@5G5=P @5:><5=4C5<OE CG51=OE 8740=89, �=B5@=5B-@5AC@A>2, 
4>?>;=8B5;P=>9 ;8B5@0BC@O 

"A=>2=O5 8AB>G=8:8: 
1. �4D4AK<>B6 �.�., �4D4AK<>B6 �.�., �DB@B6 �...  �D74A<;4J<S E9F96B7B 

48@<A<EFD<DB64A<S BC9D4J<BAAOI E<EF9@ 2016 ��& «�>489@<S» 

2. �GDSK<= �.�., �4E?<AE><= �.�. �C9D4J<BAA4S E<EF9@4 Linux. �GDE 
?9>J<=. #K95AB9 CBEB5<9. 2-9 <;8., �: �AF9DA9F-GA<69DE<F9F <AHBD@4J<BAAOI 
F9IAB?B7<=, 2008.  

3. �?<H9D �. �B@CPRF9DAO9 E9F<. �D<AJ<CO, F9IAB?B7<<, CDBFB>B?O: 
#K95A<> 8?S 6G;B6. 4-9 <;8., !�5: �<F9D, 2010. 

 

�>?>;=8B5;P=O5 8AB>G=8:8: 
1. �4F4@4AR> �. !B;84A<9, B5E?G:<64A<9 < 48@<A<EFD<DB64A<9 E9F9= A4 

100%, !�5: �<F9D, 2010. 
2. !F4A9> #<?PS@  . Windows Power Shell 2.0. !CD46BKA<> 48@<A<EFD4FBD4, 

!�5: �%�-�9F9D5GD7, 2010 

 

�=B5@=5B- @5AC@AO: 
1. �8@<A<EFD<DB64A<9 E9F96B9: ?9>J<< [-?9>FDBAAO= D9EGDE]. 3  9:<@ 

8BEFGC4: http://gendocs.ru/v27580/?9>J<<_+_48@<A<EFD<DB64A<9_E9F96B9.  
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2. �A89DEBA �. Iptables Tutorial 1.1.19 [-?9>FDBAAO= D9EGDE] /�9D. �. 
�<E9?T6. 3  9:<@ 8BEFGC4: 
http://www.linuxshare.ru/docs/security/iptables/iptables+tutorial.html.  

3. �4=84AE><= �.!. !9F96O9 D9EGDEO < <IGS;6<@BEF< [-?9>FDBAAO= 
D9EGDE].3�., 1999.3 9:<@ 8BEFGC4: http://ivmai.chat.ru/student/netrvuln/netrvuln.htm.  

4. !9F96B9 48@<A<EFD<DB64A<9 [-?9>FDBAAO= D9EGDE]. 3  9:<@ 8BEFGC4: 
http://inftis.narod.ru/adm/ais+n4.htm. 

 

 

4.4. �04@>2>5 >15A?5G5=85 >1@07>20B5;P=>3> ?@>F5AA0 
 G>B6B8EF6B CDB<;6B8EF69AAB= CD4>F<>B=   BEGM9EF6?SRF CD9CB8464F9?< 

>B??98:4, 4 F4>:9 D45BFA<>< CD98CD<SF<=, ;4>D9C?9AAO9 ;4 B5GK4RM<@<ES. 
�B??98: 6O89?S9F 6 >4:8GR H<D@G (BD74A<;4J<R) CD9CB8464F9?S DG>B6B8<F9?S 
CD4>F<><. � 97B B5S;4AABEF< 6IB8<F C9D<B8<K9E>B9 CBE9M9A<9 H<D@O (BF89?4), 
>BAFDB?P 6OCB?A9A<S ;484A<S A4 CD4>F<>G, GFBKA9A<9 (>BDD9>F<DB6>4) ;484A<S 6 
;46<E<@BEF< BF >BA>D9FAOI GE?B6<= CD< B5S;4F9?PAB@ EB7?4EB64A<< QF<I 6BCDBEB6 
E DG>B6B8<F9?9@ CD4>F<>< BF CD98CD<SF<S. �B D9;G?PF4F4@ >BAFDB?S CD9CB8464F9?P 
89?49F ;4C<E< 6 :GDA4?9.  
4.5. &@51>20=8O : @C:>2>48B5;O< ?@0:B8:8 

� BEAB6AO9 B5S;4AABEF< DG>B6B8<F9?S CD4>F<>< BF >B??98:4 6IB8SF: 
2 CDB6989A<9 CD4>F<>< 6 EBBF69FEF6<< E EB89D:4A<9@ F9@4F<K9E>B7B C?4A4 < 
EB89D:4A<9@ CD4>F<><; 
2 D4;D45BF>4 < EB7?4EB64A<9 E BD74A<;4J<S@< CDB7D4@@O, EB89D:4A<S < 
C?4A<DG9@OI D9;G?PF4FB6 CD4>F<><; 
2 BEGM9EF6?9A<9 DG>B6B8EF64 CD4>F<>B=; 
2 >BAFDB?<DB64A<9 D94?<;4J<< CDB7D4@@O < GE?B6<= CDB6989A<S CD4>F<><, 6 
FB@ K<E?9 FD95B64A<= BID4AO FDG84, 59;BC4EABEF< :<;A989SF9?PABEF< < CB:4DAB= 
59;BC4EABEF< 6 EBBF69FEF6<< E CD46<?4@< < ABD@4@<, 6 FB@ K<E?9 BFD4E?96O@<; 
2 HBD@<DB64A<9 7DGCCO 6 E?GK49 CD<@9A9A<S 7DGCCB6OI HBD@ CDB6989A<S 
CD4>F<><.  
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5. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ 
#$"���"�%&��!!"� #$��&���   

$BD@B= BFK9FABEF< B5GK4RM97BES CB CDB<;6B8EF69AAB= CD4>F<>9   S6?S9FES 
C<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF < CD<?B:9A<= > BFK9FG, E6<89F9?PEF6GRM<I 
B ;4>D9C?9A<< ;A4A<=, G@9A<=, CD<B5D9F9A<< CD4>F<K9E>B7B BCOF4, HBD@<DB64A<< 
B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<=, BE6B9A<< D45BK9= CDB7D4@@O; 
;4CB?A9AAO= 8A96A<> < CDB<;6B8EF69AA4S I4D4>F9D<EF<>4. �B <FB74@ D45BFO 6 
C9D<B8 CD4>F<>< EFG89AFG 6O849FES I4D4>F9D<EF<>4, >BFBD4S GF69D:849FES 
DG>B6B8<F9?9@ CD98CD<SF<S < E>D9C?S9FES C9K4FPR CD98CD<SF<S. �5GK4RM<=ES 
CBE?9 CDBIB:89A<S CD4>F<>< ;4M<M49F BFK9F CB CD4>F<>9. �4M<F4 BFK9FB6 
BD74A<;G9FES 6 >B??98:9. !FG89AF 8B>?48O649F D9;G?PF4FO 6OCB?A9A<S 
<A8<6<8G4?PAB7B ;484A<S, BF69K49F A4 6BCDBEO DG>B6B8<F9?S CD4>F<>< BF >B??98:4. 
�B D9;G?PF4F4@ ;4M<FO B5GK4RM<@<ES BFK9FB6 6OEF46?S9FES 8<HH9D9AJ<DB64AAO= 
;4K9F CB CD4>F<>9.  

�4 ;4M<FG CD98EF46?S9FES: 
- BFK9F B CD4>F<>9; 
- 8A96A<> CDB<;6B8EF69AAB= CD4>F<><; 

- GF69D:89AAO= BF;O6-I4D4>F9D<EF<>4 B D45BF9 EFG89AF4. 
�<EP@9AAO= BFK9F B 6OCB?A9A<< D45BF 6>?RK49F 6 E95S E?98GRM<9 D4;89?O: 

2 F<FG?PAO= ?<EF;  
2 EB89D:4A<9;  
2 66989A<9; 
2 BEAB6A4S K4EFP (<A8<6<8G4?PAB9 ;484A<9); 
2 I4D4>F9D<EF<>4 @9EF4 CDBIB:89A<S CD4>F<><;  
2 CD46<?4 BID4AO FDG84 A4 D45BK9@ @9EF9; 
2 ;4>?RK9A<9. 

"9>EF BFK9F4 8B?:9A 5OFP CB87BFB6?9A E <ECB?P;B64A<9@ >B@CPRF9D4 6 
Microsoft Word, D4EC9K4F4A A4 B8AB= EFBDBA9 59?B= 5G@47< HBD@4F4 �4 (210x297 
@@). &69F LD<HF4 - K9DAO=, @9:EFDBKAO= <AF9D64? - CB?GFBDAO=, 74DA<FGD4 - Times 

New Roman, D4;@9D LD<HF4 - 14 >97?P. 
 45BF4 A48 BFK9FB@ CB CD4>F<>9 8B?:A4 CB;6B?<FP DG>B6B8<F9?R BJ9A<FP 

GDB69AP D4;6<F<S B5M<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= EFG89AF4.  
�D< BCD989?9A<< BJ9A>< GK<FO649FES: 

- EF9C9AP < >4K9EF6B BFD45BF>< EFG89AFB@ CDB7D4@@O CD4>F<>< < 
<A8<6<8G4?PAB7B ;484A<S; 

- D9;G?PF4FO <ECB?A9A<S E?G:95AOI B5S;4AABEF9=; 
- EB89D:4A<9 < >4K9EF6B BHBD@?9A<S BFK9FAOI 8B>G@9AFB6. 

�5M4S BJ9A>4 EFG89AFG-CD4>F<>4AFG BCD989?S9FES <EIB8S <; K4EFAOI BJ9AB>: 
- BJ9A><, CB?GK9AAB= A4 CD98CD<SF<< (6 BD74A<;4J<<, H<D@9); 
- BJ9A><, CB?GK9AAB= ;4 BF69FO 6 IB89 ;4M<FO. 
$57C;PB0BO  

(>A2>5==O5 ?@>D5AA8>=0;P=O5 :><?5B5=F88) (>@<O 8 <5B>4O :>=B@>;O 8 >F5=:8  

�� 2.1. �D<A<@4FP @9DO CB GEFD4A9A<R E5B96 6 
BC9D4J<BAAOI E<EF9@4I. 

�45;N89=89 8 >F9=:4 ?@8 6O?>;=9=88 @45>B 
=4 ?@>876>8AB69==>9 ?@4:B8:9 
 �� 2.2. �8@<A<EFD<DB64FP E9F96O9 D9EGDEO 6 BC9-

D4J<BAAOI E<EF9@4I. 
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�� 2.3. �EGM9EF6?SFP E5BD 84AAOI 8?S 4A4?<;4 <E-
CB?P;B64A<S < HGA>J<BA<DB64A<S CDB7D4@@AB-

F9IA<K9E><I ED98EF6 >B@CPRF9DAOI E9F9=. 
�� 2.4. �EGM9EF6?SFP CDB6989A<9 B5AB6?9A<S 
CDB7D4@@AB7B B59EC9K9A<S BC9D4J<BAAOI E<EF9@ 
< CD<>?48AB7B CDB7D4@@AB7B B59EC9K9A<S. 
�� 2.5. �EGM9EF6?SFP 6OS6?9A<9 < GEFD4A9A<9 
<AJ<89AFB6 6 CDBJ9EE9 HGA>J<BA<DB64A<S 
BC9D4J<BAAOI E<EF9@. 

$BD@O < @9FB8O >BAFDB?S < BJ9A>< D9;G?PF4FB6 B5GK9A<S 8B?:AO CB;6B?SFP 
CDB69DSFP G B5GK4RM<IES A9 FB?P>B EHBD@<DB64AABEFP CDBH9EE<BA4?PAOI 
>B@C9F9AJ<=, AB < D4;6<F<9 B5M<I >B@C9F9AJ<= < B59EC9K<64RM<I <I G@9A<=. 

$57C;PB0BO >1CG5=8O  
(>A2>5==O5 >1M85  
:><?5B5=F88) 

(>@<O 8 <5B>4O :>=B@>;O 8 >F5=:8 
@57C;PB0B>2 >1CG5=8O 

�� 01. �O5<D4FP ECBEB5O D9L9A<S ;484K 
CDBH9EE<BA4?PAB= 89SF9?PABEF< CD<@9A<F9?PAB > 
D4;?<KAO@ >BAF9>EF4@; 

�=B9@?@9B4F8O @97C;PB4B>6 =45;N89=89 
74 89OB9;P=>ABPN >5CG4NM97>AO 6 ?@>F9AA9 
>A6>9=8O >5@47>64B9;P=>9 ?@>7@4<<O. 
�45;N89=89 8 >F9=:4 =4 ?@4:B8:9 �� 02. �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 

CB<E>4, 4A4?<;4 < <AF9DCD9F4J<< <AHBD@4J<< < 
<AHBD@4J<BAAO9 F9IAB?B7<< 8?S 6OCB?A9A<S 
;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<; 
�� 03. �?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 
CDBH9EE<BA4?PAB9 < ?<KABEFAB9 D4;6<F<9, 
CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 
CDBH9EE<BA4?PAB= EH9D9, <ECB?P;B64FP ;A4A<S CB 
CD46B6B= < H<A4AEB6B= 7D4@BFABEF< 6 D4;?<KAOI 
:<;A9AAOI E<FG4J<SI; 
�� 04. -HH9>F<6AB 6;4<@B89=EF6B64FP < D45BF4FP 
6 >B??9>F<69 < >B@4A89; 
�� 05. �EGM9EF6?SFP GEFAGR < C<EP@9AAGR 
>B@@GA<>4J<R A4 7BEG84DEF69AAB@ S;O>9 
 BEE<=E>B= $989D4J<< E GK9FB@ BEB59AABEF9= 
EBJ<4?PAB7B < >G?PFGDAB7B >BAF9>EF4; 
�� 06. �DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR 
CB;<J<R, 89@BAEFD<DB64FP BEB;A4AAB9 CB6989A<9 
A4 BEAB69 FD48<J<BAAOI DBEE<=E><I 8GIB6AB-

AD46EF69AAOI J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 
74D@BA<;4J<< @9:A4J<BA4?PAOI < 
@9:D9?<7<B;AOI BFABL9A<=, CD<@9ASFP 
EF4A84DFO 4AF<>BDDGCJ<BAAB7B CB6989A<S; 
�� 07. !B89=EF6B64FP EBID4A9A<R B>DG:4RM9= 
ED98O, D9EGDEBE59D9:9A<R, CD<@9ASFP ;A4A<S B5 
<;@9A9A<< >?<@4F4, CD<AJ<CO 59D9:?<6B7B 
CDB<;6B8EF64, QHH9>F<6AB 89=EF6B64FP 6 
KD9;6OK4=AOI E<FG4J<SI; 
OK 08. �ECB?P;B64FP ED98EF64 H<;<K9E>B= 
>G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S ;8BDB6PS 6 
CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < 
CB889D:4A<S A9B5IB8<@B7B GDB6AS H<;<K9E>B= 
CB87BFB6?9AABEF<; 
�� 09. �B?P;B64FPES CDBH9EE<BA4?PAB= 
8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 
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1. "�-�/ )�$��&�$�%&��� $��"+�� #$"�$�  / 
#$"���"�%&��!!"� #$��&���  

 

1.1. "1;0ABP ?@8<5=5=8O ?@>3@0<<O 

2.  45BK4S CDB7D4@@4 CDB<;6B8EF69AAB= CD4>F<>< S6?S9FES K4EFPR CDB7D4@@O 
CB87BFB6>< EC9J<4?<EFB6 ED98A97B ;69A4 (��!!�) 6 EBBF69FEF6<< E $��! CB 
EC9J<4?PABEF< (EC9J<4?PABEFS@) !�� 09.02.06 «!9F96B9 < E<EF9@AB9 
48@<A<EFD<DB64A<9» CB G>DGCA9AAO@ 7DGCC4@ CDBH9EE<=, EC9J<4?PABEF9= 09.00.00 

«�AHBD@4F<>4 < 6OK<E?<F9?PA4S F9IA<>4» >64?<H<>4J<S EC9J<4?<EF CB 
48@<A<EFD<DB64A<R E9F< 6 K4EF< BE6B9A<S BEAB6AB7B 6<84 CDBH9EE<BA4?PAB= 
89SF9?PABEF< (���): ->EC?G4F4J<S B5N9>FB6 E9F96B= <AHD4EFDG>FGDO < 
EBBF69FEF6GRM<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= (��): 

�� 3.1. �EGM9EF6?SFP CDB9>F<DB64A<9 E9F96B= <AHD4EFDG>FGDO. 
�� 3.2. �5E?G:<64FP E9F96O9 >BAH<7GD4J<< CDB7D4@@AB-4CC4D4FAOI ED98EF6. 
�� 3.3. �EGM9EF6?SFP ;4M<FG <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ 

CDB7D4@@AB-4CC4D4FAOI ED98EF6. 
�� 3.4. �EGM9EF6?SFP GEFD4A9A<9 A9F<C<KAOI A9<ECD46ABEF9= 6 D45BF9 E9F96B= 

<AHD4EFDG>FGDO. 
�� 3.5. �B89DA<;<DB64FP E9F96O9 GEFDB=EF64 <AHBD@4J<BAAB-

>B@@GA<>4J<BAAOI E<EF9@. 
 45BK4S CDB7D4@@4 CDB<;6B8EF69AAB= CD4>F<>< @B:9F 5OFP <ECB?P;B64A4 6 

8BCB?A<F9?PAB@ CDBH9EE<BA4?PAB@ B5D4;B64A<< < CDBH9EE<BA4?PAB= CB87BFB6>9 
F9IA<>B6 CB >B@CPRF9DAO@ E9FS@ CD< A4?<K<< ED98A97B (CB?AB7B) B5M97B 
B5D4;B64A<S. �COF D45BFO A9 FD95G9FES. 

 

1.2 *5;8 8 7040G8 ?@>872>4AB25==>9 ?@0:B8:8: 
! J9?PR B6?489A<S G>4;4AAO@ 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< < 

EBBF69FEF6GRM<@< CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< B5GK4RM<=ES 6 IB89 
BE6B9A<S CDB<;6B8EF69AAB= CD4>F<>< 8B?:9A: 
 

8<5BP ?@0:B8G5A:89 >?OB: 
2 B5E?G:<64A<S E9F96B= <AHD4EFDG>FGDO, 6BEEF4AB6?9A<S D45BFBECBEB5ABEF< 

E9F< CBE?9 E5BS;  
2 G84?9AAB7B 48@<A<EFD<DB64A<S < 6BEEF4AB6?9A<S D45BFBECBEB5ABEF< E9F96B= 

<AHD4EFDG>FGDO;  
2 BD74A<;4J<< 59EC9D95B=AB= D45BFO E<EF9@O CB D9;9D6AB@G >BC<DB64A<R < 

6BEEF4AB6?9A<R <AHBD@4J<<;  
2 CB889D:>< CB?P;B64F9?9= E9F<, A4EFDB=>< 4CC4D4FAB7B < CDB7D4@@AB7B 

B59EC9K9A<S E9F96B= <AHD4EFDG>FGDO.  
C<5BP: 
2 6OCB?ASFP @BA<FBD<A7 < 4A4?<; D45BFO ?B>4?PAB= E9F< E CB@BMPR 

CDB7D4@@AB-4CC4D4FAOI ED98EF6;  
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2 <ECB?P;B64FP EI9@O CBE?9464D<=AB7B 6BEEF4AB6?9A<S D45BFBECBEB5ABEF< E9F<, 
Q>EC?G4F<DB64FP F9IA<K9E><9 ED98EF64 E9F96B= <AHD4EFDG>FGDO;  

2 BEGM9EF6?SFP 8<47ABEF<>G < CB<E> A9<ECD46ABEF9= F9IA<K9E><I ED98EF6;  
2 6OCB?ASFP 89=EF6<S CB GEFD4A9A<R A9<ECD46ABEF9= 6 K4EF<, >4E4RM9=ES 

CB?AB@BK<= F9IA<>4;  
2 F9EF<DB64FP >459?< < >B@@GA<>4J<BAAO9 GEFDB=EF64;  
2 6OCB?ASFP ;4@9AG D4EIB8AOI @4F9D<4?B6 < @9?><= D9@BAF C9D<H9D<=AB7B 

B5BDG8B64A<S;  
2 CD46<?PAB BHBD@?SFP F9IA<K9E>GR 8B>G@9AF4J<R;  
2 A45?R84FP ;4 FD4H<>B@, 6OCB?ASFP BC9D4J<< D9;9D6AB7B >BC<DB64A<S < 
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�� 2. �ECB?P;B64FP EB6D9@9AAO9 ED98EF64 CB<E>4, 4A4?<;4 < <AF9DCD9F4J<< 
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AD46EF69AAOI J9AABEF9=, 6 FB@ K<E?9 E GK9FB@ 74D@BA<;4J<< 
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CDBIB:89A<< 
CDB<;6B8EF69AAB= 
CD4>F<>< 
(CD988<C?B@AB=), 
E<EF9@4F<;4J<S 
@4F9D<4?4 8?S ��$ 

�84O @01>B 
"HBD@?9A<9 BFK9F4 6 EBBF69FEF6<< E FD95B64A<S@< 
�"%&4. 
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4. '%�"��/ $������&�� #$"�$�  / 
#$"���"�%&��!!"� #$��&��� (#$����#�" !"�) 

4.1. &@51>20=8S : <8=8<0;P=><C <0B5@80;P=>-B5E=8G5A:><C 
>15A?5G5=8R ?@0:B8:8  

$94?<;4J<S D45BK9= CDB7D4@@O CDB<;6B8EF69AAB= CD4>F<>< (CB 
CDBH<?R EC9J<4?PABEF<) CD98CB?4749F CDB6989A<9 CDB<;6B8EF69AAB= 
CD4>F<>< (CB CDBH<?R EC9J<4?PABEF<) A4 CD98CD<SF<SI, <ECB?P;GRM<I 6 
E6B9= D45BF9 6OK<E?<F9?PAGR F9IA<>G < <A:9A9DAB-F9IA<K9E><9 ED98EF64 
D4;D45BF>< < EBCDB6B:89A<S CDB7D4@@AB7B B59EC9K9A<S A4 BEAB69 CDS@OI 
8B7B6BDB6, ;4>?RK9AAOI @9:8G >B??98:9@ < CD98CD<SF<9@, >G84 
A4CD46?SRFES EFG89AFO. 

"5BDG8B64A<9 < F9IA<K9E><9 ED98EF64 A4 D45BK9@ @9EF9: 
- C9DEBA4?PAO= >B@CPRF9D; 
- C9D<H9D<=AB9 B5BDG8B64A<9; 
- EC9J<4?<;<DB64AAB9 CDB7D4@@AB9 B59EC9K9A<9., 6 FB@ K<E?9 
B5BDG8B64A<S < <AEFDG@9AFB6, <ECB?P;G9@OI CD< CDB6989A<< 
K9@C<BA4FB6 WorldSkills < G>4;4AAOI 6 <AHD4EFDG>FGDAOI ?<EF4I 
>BA>GDEAB= 8B>G@9AF4J<< WorldSkills CB >B@C9F9AJ<< «39 IT Network 
Systems Administration» >BA>GDEAB7B 86<:9A<S « B?B8O9 
CDBH9EE<BA4?O» (WorldSkills). 
 

4.2. &@51>20=8S : 4>:C<5=B0F88, =5>1E>48<>9 4;S ?@>2545=8S ?@0:B8:8 

- $45BK4S CDB7D4@@4 CDB<;6B8EF69AAB= CD4>F<>< (CB CDBH<?R 
EC9J<4?PABEF<) 

- �4?9A84DAB F9@4F<K9E><= C?4A. 
- !BD@4F<6AO9 8B>G@9AFO CB B59EC9K9A<R CDB<;6B8EF69AAB= 
CD4>F<>< (CB CDBH<?R EC9J<4?PABEF<) 

- �D4H<> CDB6989A<S CDB<;6B8EF69AAB= CD4>F<>< (CB CDBH<?R 
EC9J<4?PABEF<). 

- �D4H<> >BAEG?PF4J<=. 
- �D4H<> ;4M<FO BFKUFB6 CB CD4>F<>9 

 

4.3. �=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8S 

4.3.1. "A=>2=O5 8AB>G=8:8 

1. �4D4AK<>B6 �.�., �4D4AK<>B6 #.�., �DB@B6 �... "D74A<;4J<S E9F96B7B 
48@<A<EFD<DB64A<S 2016 "�* «�>489@<S» 

2. �<EA48G?, �.�. "EAB6O >B@CPRF9DAOI E9F9=: 'K95AB9 CBEB5<9 / �.�. 
�<EA48G?, %.�. �GC<A, %.�. %<8BDB6.; #B8 D98. �.�. �474D<AB= -  .: �� 
("$' : !�* �AHD4- , 2015. - 272 E. 

3. �G;<A, �.�. �B@CPRF9DAO9 E9F<: 'K95AB9 CBEB5<9 / �.�. �G;<A. - 3-e <;8., 
C9D9D45. < 8BC. -  .: (BDG@: �!($�- , 2014. - 192 E. 

4.  4>E<@B6, !.�, #BCB6, �.�. �B@CPRF9DAO9 E9F< [-?9>FDBAAO= D9EGDE]: 
GK95. #BEB5<9 - .: ("$' : �!($�-  2017. 

5. !B6B:<?B6, �.". �B@CPRF9DAO9 E9F<.3 .: "�* «�>489@<S, 2013. 
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6. "?<H9D �. �B@CPRF9DAO9 E9F<. #D<AJ<CO, F9IAB?B7<<, CDBFB>B?O: 
'K95A<> 8?S 6G;B6. 4-9 <;8., %#5: #<F9D, 2016. 

7. -6< !9@9F, �4DF %A4=89D, &D9AF $. )9=A, �9A 'Q=?<. Unix < Linux. 
$G>B6B8EF6B E<EF9@AB7B 48@<A<EFD4FBD4, 4-9 <;8.,  : �<?PS@E, 2015 

4.3.2. 1;5:B@>==O5 8740=8S (Q;5:B@>==O5 @5AC@AO) 
1. $BEE<=E>4S A4J<BA4?PA4S 5<5?<BF9>4 [-?9>FDBAAO= D9EGDE]. 4 $9:<@ 
8BEFGC4: http://www.nlr.ru/ , E6B5B8AO=. 

2. #B?A4S QAJ<>?BC98<S Windows [-?9>FDBAAO= D9EGDE] 
http://windata.ru/windows-xp/localnaya-set-xp/nastrojka-lokalnoj-seti/. 

3. �:9@9ESKAO= Q?9>FDBAAO= :GDA4? «#$"7D4@@<EF». http://procoder.info/ 

4. %<EF9@4 H989D4?PAOI B5D4;B64F9?PAOI CBDF4?B6 �AHBD@4J<BAAB -

>B@@GA<>4J<BAAO9 F9IAB?B7<< 6 B5D4;B64A<<. [-?9>FDBAAO= D9EGDE] 3 
D9:<@ 8BEFGC4: http://www.ict.edu.ru (2003-2017)  

5. �8@<A<EFD<DB64A<9 E9F96B9: ?9>J<< [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 
8BEFGC4: http://gendocs.ru/v27580/?9>J<<_+_48@<A<EFD<DB64A<9_E9F96B9. 

6. �A89DEBA ". Iptables Tutorial 1.1.19 [-?9>FDBAAO= D9EGDE] /#9D. �. �<E9?U6. 
3 $9:<@ 8BEFGC4: 
http://www.linuxshare.ru/docs/security/iptables/iptables+tutorial.html. 

7.  4=84AE><= �.%. %9F96O9 D9EGDEO < <I GS;6<@BEF< [-?9>FDBAAO= 
D9EGDE].3 ., 1999.3$9:<@ 8BEFGC4: 
http://ivmai.chat.ru/student/netrvuln/netrvuln.htm. 

8. %9F96B9 48@<A<EFD<DB64A<9 [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 8BEFGC4: 
http://inftis.narod.ru/adm/ais+n4.htm. 5. 

http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.html 

4.3.3. �>?>;=8B5;P=O5 8AB>G=8:8  
1. �4F4@4AR> �. %B;84A<9, B5E?G:<64A<9 < 48@<A<EFD<DB64A<9 E9F9= A4 
100%. %-#5.: #<F9D, 2014 7. 

2.  4>4D9A>B %.�. �GDA4? «%<EF9@O GCD46?9A<S, E6S;< < 59;BC4EABEF<». 
�OCGE> 72/2015 «�D9@S EIB8<@BEF< CDBFB>B?B6 @4DLDGF<;4J<< CD< 
BF>4;4I 6 E9F<» 

3. '<?PS@ $. %F4A9>. Microsoft Windows Server 2012. %CD46BKA<> 
48@<A<EFD4FBD4, %#5: �)�-#9F9D5GD7, 2014 

4. �B?<EA<K9A>B �. Linux. "F AB6<K>4 > CDBH9EE<BA4?G, %#5: �)�-

#9F9D5GD7, 2015. 
5. �D<LA4@GDF< �., $9>EHBD8 �:. Web-CDBFB>B?O. &9BD<S < CD4>F<>4,  : 
�<AB@ 2014. 

6. $<K4D8 �?G@, �D<EF<A4 �D9EA4IQA. �B@4A8A4S EFDB>4 Linux < EJ9A4D<< 
B5B?BK><.  : �<4?9>F<>4 2016. 
 

4.4. �04@>2>5 >15A?5G5=85 >1@07>20B5;P=>3> ?@>F5AA0 
$G>B6B8EF6B CDB<;6B8EF69AAB= CD4>F<>B= BEGM9EF6?SRF 

CD9CB8464F9?< >B??98:4, 4 F4>:9 D45BFA<>< CD98CD<SF<=, ;4>D9C?9AAO9 ;4 
B5GK4RM<@<ES. �B??98: 6O89?S9F 6 >4:8GR BD74A<;4J<R CD9CB8464F9?S 
DG>B6B8<F9?S CD4>F<><. � 97B B5S;4AABEF< 6IB8<F C9D<B8<K9E>B9 CBE9M9A<9 
BD74A<;4J<<, >BAFDB?P 6OCB?A9A<S ;484A<S A4 CD4>F<>G, GFBKA9A<9 

http://procoder.info/
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(>BDD9>F<DB6>4) ;484A<S 6 ;46<E<@BEF< BF >BA>D9FAOI GE?B6<= CD< 
B5S;4F9?PAB@ EB7?4EB64A<< QF<I 6BCDBEB6 E DG>B6B8<F9?9@ CD4>F<>< BF 
CD98CD<SF<S. #B D9;G?PF4F4@ >BAFDB?S CD9CB8464F9?P 89?49F ;4C<E< 6 
:GDA4?9. 

#D9CB8464F9?< 8B?:AO <@9FP 6OEL99 CDBH9EE<BA4?PAB9 B5D4;B64A<9, 
EBBF69FEF6GRM99 CDBH<?R EC9J<4?PABEF<, CDBIB8<FP CB6OL9A<9 
>64?<H<>4J<<, 6 FB@ K<E?9 B5S;4F9?PAGR EF4:<DB6>G 6 CDBH<?PAOI 
BD74A<;4J<SI A9 D9:9 1 D4;4 6 3 7B84. 
 

4.5.  &@51>20=8S : @C:>2>48B5;S< ?@0:B8:8 

�4@9EF<F9?P 8<D9>FBD4 CB GK95AB- CDB<;6B8EF69AAB= D45BF9:  
- BEGM9EF6?S9F B5M99 DG>B6B8EF6B < >BAFDB?P CD4>F<>B=; 
- GF69D:849F C?4A-7D4H<> CD4>F<><; 
- BEGM9EF6?S9F @9FB8<K9E>B9 DG>B6B8EF6B < >BAFDB?P 89SF9?PABEFPR 

6E9I ?<J, GK4EF6GRM<I 6 BD74A<;4J<< < CDB6989A<< CD4>F<><; 
- D4EE@4FD<649F 4A4?<F<K9E><9 @4F9D<4?O CB BD74A<;4J<<, CDB6989A<R < 

<FB74@ CD4>F<><. 
$G>B6B8<F9?P CDB<;6B8EF69AAB= CD4>F<>< (CB CDBH<?R EC9J<4?PABEF<) 

BF >B??98:4: 
- EBEF46?S9F C?4A-7D4H<> CD4>F<><, 7D4H<> >BAEG?PF4J<= < 8B6B8<F <I 8B 

E6989A<S B5GK4RM<IES; 
- CDB6B8<F <A8<6<8G4?PAO9 <?< 7DGCCB6O9 >BAEG?PF4J<< 6 IB89 

CD4>F<><; 
- >BAFDB?<DG9F 6989A<9 8B>G@9AF4J<< CB CD4>F<>9; 
GK4EF6G9F 6 BJ9A>9 B5M<I < CDBH9EE<BA4?PAOI >B@C9F9AJ<= 
B5GK4RM97BES, BE6B9AAOI <@ 6 IB89 CDBIB:89A<S CDB<;6B8EF69AAB= 
CD4>F<>< (CB CDBH<?R EC9J<4?PABEF<). 
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5. �"!&$"�0 � "&�!�� $��'�0&�&"� "%�"�!�/ 
#$"���"�%&��!!"� #$��&��� (#$����#�" !"�) 
 

5.1 �>=B@>;P 8 >F5=:0 AD>@<8@>20==>AB8 ?@>D5AA8>=0;P=OE 
:><?5B5=F89 >1CG0RM8EAS 

 

$57C;PB0BO (>A2>5==O5 
?@>D5AA8>=0;P=O5 
:><?5B5=F88) 

"A=>2=O5 ?>:070B5;8 
>F5=:8 @57C;PB0B0 

(>@<O 8 
<5B>4O 

:>=B@>;S 8 
>F5=:8 

#� 1.1. 
�B>G@9AF<DB64FP 
EBEFBSA<S 
<AHB>B@@GA<>4J<BAAOI 
E<EF9@ < <I 
EBEF46?SRM<I 6 
CDBJ9EE9 A4?48>< < 
Q>EC?G4F4J<< 

- 6OCB?A9A<9 6E97B >B@C?9>E4 
CDB9>FAOI D45BF, E6S;4AAOI E 
EB;84A<9@ >B@CPRF9DAB= 
E9F9= (CB8 >?RK); 
- B59EC9K<64FP 7D4@BFABEFP 
<ECB?P;B64A<S IT-F9IAB?B7<=, 
6 FB@ K<E?9 
EC9J<4?<;<DB64AAB7B 
CDB7D4@@AB7B B59EC9K9A<S, 
CD<  CDB9>F<DB64A<< 
>B@CPRF9DAOI E9F9=; 
- >4K9EF6B BD74A<;4J<< D45BF 
CB CDB9>F<DB64A<R 
>B@CPRF9DAOI E9F9=; 
B59EC9K<64FP 59E>BAH?<>FAB9 
6A98D9A<9 < 66B8 6 
Q>EC?G4F4J<R EB;84649@B7B 
B5N9>F4; 
- CD< CDB9>F<DB64A<< 
B59EC9K<64FP C9DEC9>F<6O 
8?S 5G8GM97B D4;6<F<S 
>B@CPRF9DAB= E9F<. 

F9>GM<= 
>BAFDB?P 6 
HBD@9: 
- BJ9A>< 
D9;G?PF4FB6 
6OCB?A9A<S 
CD4>F<K9E><I 
D45BF CB F9@4@ 
<A8<6<8G4?PAB7B 
;484A<S; 
- BJ9A>4 
6OCB?A9A<S 
CDB5AOI 
E4@BEFBSF9?PAOI 
;484A<=; 
- ;4M<F4 
<A8<6<8G4?PAOI 
;484A<=; 
- A45?R89A<9 ;4 
CDBIB:89A<9@ 
CD988<C?B@AB= 
CD4>F<><  
- ;4M<F4 
CDB<;6B8EF69AAB= 
CD4>F<>< 
(CD988<C?B@AB=). 

#� 1.2. #B889D:<64FP 
D45BFBECBEB5ABEFP 
4CC4D4FAB-CDB7D4@@AOI 
ED98EF6 GEFDB=EF6 
<AHB>B@@GA<>4J<BAAOI 
E<EF9@. 

- J9?9EBB5D4;ABEFP 
BEGM9EF6?9A<S 6O5BD4 
F9IAB?B7<<, 
<AEFDG@9AF4?PAOI ED98EF6 < 
ED98EF6 �&; 
- 7D4@BFABEFP C?4A<DB64A<S < 
CDB6989A<S A9B5IB8<@OI 
F9EFB6OI CDB69DB> < 
CDBH<?4>F<K9E><I BE@BFDB6; 
- >64?<H<J<DB64AABEFP 
BD74A<;4J<< < BEGM9EF6?9A<S 



14 

 

@BA<FBD<A74 <ECB?P;B64A<S 
6OK<E?<F9?PAB= E9F<; 
- FBKABEFP < E>GDCG?9;ABEFP 
H<>E<DB64A<S < 4A4?<;4 
E5B96 6 D45BF9 E9D69DAB7B < 
E9F96B7B B5BDG8B64A<S, 
E6B96D9@9AABEFP CD<ASF<S 
D9L9A<S B 6A9BK9D98AB@ 
B5E?G:<64A<< CDB7D4@@AB-
F9IA<K9E><I ED98EF6; 
- E6B96D9@9AABEFP 
6OCB?A9A<S @9?>B7B D9@BAF4 
B5BDG8B64A<S; 
- 7D4@BFABEFP < 4>>GD4FABEFP 
6989A<S F9IA<K9E>B= < 
BFK9FAB= 8B>G@9AF4J<< 

#� 1.3. 'EFD4ASFP 
A9<ECD46ABEF< 6 D45BF9 
<AHB>B@@GA<>4J<BAAOI 
E<EF9@. 

- CB?ABF4   B59EC9K9A<S   
A4?<K<S   < 
D45BFBECBEB5ABEF< 
CDB7D4@@AB-F9IA<K9E><I 
ED98EF6 E5BD4 84AAOI 8?S 
4A4?<;4  CB>4;4F9?9= 
<ECB?P;B64A<S  < 
HGA>J<BA<DB64A<S 
>B@CPRF9DAB= E9F<; 
-7D4@BFABEFP  < 
E6B96D9@9AABEFP 89=EF6<= CB 
48@<A<EFD<DB64A<R E9F96OI 
D9EGDEB6; 
- 59EC9D95B=ABEFP 
CB889D:4A<S E9F96OI 
D9EGDEB6 6 4>FG4?PAB@ 
EBEFBSA<<; 
-FM4F9?PABEFP @BA<FBD<A74 
<ECB?P;B64A<S E9F< �AF9DA9F 
< Q?9>FDBAAB= CBKFO;  
- D97G?SDABEFP 66B84 6 
89=EF6<9 AB6OI F9IAB?B7<= 
E<EF9@AB7B 
48@<A<EFD<DB64A<S 
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#� 1.4. #DB6B8<FP 
CD<9@B-E84FBKAO9 
<ECOF4A<S 
>B@CPRF9DAOI E9F9= < 
E9F96B7B B5BDG8B64A<S 
D4;?<KAB7B GDB6AS < 
BJ9A>G >4K9EF64 E9F96B= 
FBCB?B7<< 6 D4@>4I 
E6B9= BF69FEF69AABEF<. 

-CDB8G>F<6AB9 GK4EF<9 6   
CD<9@B-E84FBKAOI  
<ECOF4A<SI >B@CPRF9DAOI 
E9F9= < E9F96B7B 
B5BDG8B64A<S; 
-CD46<?PABEFP  <  
4D7G@9AF<DB64AABEFP BJ9A>< 
>4K9EF64 < Q>BAB@<K9E>B= 
QHH9>F<6ABEF< E9F96B= 
FBCB?B7<<; 
- 7D4@BFABEFP CD<@9A9A<S 
ABD@4F<6AB-F9IA<K9E>B= 
8B>G@9AF4J<<  6 B5?4EF< 
<AHBD@4J<BAAOI 
F9IAB?B7<=; 
-BEB;A4AABEFP CD<@9A9A<S 
BF9K9EF69AAB7B < 
;4DG59:AB7B BCOF4 
<ECB?P;B64A<S CDB7D4@@AB-
F9IA<K9E><I ED98EF6. 

#� 1.5. "EGM9EF6?SFP 
D9;9D6AB9 >BC<DB64A<9 < 
6BEEF4AB6?9A<9 
>BAH<7GD4J<< E9F96B7B 
B5BDG8B64A<S 
<AHBD@4J<BAAB-
>B@@GA<>4J<BAAOI 
E<EF9@. 

- CD46<?PABEFP, F9IA<K9E>4S < 
RD<8<K9E>4S 7D4@BFABEFP 
CD<@9A9A<S ABD@4F<6AB-
F9IA<K9E>B= 8B>G@9AF4J<< 6 
B5?4EF< <AHBD@4J<BAAOI 
F9IAB?B7<=; 
- CDB8G>F<6ABEFP GK4EF<S 6 
C?4A<DB64A<< D4;6<F<S 
CDB7D4@@AB-F9IA<K9E>B=  
BD74A<;4J<<; 
- 4D7G@9AF<DB64AABEFP 
B5BEAB64A<S CD98?B:9A<= CB 
D94?<;4J<< EFD4F97<< 
BD74A<;4J<< 6 B5?4EF< 
<AHBD@4J<BAAOI 
F9IAB?B7<=; 
- CDB8G>F<6ABEFP GK4EF<S 6 
A4GKAOI >BAH9D9AJ<SI, 
E9@<A4D4I; 
- FBKABEFP < 7D4@BFABEFP 
BHBD@?9A<S F9IAB?B7<K9E>B= 
8B>G@9AF4J<<, 99 
EBBF69FEF6<9 89=EF6GRM<@ 
CD46<?4@ < DG>B6B8EF64@ 
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#� 2.1. #D<A<@4FP @9DO 
CB GEFD4A9A<R E5B96 6 
BC9D4J<BAAOI E<EF9@4I. 

- CBA<@4A<9 6;4<@BE6S;< 
@9:8G 
D4;?<KAO@< >B@CBA9AF4@< 

6OK<E?<F9?PAB= E<EF9@O; 
- G@9A<9 CB?P;B64FPES 
ED98EF64@< 

F9EF<DB64A<S < BF?48><; 
- CBA<@4A<9 CD<AJ<CB6 
GEF4AB6>< < A4EFDB=>< 
BC9D4J<BAAOI E<EF9@, 4 F4>:9 
CD<>?48AOI < E?G:95AOI 
CDB7D4@@; 

#� 2.2. 
�8@<A<EFD<DB64FP 
E9F96O9 D9EGDEO 6 
BC9D4J<BAAOI E<EF9@4I. 

- G@9A<9 A4EFD4<64FP E?G:5O 
>4F4?B7B6. 
- CD46<?PABEFP C?4A<DB64A<S < 
6A98D9A<S H4=?B6OI ID4A<?<M 
< E<EF9@ ID4A9A<S 84AAOI. 
- G@9A<9 CB?P;B64FPES 
ED98EF64@< F9EF<DB64A<S < 
BF?48><; 
- CBA<@4A<9 CD<AJ<CB6 
GEF4AB6>< < A4EFDB=>< 
BC9D4J<BAAOI E<EF9@, 4 F4>:9 
CD<>?48AOI < E?G:95AOI 
CDB7D4@@; 

#� 2.3. "EGM9EF6?SFP 
E5BD 84AAOI 8?S 4A4?<;4 
<ECB?P;B64A<S < 
HGA>J<BA<DB64A<S 
CDB7D4@@AB-
F9IA<K9E><I ED98EF6 
>B@CPRF9DAOI E9F9=. 
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