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1. Onucanue KOMIeTEeHIINH
1.1. AKTyaJbHOCTb KOMIETEeHUHHU

Komnerennus  «Mudopmanmonnas  OGezomacHocts» BxoguT B «TOII-50 nHambomee
BOCTPEOOBAHHBIX M IEPCIEKTUBHBIX MPO(ECCHil» B COOTBETCTBUU C JIyYIIUMHU 3apyOeKHBIMH
CTaHIapTaMH ¥ TEPEAOBBIMH TEXHOJOTHUSAMH. YTBEpPXKIEHO TNpUKazaMd MUHHCTEpCTBA
oOpa3oBanus u Hayku Poccwmiickoii deneparuu ot 09 nmexabpst 2016 roma Ne 1551, Nel553 B
Buje denepanbHbIX 00pa30BaTENFHBIX CTAHAAPTOB CPEIHETO MPOPECCHOHATBHOTO 00pa30BaHHS
10.02.04 «O6ecnicuenne MHPOPMAITUOHHON OE30MACHOCTH TEIEKOMMYHUKAIIMOHHBIX CHCTEM),
10.02.05 «O6ecneuenune nHGOPMAITMOHHON 0€30MTACHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM».

WNmes pemaroinyro pojib B IOBCETHEBHOM (DYHKIIMOHUPOBAHUH, TEXHHK I10 3allUTe
nHpOpMAIIMA HMMEET CHpOC B OPraHM3alMAX Pa3IUYHBIX MAacIITa00B KOMMEPYECKOTO H
rOCyJapCTBEHHOTO CeKTopa, Takue Kak: kommanus D-Link, Kox Oesomacnoctn, MupoTtekc,
Nuposotu, Unpopmiamura u np. Mapopmaruss KOHPUIEHIIUAIBHOTO XapaKTepa HYKIaeTcs B
3alIUTe, CIEJOBATENFHO - B 3allUTE HYXJAIOTCS BCE JJIEMEHTHl CHUCTEMBI: amlapaTHOe
obecrnieueHue (mepcoHanbHbIE KOMITIBIOTEPHI, HOYTOYKH, MOOUTIbHAS  TEXHUKA),
aBTOMAaTH3UPOBAHHBIE CHCTEMBI, CETh, CETEBOE OOOpYIOBaHWE, TEPUMETp OOBEKTa W T.IN.
Texuuk 1o 3ammTe WHPOPMAIMM HECET OTBETCTBEHHOCTh 3a HACTPOHKY OOOpYIOBaHUS H
MpOrpaMMHOTO oOecriedeHuss Mo 3ammTe uHGOpMAIMK, HaJaekHOe (YHKIMOHUPOBAHUE
ABTOMATH3UPOBAHHBIX CHCTEM MPENIPUSATHS, TIOIepKaHue HHOOPMAIIMOHHOH 0€301TacHOCTH.

Nudopmanronnas 6e30macHOCTb TpeOyeT NIMPOKUI CIIEKTP MO3HAHUIN U HABBIKOB B 00JaCTH
MH(POPMAITMOHHBIX TEXHOJIOTHH. B CBsA3M ¢ OBICTPBIM pa3BUTHEM STOH 00JaCTH, TPEOOBAHUS K
TEXHHUKaM T10 3aluTe HHPOPMAIMH MOCTOSHHO BO3PACTalOT.

1.2. Tlpodeccuu, M0 KOTOPHIM YYACTHHKHM CMOIYT TPYAOYCTPOMTBLCSl MOCJe
OCBOEHMS TaHHOI KOMIeTEeHIHN

TexHuk 1o 3anuTe HHGOPMAITIH

1.3. Ccbliika Ha 00pa3oBaTeJbHbIH /UM NpodeccHOHATbHBIN CTaHAAPT.
(KOHKpeTHbIE CTAHAAPTHI)

HIxonbHUKH CTyneHThbl CrnenuaiucrTol

®I'OC CIIO 10.02.04 ®I'OC CIIO 10.02.04 T1® «CrieauceT 1o 3aluTe
"ObecmnieueHrne "Obecmneuenne HHPOPMANMOHHONW | WH(GOPMAIUK B aBTOMATH3UPOBAHHBIX
WHPOPMALTMOHHON Oe3omacHOCTH cucTeMax»

0e30MmacHOCTH TEJIEKOMM YHUKAIIMOHHBIX 06.033.pdf (fgosvo.ru)
TEIEKOMM yHUKAITHOHHBIX cucrem”

cucrem” ®roc 10.02.04 O6ecneyexue

$roc 10.02.04 ObecneyeHune MHPOPMaALIMOHHOMN

MHOOPMALIMOHHO 6esonacHocTH

6esonacHoctn TEIEKOMMYHUKALMOHHbIX

TeNEKOMMYHUNKALIMOHHbIX cuctem - ®roc (fgos.ru)

cuctem - Proc (fgos.ru) @®roC CIIO 10.02.05

®I'0C CIIO 10.02.05 "Obecmnieuenne HHPOPMAMOHHON

"Ob6ecnieueHue 0e30MacHOCTH

nH(popMannOHHOH aBTOMATHU3UPOBAHHBIX cUCTEM"

GesomacHoCTH ®roc 10.02.05 O6ecneyeHune

ABTOMATH3UPOBAHHBIX cUCTEM" MHOOPMALIMOHHOM

®roc 10.02.05 ObecneyeHre | gazonacHocTy

MHbOPMaLMOHHON aBTOMAaTMU3MPOBAHHbBIX CUCTEM
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be3onacHocTH
aBTOMATU3UPOBAHHbIX
cuctem - Proc (fgos.ru)

- Proc (fgos.ru)

OI'OC BO «HMudopmanrionHas
6e3omacHOCTh (YPOBEHB
OakaaBpuaTa)»
$roc10.03.01

MHdopmaumnmoHHas

be3onacHocTb - PrOC (fgos.ru)

1.4. TpeGoBanusi kK KBaJaupuKauu

[IIxonpHUKH CTyneHThI CrnenuanucTel
Jlonicen 3nams.: [Honowcen 3uamn. Honowcen 3uamn.

0COOEHHOCTH u CHOCOOBI 0COOEHHOCTH u CIIOCcOOBI TumoBble cpeacTBa M METOJBI
MPUMEHEHHUSI  TPOrPpaMMHBIX M | IPUMEHEHHS  MPOrPaMMHBIX M | 3allUThl HH()OPMAIIUK B JIOKAJIBHBIX

MIPOrpaMMHO-AIIMAPaTHBIX  CPEACTB
3aIUThl HHGOPMAIIUH, B TOM YHCIIE,

B OIEePAIMOHHBIX CHCTEMAX,
KOMIIBIOTEPHBIX ~ CETSIX, 6azax
JIAHHBIX;

THITOBBIC MOJIENH  yIIPABJICHHSI
JOCTYIIOM, CpEJCTB, METOJOB H
NPOTOKOJIOB  WJICHTH(OUKAIMU U
ayTeHTH(UKAINY;

THIOBBIC CPEICTBA U METO[bI
BeOCHMSI  ayauTa, CPEACTB U
CHoco0OB 3amMThl MHPOPMAIMU B
JIOKaJIbHBIX BBIYUCIUTEIBHBIX CETSIX,
cpencTs 3aIIHTHI oT
HECaHKIHOHHPOBAHHOI'O TOCTYMA;

OCHOBHBIE HOHSATUSI KPHOTOrpaduu

U THUIOBBIX KpHHOTOrpaduuecknx
METOOB M  CPEICTB  3allUTHI
uHpopmanum.
Lonocen ymems:

yCTaHaBIMBaTh,  HACTPaUBaTh,
MIPUMEHSATh IIpOrpaMMHBbIE u

NpOrpaMMHO-aIapaTHble CPencTBa
3aluThl HHOPMALIHH;
JMarHOCTHPOBATH, YCTpaHATh
OTKas3bl, obecreunBaTh
paboToCTIOCOOHOCTE U TECTHPOBATH
(GYHKIMM TIPOrpaMMHO-aNIapaTHBIX
CpenCTB 3aIuThl HH(pOpPMAIHH;

TIPOBEPSTH BBITIOTHEHHE
TpeOOoBaHUI mo 3aIuTe
WHPOPMAIUH oT
HECaHKLMOHUPOBAHHOTO  JIOCTYIIa
npu arTecTanu 00BEKTOB

WHPOPMATHU3AUN IO TPEOOBAHUIM
0e30macHOCTH HH()OPMAITUT;

HCTIONb30BATh THUIIOBBIE
MporpaMMHBIE  KpUnTorpaduieckue
CpelncTBa, B TOM qucie

OJICKTPOHHYIO NOAIHNCh;
YCTaHaBJIMBAaTb W HACTPAHMBATH

CpCacTBa aHTHBHPYCHOﬁ 3alluThbl B

COOTBCTCTBUH C TIPECABIABIISICMBIMU

IIPOrpaMMHO-aNINapaTHbIX  CPENCTB
3al|Thl HHPOPMAIMHU, B TOM YHCIIE,

B OTEePAIMOHHBIX cHuCcTeMax,
KOMITBFOTEPHBIX ceTsix, 0azax
JIAHHBIX;

THUIIOBBIE MOZJCIIHN YIIPaBJICHUA

JOCTYIIOM, CpPE/CTB, METOJOB |
NPOTOKOJIOB  WIEHTH(DUKAMU U
ayTeHTH(UKalMy;

TUIOBBIE CPEACTBA U METOMBI
BEICHUs  ayaura, CpEeICTB U
croco0oB 3aIuTel MH(OpManMu B
JIOKaJIbHBIX BBIYMCIUTEIBHBIX CETAX,
CpEICTB 3aLUTHI oT
HECaHKIIMOHUPOBAHHOIO A0OCTYTIa;
OCHOBHBIE TOHATHSA KpHITOrpaduu

U THUIIOBBIX KpUNTOrpaduuecKux
METOJOB M  CPEIACTB  3AILUTHI
uHbopmanum.
Lonocen ymems:

yCTaHaBIMBaTh,  HACTPaUBaTh,
HNPUMEHSTh HporpaMMHBIE u

MPOrpaMMHO-AMNapaTHbIE CpPEICTBA
3aIIUTH HH)OPMAIHH;
JIMarHOCTHPOBATh, YCTPaHATh
OTKa3bl, o0ecreyrnBaTh
paboTOCIOCOOHOCTh U TECTHPOBATH
(yHKIMK TIPOrpaMMHO-aIIapaTHbIX
CPEJICTB 3alMThl HHPOPMAIHH;

MIPOBEPSITH BBIIIOJTHEHUE
TpeOoBaHMit o 3aIITE
nHpOpPMAITHN oT
HECAHKI[MOHUPOBAHHOIO  JIOCTYyIIa
npu aTTecTanu 00BEKTOB

nHPOPMATH3ANNN TIO0 TPeOOBAHUAM
Oe3omacHOCTH MH(OpMAINH;

HCTIONB30BATh THITOBBIC
MIPOrpaMMHBIE KpHUNTOrpadudeckue
CpeACTBa, B TOM yHcie

OJICKTPOHHYIO MOAIHCh,
yCTaHaBJIMBaTb W HACTPAUBATH

cpeacTBa aHTI/IBHPYCHOﬁ 3alIuThbl B

COOTBCTCTBUU C TMPCAbABISICMbIMHA

nu FHOGaHBHBIX BBIYUCIIUTCIIbHBIX
CCTAX

bazosas KOH(pHUTypanus
CHCTeMBI  3alUThl  WH(pOpMANUH
aBTOM aTH3HpOBaHHOﬁ CUCTCMBI

OcobeHHOCTH MPUMEHEHHUS
NPOrpaMMHBIX ¥ TIPOrpPaMMHO-
armnapaTHbIX CpeacTB 3allUThI
nHpopmanuu B

ABTOMAaTHU3UPOBAHHBIX CHCTEMax
TumnoBsle cpeacTBa, METOIBI H
MIPOTOKOJIBI WICHTU(UKALIUH,
ayTeHTH(UKAIMK 1 aBTOPU3ALMU
HopmatuBHBIE TIpaBOBBIE aKTHI B
o0JsacTy 3amuTel UHGOPMALIUH

OpraHu3alOHHBIE  MEpBl 110
3anmre nHPopMaIuu
Lonoxcen ymemy:

KongurypupoBaTh  napamerpsl
CHCTEMBl  3alIUTHl  HH(OPMaLUH
ABTOMATHU3UPOBAHHOM CHCTEMBI B
COOTBETCTBHH c ee
9KCILTyaTalliOHHON
JIOKyMEHTaluen.

OOHapyXuBaTb H  YCTpPaHSITh
HEUCIIPABHOCTH CHCTEMBI 3aIllUTHI

uH(pOpManMK. aBTOMAaTU3NPOBAHHON
CHCTEMBI COTJIacHO
9KCIITyaTaI[MOHHOW JOKYMEHTAIINH.
[IpousBoauth MOHTaX "
JIMarHOCTHKY KOMIIBIOTEPHBIX CETEH.
HUcnone3oBath TUIIOBBIE
Kpunrorpaduaeckue CpencTBa
3alMTel MH()OpPMALUK, B TOM YHCIIE
CpPEICTBA IEKTPOHHOW TTOAIHCH.
OdopMIATE TOKYMEHTALWIO TIO

perilaMeHTAllul ~ MEPONPHATHIA |
OKa3aHHUIO YCIIYT B OOJACTH 3aIIUTHI
nHpopManuH.

Odopmiars TEXHUYECKYIO

JIOKyMEHTAI[MI0 B COOTBETCTBUH C
HOPMAaTHBHBIMH MIPAaBOBBIMU AKTaMH
B 00J1aCTH 3alTHl HH(OPMALIHH.
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TpeOOBaHUAMUY;
OCYIIECTBISTh MOHHUTOPUHT U

perucTpanuio CBEJICHNUH,
HEOOXOANMBIX JUIst 3aIUTHI
00BEKTOB MH(POPMATH3ALUH, B TOM
qucie c UCIIOIb30BAHHEM
MPOrpaMMHBIX M IPOrpaMMHO-

anmapaTHbIX CPECTB OOHAPYKEHHS,
TPenyNpexIeHUsT W JIMKBUIAIUH
MOCIIE/ICTBHI KOMITBIOTEPHBIX aTaK.
HUMETh PAKTUYECKHUI OTBIT B!

YCTaHOBKE u HaCTpolKe
MNPOrPAMMHBIX ~ CPEJICTB  3aIlUTHI
nHpopmanuy;

TECTUPOBAHUH byHKUMHA,
JIMATHOCTHKE, YCTPAHCHUH OTKAa30B
U BOCCTaHOBJICHUH
paboTOCIIOCOOHOCTH MPOrPaMMHBIX
U MPOrpaMMHO-AMIMAapaTHBIX CPEICTB
3alIUTHl HHPOPMAITHY;

ydere, 0o0paOOTKe, XpaHEHUH U

nepenaue uHpopmarmu, JUIs
KOTOpOH YCTaHOBJICH pexuM
KOH(UJICHIIUATILHOCTH.

TpeOOBaHUSIMH;

OCYIIECTBIISITH MOHUTOPDHHT H
PETUCTPALIIO CBEJICHUI,
HEOOXO0ANMBIX ULt 3aLIUTHI
00BeKTOB MH(OpMATH3ALNH, B TOM
qucie c UCIIONIb30BaHUEM
NpOrpaMMHBIX U TIPOrPaMMHO-

ammapatHbIX CPENICTB OOHAPYKEHHS,
OPEAYNPESKICHUS W JIUKBHIALNN
MOCJICZICTBHI KOMITBEOTEPHBIX aTaK.
UMETh MPAKTHYECKHUI OIIBIT B:

YCTaHOBKE u HACTpoUKe
OPOrPaMMHBIX ~ CPENCTB  3allUThI
nuHpopmanum;

TECTHPOBAHUH byHKIMi,
JIMATHOCTHKE, YCTPAHCHHWH OTKA30B
u BOCCTaHOBJICHUH
paboTOCIIOCOOHOCTH TPOrPaMMHBIX
U IIPOrPaMMHO-AMMapaTHBIX CPENCTB
3alIUThl HHPOPMALUH;

yuere, o0pabOTKe, XpaHEHUH U

nepenayie HHGpOpMAIHH, JUTSt
KOTOpOH YCTaHOBJICH pexum
KOH(MICHIINATBHOCTH.

Hcrionp3oBaTh  MporpaMMHbIC
cpencTBa IS ApXMBHUPOBAHUS
nHpopmManum.

Hcronp3oBaTh MpoOrpaMMHBIE H
MpOrpaMMHO-aIapaTHbIE. CPEICTBA
JUIL YHUYTOXEHUS WHpopManuu u
HocHTelel nadopmanuu.

Hcnionb3oBaTh THUITOBBIC
KpunTorpaduaeckue cpelncTBa
3anmThl HHPOpPMALUK, B TOM YHCIIE
JJIEKTPOHHYIO TTOJIIHCE.

OnpenensTe  UCTOUHUKU U
MPUYNHBI BO3HUKHOBEHUS
WHIIUJICHTOB.

OrneHuBaTh MOCJIEICTBUSA
BBISIBJICHHBIX MHIHJICHTOB.

OOHapyx’uBaTh HapyHICHHs

MPaBUJI pa3rpaHUYEHus] 1OCTYTIA.
VYcTpaHiaTh HapylleHHsl HpaBUIl
pasrpaHUYeHUs AOCTYIA.

Ocy1ecTBIsITh KOHTPOJIb
obecreueHus YPOBHS
3aIIUIIEHHOCTH B
ABTOMATHU3HUPOBAHHBIX CUCTEMAX.

Hcnonws3oBaTh
Kpunrorpaguyeckue  METOAbl |

cpefcTBa 3aIiuThl MHGOPMAIMKA B
ABTOMATU3UPOBaHHBIX CUCTEMAX.
Co3naBaTh, yIausITh U U3MEHSThH

YUETHBIE 3allCH  ITI0JIb30BaTENCH
aBTOMATU3UPOBAHHON CHCTEMBI.

[InanupoBaTh MOJIUTUKY
Oe3omnacHocT! MPOrPaMMHBIX
KOMITOHEHTOB.

ABTOMATU3HNPOBAHHBIX CUCTEM
VYcranaBiauBaTh H HacTpauBaThb

OIEPAIMOHHBIE CHUCTEMBI, CHCTEMBI
yhnpaBieHuss ~ 0a3aMM  JaHHBIX,
KOMITBIOTEPHBIE ceTu u

IPOrPaMMHBIE CHCTEMBI C Y4ETOM
TpeOoBaHMiI 1O  OOECre4YeHUuro
3a1UThl HHOOPMALIUH.
PerucrpupoBats COOBITHA,
CBSI3aHHBIE C 3aIUTOH MH(pOpMALIN
B aBTOMATH3HPOBAaHHBIX CHCTEMaX.
AHanm3upoBaTh COOBITHSA,
CBSI3aHHBIE C 3aIUTOH MH(POPMALUH
B aBTOMATH3HPOBAaHHBIX CHCTEMaX.
KougurypupoBaTh  mapamerpsl
CHCTEMBl  3alIUTHl  MH(OPMalUH
ABTOMATHU3UPOBAHHBIX CHUCTEM.
[TpumMeHsTh TEeXHUYECKUE
cpencTBa KOHTPOIS ((HEeKTUBHOCTH
Mep 3aIUThl HHPOPMAIIHH.

[IpumensaTs TUIIOBBIE
MporpaMMHBIE cpencTaa
PE3epBUPOBAHNS M BOCCTAHOBJICHUS
nHpopmanun B
ABTOMAaTHU3MUPOBAHHBIX CHCTEMaX.

[TpumensTh MporpaMMHBIE
cpencTBa obecrieueHus

6e30mMacHOCTH JTaHHBIX.
JIOKyMEHTHUpPOBaTh JEUCTBUS IO




YCTPAaHEHUIO  HEHCIPABHOCTEH B
pabote CHUCTEMBI 3aIUTHI
UH(DOpMALIUH. aBTOMATU3UPOBAHHON
CHCTEMBI
BrisiBienne yrpo3 6e3omacHOCTH
nHpopmanun B
ABTOMATHU3UPOBAHHBIX CHCTEMAX.
VYcrpaHeHue  HEJOCTaTKOB B
(YHKIIMOHAPOBaHUU CHCTEMBI
3aIIUTHI uHbOpMaIUK
ABTOMATHU3UPOBAHHOW CHCTEMBI.
[IpuMeHATh HWHCTPYMEHTATbHbBIC
CpeacTBa KOHTPOJIS 3allHIIEHHOCTH
nHpopmanuu B
ABTOMATHU3UPOBAHHBIX CHCTEMAX.
YcrpaHsaTh W3BECTHBIC
YSA3BUMOCTH ~ ABTOMATHU3UPOBAHHOM
CHCTEMBI, TPHUBOJISIINE K
BO3HHKHOBCHHUIO yrpo3
6e3omacHOCTH HHPOPMAIHH.
yCTpaHHTI) BBISIBJICHHBIC
YA3BUMOCTH aBTOMaTH3HpOBaHHOﬁ
CUCTEMBI, MIPUBOJISIIIE K
BO3HHKHOBCHHIO yrpo3
0e30macHOCTH HHQOpMAIHH.

2.KoHKypCHOe 3a1aHue

Kounkypcnoe 3aoanue moocem 6Ovimv  usmeneno Ha 30% 6 npedenax

Cyuecmsayrouux Mooyiell.

2.1. KpaTkoe onucanue 3aiaHust

IIkoabHuku: B Xxone  BHINONHEHUS  KOHKYPCHOTO — 3aJaHUsl  HEOOXOAMMO
IPOCKaHUPOBATh ceTeBOM Tpaduk. PasBepHyTh 3amuiieHayo cetb VipNet.

CtynenTtnl: B Xo/lie BBHINONHEHUS] KOHKYPCHOTO 3aJaHUs HEOOXOIMMO MPOCKaHHUPOBATh
cereBoii Tpaduk. PazBepHyrs 3amuinennyio ceth VipNet. Hactpouts uHdpacTpykrypy
Windows Server u KJIMEHTCKO# MalluHBbI.

Conemmanucrbl: B Xozne  BBIMOJHEHUS  KOHKYPCHOTO — 3aJaHusl  HEOOXOIMMO
MPOCKaHUPOBATh ceTeBoi Tpaduk. Pa3BepHyTh 3ammiiennyio cetb VipNet. Hactpouts
uHdpactpykrypy Windows Server u KJIMEHTCKOH MAaIlUHbBI. YCTAaHOBHTH 3alUIICHHOE
HTTPS B3anmoeiicTBuE.

2.2. CTpyKTypa M N0APOOHOE ONUCAHUE KOHKYPCHOIO 3a1aHUS

HaunmeHoBaHue u | Jenb Bpemsi | Pe3yabrart
onucaHue MO1YJIst

I koabHUK Monyns 1. IlepBrrit 60 IIpockanupoBaH u
CkaHMpOBaHUE CETEBOTO JIEHb MHUHYT | OT(QUIBTPOBAH HEOOXOIUMBII
Tpaduka Tpaduk, HalJEHB! KIIOUEBbIE

napameTpal




Monyns 2. Pa3BepHyTh [epBrrit 90 Coznana cTpykTypa
3alUIIECHHYIO CETh JIEHb MHHYT 3amuieHHoH cetn VipNet.
VipNet Pa3BepuyTo pabouee mecra
MTOMOII[HUKA TJIABHOT'O
aJMUHUCTpaTOpa
Crynenrt Mognyns 1. IlepBorit 60 IIpockanupoBaH u
CxaHMpOBaHHE CETEBOTO JIeHb MUHYT | OT(QUILTPOBAH HEOOXOIUMBIN
Tpaduka TpauK, HaliIEHbI KIIFOUEBbIC
napameTpebl
Mogaynb 2. PazBepHyTh [MepBrIit 90 Co3zaHa CTpyKTypa
3alIUIIEHHYIO CETh JIEHb MHHYT 3amuineHHou cetu VipNet.
VipNet PazBepayTO pabouee mecta
IIOMOIIIHHWKA I'JITaBHOI'O
aIMUHHUCTpATOpa
Mogayne 3. Hactpouts IepBorit 60 CKOH(UTYypHpPOBaHBI MAIIIIHEI
HHPPACTPYKTYPY JIeHb MUHYT ¢ Windows Server u
Windows Server u KJIMEHTCKas MallliHa B
KJIMEHTCKON MAaIlIUHBI JOMEHHOH 30HE
Cnenunaaucr Momyns 1. IlepBrrit 60 IIpockanupoBaH u
CxaHMpOBaHHE CETEBOTO JIeHb MUHYT | OT(QUILTPOBAH HEOOXOMUMBIN
Tpaduka TpauK, HalAEHbBI KIIFOUEBbIC
napameTpsl
Moayis 2. Pa3BepHyTh IepBoIit 90 CosznaHa CTpyKTypa
3alIUIIEHHYIO CETh JIeHb MUHYT 3amuIieHHon cetu VipNet.
VipNet PazBepryTo pabodee mecta
MOMOIITHUKA TTIaBHOTO
aJIMHHHCTPATOPA
Monmyns 3. Hactpouts IlepBrrit 60 CxoH(hUTYpHpOBaHBI MAITNHBI
HHPPACTPYKTYPY JICHb MHHYT ¢ Windows Server u
Windows Server u KJIMEHTCKas MalluHa B
KJIMEHTCKON MAaIllWHBI JIOMEHHOH 30HE
Momyns 4. YCTaHOBUTH IlepBrrit 60 PaGoraer 3amunieHHoe
3ammutienHoe HTTPS JIeHb MUHYT HTTPS coenunenune
B3aUMOJECHCTBUE

2.3. [Tocj1e10BaTEeIHLHOCTH BBHINMOJHEHHUA 321aHUSA

I xoJabHUKNA:

Mopayab 1. CkanupoBaHue ceTeBoro rpapduxa

IIpockanupoBath ceTeBod TpaduK OT OJHOW BUPTyalIbHOM MAaIIMHBI K JAPYrOH,
OIIPENEIUTD KIIIOUEBBIE ITapaMeETPhI

Mopayab 2. Pa3pepHyTh 3amunieHHyo cetb VipNet
Co3nath cTpyKTypy 3amuiieHHoi cet VipNet. PazBepHyTh pabouyee MecTa MOMOIIHUKA
TJIABHOTO aJIMUHHUCTpATOpa



CrtyneHThI:

Mopyas 1. CkanupoBaHue ceTeBoro Tpaguka

[IpockanupoBarh ceTeBOi TpaduK OT OJHOW BUPTYyaIbHONM MAIIMHBI K JAPYrOH,
OIIPENEIUTD KIIIOUEBbIE ITapaMeTpPhI

Mopyas 2. PazBepHyTh 3amiieHHy0 cetb VipNet

Cosznath cTpykTypy 3amiumieHHoi cetu VipNet. PazBepHyTh pabouee MecTa TOMOIIHHKA
TJIABHOT'O aIMUHUCTpATOpa

Monyas 3. Hacrpouts uHppacTtpykrypy Windows Server u KJIMeHTCKOI# MAIIMHBI
Hacrpouts wunppactpykrypy Windows Server u KIMSHTCKOW MalIMHBL. 3aBECTH
nosb3oBareneil B AD ¢ HeoOxoaumbiMu ipaBamu. HacTpouTh rpynnoBbie NOJUTHKA

CrneuMajucTol:

Mopyasb 1. CkanupoBaHue ceTeBoro Tpaguka

[IpockanupoBaTh ceTeBOM TpapuK OT OJHOW BHUPTYalIbHOW MAIIMHBI K JIPYrOW,
ONIPENIETUTH KIIFOUEBBIE ITapaMeTPhI

MoayJs 2. PazBepHyTsh 3amuieHHyo cetb VipNet

Coznarb cTpykTypy 3amntuiieHHoi cetn VipNet. Pa3BepHyTs pabodee MecTa mMOMOITHUKA
TJIABHOT'O aIMUHUCTpATOpa

Moayas 3. Hactpouts nappactpykrypy Windows Server U KJIMEeHTCKONH MAIIIMHbI

Hactpouts wunppactpykrypy Windows Server u KIMEHTCKOW MAIIWHBL 3aBECTH
nosik30Bareneit B AD ¢ HeoOXoaMMbIMU TipaBaMu. HacTpOUTE TPYNITOBBIEC TOJTUTHKH

MonayJns 4. Y cranoButh 3amumednoe HTTPS B3anmoneiictBue

Co3znartp nenouky ceprudukaron s 3amuiieaHoro HTTPS coequnenus

2.4. 30% n3MeHeHHE KOHKYPCHOIO 3aJaHUA

I'maBHBIN SKCHIEPT B MpaBe U3MEHUTH MapaMeTPbl HACTPOHKU BUPTYAJIbHBIX MALITHH JIJIS
paboTHI C CEThIO, a TAKIKE U3MCHHUTH cXeMy KoHpurypuposanus VipNet

2.5. Kputepuu ouieHKH BBINMOJHEHUS 3adaHUs

HIkoabHUKH:
Ne Onucanue Kpurepus bannbt
Moayas 1
1. | OOHapyxeHHe KIII0YeBOTo MapaMmerpa 20
Mopayab 2
2. | YcranoBka nporpammuoro komiuiekca ViPNet Administrator 20
3. | Co3nanue CTpyKTYphI 3alIUIIEHHON ceTH 20
4. | Hactpolika pe3epBHOTO KOMMPOBAHUS JAHHBIX U BOCCTAHOBIICHHE
JTAHHBIX 20
B [10 ViPNet Administrator
5. | Pa3BepThiBanne paboyero Mecta MOMOIIHHUKA TIIaBHOTO 20
aJIMUHHCTpaTOpa
Bcero | 100




CryneHTsl:

Ne Kpurepuu Hawussicinit
n/n Oann
Moayas 1
1. | O6HapyxeHue KIH4eBOro napameTpa 10
Monayasb 2
2. | Ycranoka nporpammuoro komiiekca ViPNet Administrator 10
3. | Co3mgaHue CTPYKTYpPHI 3aIUIICHHON CETH 25
4. | Hactpoiika pe3epBHOTO KOTIMPOBAHUS TAaHHBIX M BOCCTAHOBIICHHE 5
mauabIX B [1O ViPNet Administrator
5. | Pa3sBeprhiBanne  pabodyero MecTa IOMOIIHHMKA  TJIaBHOTO 10
aJIMUHUCTPATOpPa
Monayas 3
6. | 3aBeneHBI MOJIB30BATENN B CHCTEMY B TPYIIITY 10
7. | IlpaBuibHO CKOH(UTYpUPOBaHBI ITpaBa MOJIb30BaTENEH 10
8. | IIpaBuibHO CKOH(MUTYPUPOBAHBI IOPTHI TSl OpaHAMayIpa 10
9. | YcraHoBiieHO TporpaMMHOE OOeclieueHHe dYepe3 TpYIIOoBbIC 10
MOJIUTHKH
Bceero | 100
CnenuajaucThol:
No Kpurepun HawuBpicimit
/o Oan
Moayas 1
O6HapyxeHue KII0UeBOro napameTpa 10
MoayJs 2
VYcranoBka nporpammHoro komiiekca ViPNet Administrator 10
Coznanue CTpyKTYpbI 3alIUIIEHHON ceTn 10
Hactpoiika pe3epBHOro KOMMPOBAHUS TaHHBIX U BOCCTAHOBIICHUE
JTAHHBIX 10
B [1O ViPNet Administrator
Pa3BepThIBanne paboyero Mecta HOMOIIHHUKA II1aBHOTO 10
aJIMMHHCTpaTOpa
Moayab 3
3aBeJIeHbI M0JIb30BATENU B CUCTEMY B TPYIIITY 10
[IpaBuabHO CKOH(UTYPHUPOBaHBI ITPpaBa MOJIb30BATENEH 10
IIpaBunabHO CKOH(UTYpHUPOBaHBI MOPTHI s OpaHAMay3pa 10
VYcTaHoBIIEHO TPOrpaMMHOE 0OecrieueHre yepe3 IpynnoBbIe 10
MOJIUTUKH
Monyas 4
Co31aHbl He00X0AUMBIE CEPTUDHUKATHI 5
PaGoraer 3amuiieHHoe coeIMHEHNE C CEPBEPOM 5
Bcero | 100




3.Ilepeyennb

MaTepuajioB

HCIIOJB3YEMOI' O

o0opynoBaHusi, HMHCTPYMEHTOB

3.1. HIK0JIBHUKH, CTYACHTHI, CIIEHHAJIMCTHI

n  pPacxoaHbIX

OBOPYJIOBAHHUE HA 1-'O YHACTHHKA

Ob6opynosanue, nHCTpyMeHTHl, [10, Mebenp

Ne | HaumenoBa | dorto Tex. XapaKTepucTUKH 000PyA0BAHNS, HHCTPYMEHTOB U CChLIKA HA En. Kou-Bo
HHUE HeOﬁXOHﬂMOFO caiT MPOU3BOIUTEISA, MOCTABIIUKA HU3MEPECHU
odopynoBaHusl, |
cpencTBa
HHAUBUAYAJILH
0ii 321U THI
1 | Cron 1400x700 mm, https://meb-biz.ru . 1
2 | Cryn % OducHbiit, https://beautyoffice.ru/kb-8-kreslo-burokrat 1. 1
3 | APM Intel Core i5 unu 6sicTpee, 16GB RAM u 6onee, S00GB . 1
E HDD u 6omnee,OC WINDOWS 8.1, Monutop 21 nioiima u
m—| Gonee, MpIms, KJIaBHATypa, JOCTYI K TOYKE JTOCTyIIa
ygacTHHKA uepe3 Wi-fi kapTy KoMITbIoTepa Witk ceTeBoi
Kaben,
https://www.nix.ru/autocatalog/hp/hp_computers/HP-
ProDesk-600-G3-Microtower-1KB31EA-ACB-i5-7500-4-
500-DVD-RW-Win10Pro_323282.html
4 He menee 500 VA, https://www.dns- . 1
shop.ru/product/9d493cda46bd3330/ibp-dexp-cee-
bl 650val?2p=1&i=7
5 | Vumnure 7 | 220B, 2 metpa, 6 pO3eTOK, . 1
b L5 https://www.citilink.ru/catalog/computers_and_notebooks/p
AP owersafe/powerfilters
6 | Windows 1 VYcranosnenHas st pabotsl ¢ VMware Workstation Ur. 1
0 win
BBIIIC
7 | VMware VMware Workstation 1. 1
Workstatio
n
8 | Kali Linux VYcranosnenHas s paborel B VMware Workstation Ulr.
9 | Putty VY cTaHOBIUK .




PACXOJHBIE MATEPUAJIBI HA 1 YHACTHHUKA

P ACXOJHBIC MaTCpUaJIbl

Ne | Haumeno TexHuueckrue XapakTepUCTUKH En. Kon-Bo
BaHUE U3MeEpEH
us
1 | IlapuxoB . 1
as pyyka
2 Jluct . 1
Oymaru

PACXOJHBIE MATEPUAJIbBI, OBOPYJAOBAHUE U UHCTPYMEHTBI, KOTOPBIE YYHACTHHUKHA
JOJIZKHBI UMETDH IT1PU CEBE (npu Heo0Xx0qumMocTH)

PACXOJHBIE MATEPHAJIBI 1 ObOPYJAOBAHUE, SATIPEHIEHHBIE HA TIIJVIOIMAIKE
1 | MoOunbH
130
yCTpOMCT
Ba
JAONOJIHUTEJIbHOE ObOPY1OBAHUE, THCTPYMEHTBI KOTOPOE MOXET IIPUBECTH C
COBOU YYACTHHUK (npu He0OXOAMMOCTH)
Ne | HammenoBa | ®oto Tex. XxapakTepHCTHKH 000PYAOBAHUS M CCHLIKA HA CalT En. Koa-Bo
HHUe HeOﬁXO}IHMOFO nmpou3BoauTeJIsl, NOCTABIHIUKA H3MEPEHU
o0opynoBaHusi, |
cpeacrsa
HHIAMBHAYAJIbH
Ol 321U THI
1 | Opranaiiz http://com-v.ru/tiflomarket/braille-sense-u2-qwerty/ . 1
ep - ’
Bpaiinsa >
Braille /
Sense U2
2 | Cremnman https://www.smartaids.ru/catalog/sighting_loss/kompyutern 1 1
H3UPOBaH aya-tekhnika-i-po-dlya-slabovidyashchikh-i-
uoe 110 slepykh/programmnoe-obespechenie/
U1
cI1aboBU
SIAX
OBOPYJIOBAHHUE HA 1-'0O DKCIIEPTA (npu Heo0X0AMMOCTH)
O6opynoBanue, Mebenb
Ne | HaumenoBa | ®oto TexHnYyeckne XapaKTePUCTHKH M CChLIKA HA CAIT MPOU3BOAUTEJIS, En. Kou-Bo
HUE HeOﬁXOZ[P[MOl"O nocraBIIMKa H3MEpPEeHU
o0opyaoBaHus, f
cpeacrsa
HHAUBUAYAJIBH
Oii 3a1UTBI
Cryn Oducwsrit, https://beautyoffice.ru/kb-8-kreslo-burokrat IT. 1/5
Cron 1400x700 mm, https://meb-biz.ru M. 1/5
3 | APM Intel Core i5 nnu 6sicTpee, SGB RAM u Gonee, 500GB Hlr. 1/5
HDD u 6omee,OC WINDOWS 8.1, Monwutop 21 mroitma u
' Oosiee, MBIIIIb, KIIABUATYPA, JOCTYI K TOYKE IOCTYIIa
y4acTHHKa depe3 Wi-fi kapTy KOMITbIOTepa Wi CeTeBOit
Ka0eb,
https://www.nix.ru/autocatalog/hp/hp_computers/HP-




ProDesk-600-G3-Microtower-1KB31EA-ACB-i5-7500-4-
500-DVD-RW-Win10Pro 323282.html
4 | Tlpuntep B Jlazepnoe mdy HP LaserJet Pro MFP M132nw, . 1/5
—~=——"| https://www.ulmart.ru
1
PACXOJAHBIE MATEPUAJIBI HA 1 Jkcnepra (mpu Heo0X0AMMOCTH)
PacxonHbie MaTepuanbl
Neo | Haumeno TexHuYecKrne XapaKTepUCTUKH En. Kon-Bo
BaHHE U3MepeH
ust
1 | bymara Bymara oduchas ITu. 1/5
2 | Pyuka . 1/5
IapUKOBa
s
OBIIASI MHPPACTPYKTYPA KOHKYPCHOM IIJIOIIAJKMH (npu HeoGX0auMOCTH)
JlonosHuTenpHOE 000pYyI0BaHKE, CPEACTBA UHMBHUIYaJIbHON 3aIIUThI
Ne | HaumenoBa | ®oro Tex. XapaKTepUCTHKH JONOJTHUTEJbHOI0 000PYI0BAHUS U CPEACTB En. Koi-Bo
HHUE HeOﬁXO}I“MOFO nnzmnn;:[ya.m,noﬁ 3alIIMTHI U CCBLIJIKA Ha cair Ipou3BOaUTEIA, H3MEPEHU
000pyA0BaHNsA, | MOCTABIIUKA |
cpeacrsa
HHAUBUAYAJIBH
O 3a1MThbI
1 | Oruerym OruerymuTesb yIIeKncIoTHeH, http://www.magazin01.ru . 2
UTENb
KOMHATA YYACTHHMKOB (npu He00X01UMOCTH)
O6opynoBanue, MebeIb, PaCXOIHBIE MaTEpHaBI (TTPH HEOOXOTUMOCTH )
1 Cron
2 | Bemanka Bemasno - cToiika aisa ogex bl IIr. 1

JAOHNOJIHUTEJIBHBIE TPEFOBAHUS K IVIOINAJKE/KOMMEHTAPUU

KonmuvecTBo TOUEK 3JEKTPONUTAHUS H UX XapaKTEPUCTHUKH, KOJTMYECTBO TOUCK HHTEPHETA H TPeOOBAHUS K HEMY,
KOJIMYECTBO TOYCK BOIBI M TPEOOBAHMS (TOpsTIasi, XOJIOTHAS )

Ne | Hammeno Tex. XxapakTepUCTUKU
BaHHE
1 220 B . 16

4, MuHMMaJIbHble TPeOOBAHHSI K OCHAIEHHIO

OCHOBHBIX HO30JIOTHIA.

pabdouynx MecT C Y4eToM

Inomane, HIupuna npoxoga mexay | Cnenuaau3upoBaHHOE
M.KB. pabouynMMi MeCTaMHu, M. 000py10BaHHe, KOJINYECTBO.*
PaGouee mecto | He MeHee 2,5 | He MeHee | M https://www.obrazov.org/
Y4aCTHUKA C | KB. M (KomnyectBo  obopynoBaHus
HapylmeHueM 3aBUCUT oT KOJINYECTBA
ciIyxa YYaCTHUKOB)
PaGouee mecto | Gosee 3 M He MeHee | M https://www.obrazov.org/
Y4aCTHHKA c (KomnyectBo  obopymoBaHus
HapylmieHueM 3aBUCUT oT KOJIN4YECTBA
3peHus YYaCTHUKOB)
Opranaiizep bpaiins,
CIIeLIMATIM3UPOBAHHOE




IPOrPaMMHOE
JUISA CIIA0OMIAIIINX

Pa6ouee mecto | Goiee 3 ™ | Pasmepst 30HBI pabouero | https://www.obrazov.org/
YJaCTHHKA ¢ | Cromsl ¢ | mecta Ha ogHOro pebenka | (KomuuectBo  oOGopymoBaHuUs
HapyIICHUEM peryaupoBKOM | MHBaIWAA Ha  Kpecie- | 3aBUCUT oT KOJINYeCTBa
OJA o BBICOTE. | KOJIICKE COCTaBISIOT HE | YUACTHHKOB)
Munumanessiii | meree 1,8x0,9 m. IIpoxon
pa3sMep  30HBI | MEXAY pabounmu
Ha OJIHO MECTO | CTOJIaMH IJIsi CBOOOIHOTO
c y4eTOM | poe3ia W ToAbe3Ja K
noabe3aa U | CTONIy JOJDKEH OBITh HE
pasBopora menee 09 M, Te.
KOJISICKH paBeH | pa3Mepbl paboueil 30HBI
1,8x1,8 M. BMECTE€ C IMPOXOJIOM -
1,8x1,8 wm. I[lupuna
poXoJa MEXAY pslaMu
CTOJIOB ISl  yJamlIuxcs,
MepeBUTAIOIITHXCS B
KpeclaX KOJSICKax W Ha
ornopax - He meHee 0,9 M
OT CHHHKH CTyla JIo
CIIEyIOIIEro CToja, a y
MecCTa  ydJamerocss Ha
Kpeclie KOJSICKE BIOJb
poxo/ia He MmeHee 1,4 m
PaGouee Mmecto | HC MeHee 2.5 | He MeHee | M https://www.istok-
y4JacTHHKA C| KB. M reatech.ru/catalog/
COMATHYECKUMHU
3a00J1eBaHUSIMU
PaGouee Mmecto | HE MeHee 2,5 | peKOMEHIyeTCs https://www.istok-
Y4YaCTHUKA C | KB. M npeaycMaTpuBaTh reatech.ru/catalog/
MEHTAJIbHBIMH MOJTy3aMKHYTBIe paboune
HapyleHusiMu MecTa-KaOMHBI (c

OOKOBBIMH OOpTHKAMH U

dKpaHaMH y cToOJIa,
BBICOKUMU CIIMHKAMH
cuJeHul, c OopTHKaMu

OIpaXKACHHUAMMU I10 0okaM

U c3aaM W T.OL), 4TO
CO31a€eT U STUX
yJaruxcs 6onee

CIIOKOMHYI0 0OCTaHOBKY,
IIOMOTAeT PEryJlupoBaTh
HICUXOJIOTHYECKYIO
JMCTaHIIHIO C
OKpYXKaIOIUMHU.

*yKa3BIBaeTCH CCBIIKA Ha CcalT C Tex. XapaKTCpUCTUKaAMU, 1100 HAaMMEHOBAHHE U TeX.

XapaKTCPUCTHUKU CIICHHUAIIM3UPOBAHHOI'O 060py,Z[OBaHI/I$I.

o0ecrieuenne




5. Cxema 3aCTPOIiKN COPEBHOBATEIbHOM MIOIIATKH.

3acTpoiika ocyliecTB/ISIETCS HA TPYNITy YYACTHHKOB
- Ha 5 pado4yux MecT (IIKOJbHUKH)

- Ha 5 pado4ux MecT (CTyIeHTHhI)

- Ha 5 pado4yux MecT (CennaaIucTbI)
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6. TpeGoBaHusi 0OXpaHbl TPYAa U TEXHUKHU 0€30MACHOCTH

Texnuka 6ezonacrnocmu. Obwue mpebosanus be30nacHoCcmu.

Hacrosiimas uHCTpYKIMS pacnpocTpaHseTcs Ha JOMYLUIEHHBIX HA IJIOLIAJAKY COPEBHOBAaHUM
JUL, JKCIUIyaTHUPYIOIIMX CPEICTBA BBIYMCIUTEIBHON TEXHUKH M CETEBOE O000OpYAOBaHUE.
WHCTpyKIMs copepKUT o0Iure yKa3aHus Mo 0e30MacCHOMY NMPUMEHEHUIO AJIEKTPOOOOPYAOBaHUS
IUIOLIAIKK copeBHOBaHUN. TpeOoBaHMs HACTOSIENH HHCTPYKLUHU SBISIOTCS 00s3aTeIbHBIMU,
OTCTYIUIEHUS OT Hee He JomnyckaroTcs. K caMocTosATeNnbHON 3KCIUTyaTalluy 3IEKTpoarnaparypsl
JIOTIYCKAaeTCsl TOJBKO JIMIA HE MOJIOXKeE 18 JeT.

Tpebosanus bezonachocmu neped Ha4aiom pabomul.

Ilepen HawamoMm paboOTHl ciieayeT yOEAWTHCS B HCHPABHOCTH  DIIEKTPOIIPOBOJIKH,
BBIKITIOYATENICH, MTEMCEeIbHBIX PO3ETOK, MPH MOMOIIM KOTOPHIX 000OpYyJOBAaHUE BKIIOYACTCS B
CEeTh, HAJTMYMHU 3a3€MJICHUS KOMITbIOTEPA, €r0 paboTOCIIOCOOHOCTH.

Tpebosarnus bezonachocmu 60 8pems pabomul.

Jnist CHYOKSHUST WUTH TIPEIOTBPAIIECHHSI BIMSIHUS OTIACHBIX U BPEIAHBIX (PAKTOPOB HEOOXO MO
cobmonare CaHUTapHBIE TTPaBHUIa M HOPMBI, THTHEHUYECKHE TPEOOBAHMS K BHJIEO - TUCTICHHBIM
TEpPMUHAJIaM, TIEPCOHATLHBIM JICKTPOHHO-BBIYHCIUTEIHHBIM MAIIMHAM H OPTaHU3aIluN PabOTHI.

Bo u3bexxaHue MOBPeXACHUS M30JSIMH MTPOBOJIOB M BOSHUKHOBEHHS KOPOTKUX 3aMbBIKAHHHA
HE paspelaeTcs: BemlaTh YTO-TMO0 Ha MPOBOJIA, 3aKpalllMBaTh M OCNIHUTH IHYPHl W TPOBOJA,
3aKIaJpIBaTh IPOBOJA W MIHYpPHl 3a Ta30Bble M BOJOMPOBOJHBIE TpyOBl, 3a OaTapen
OTOTIUTEILHON CHCTEMBI, BBIICPTHBATh INTEIICEIBHYI0 BWJIKY W3 PO3ETKH 3a LIHYp, YCHIIHE
TOJKHO OBITH MPHUII0KEHO K KOPITYCY BUJIKH.

JInst MCKITIOUEHHsST TOPKEHHs 3JICKTPUYECKUM TOKOM 3alpelaeTcsi: 4acTo BKIIOYaTh H
BBIKJIIOYATh KOMIIBIOTEp 0€3 HEOOXOAWMOCTH, NMPUKACAThCS K IKpaHy M K THIIBHOM CTOpPOHE
OJOKOB KOMIIbIOTEpa, paboTaTh Ha CpPEACTBAX BBIYHUCIUTEIBHOM TEXHHUKH U CETEBOM
000pyIOBaHUM MOKPBIMH pYKaMH, a TaK)Ke UMETh Ha paboyeM MecTe Tapy C BOJOI WIH JAPYroi
KHUIKOCTBIO, pPabOTaTh Ha CPEICTBAX BBIYMCIMTEIFHOW TEXHUKH W TepudepuitHom
000pyIOBaHNY, UMEIOLINX HAPYLICHHUS [EIOCTHOCTH KOPITyca, HapyIICH!Us H30JIALUH ITPOBOJIOB,
HEHMCIPABHYIO0 WHIMKAIMIO BKIIIOYEHUS MHUTAaHHSA, C MPU3HAKAMH SJIEKTPUYECKOTO HAIPSHKECHUS
Ha KOpITyce, KJIacTh Ha CPEJCTBA BBIYMCIUTEIHHON TEXHUKU M mepudepuitHoM 000pya0BaHUH
MOCTOPOHHHUE MTPEMETHI.

3ampeniaercs M0/ HalpsDKEHUEM OUYMILATh OT MbUIM U 3arps3HEHUS 3JIEKTPO0OOPyI0BaHUE.

3ampeniaercs MpoBepsITh paboTOCHOCOOHOCTh ANEKTPOOOOPYAOBAaHUS B HEITPUCIIOCOOIEHHBIX
IUISL OKCIUTyaTallid TOMELICHUSX C TOKOMPOBOJALIMMHU IOJAaMH, CHIPBIX, HE MO3BOJISIONIMX
3a3eMJINTH JJOCTYITHBIE METAILIMYECKHUE YaCTH.

Henonyctmo noj HanpspkeHUeM MPOBOAUTH PEMOHT CPEJCTB BBIYMCIMTENBHOM TEXHUKH U
nepupepuitHoro 060pya0BaHuUs.

PeMoOHT anekTpoamnmapaTypbl MPOW3BOAUTCS TOJBKO CIELUMAIUCTAMHU TEXHUKAMU C
coOIII0/IeHHEM HEOOXOIUMBIX TEXHUUECKUX TPeOOBAHUH.

Bo un3bexxanne mopakeHHs 3JIEKTPUUYECKUM TOKOM, IPHU MOJb30BAHUU AJIEKTPONpPUOOpaMu
HENIb3sl KacaTbCsl OJHOBPEMEHHO KaKMX-JIMOO TpyOONpOBOAOB, Oarapeil  OTOIICHMS,
METaJUIMYECKUX KOHCTPYKIHMA, COCMHEHHBIX C 3eMIIEH.

[Ipy monb30BaHMM D3JEKTPOIHEPTHE B CHIPHIX MOMELICHUSAX COOMI0AaTh 0co0yIo
OCTOPO>KHOCTb.



Tpebosanus bezonachocmu no OKOHYaHUU pabomol.

[Tocne okoHUaHMs pabOTHI HEOOXOIUMO 00ECTOUNUTH BCE CPENICTBA BHIYMCIUTEIBHON TEXHUKU
u cereBoe oOopynoBanue. B ciyyae HE0OXOAMMOCTH OCTaBUTHh BKIIOYEHHBIMU TOJIBKO
00opy0BaHKE, YKa3aHHOE IKCIIEPTAMH.
Tpebosanus be3onacnocmu 8 a8APUIHbIX CUMYVAYUSX.

[Ipu oOHapyXeHHUM HEHCIPABHOCTH HEMEIJICHHO OO0ECTOUUTh DIEKTPOOOOPYAOBaHUE,
OTIOBECTUTH JKCTepTOoB. [IpomoimkeHne paboOThI BO3MOMKHO TOJIBKO TIOCHIE YCTPaHEHHS
HEHUCIIPaBHOCTH.

[Ipu obHapyxeHuu 00OpBABIIETOCS MPOBOJA HEOOXOAUMO HEMEUIEHHO COOOIIUTH 00 3TOM
SKCTIepTaM, TPUHATH MEPHl 10 HCKIIOYEHWIO KOHTAaKTa C HUM Joaed. [IpukocHOBeHHE K
MIPOBOJTY OTIACHO IS YKH3HH.

Bo Bcex ciywasx TOpaK€HHsS 4YeJIOBEKa OSJIEKTPHUYECKUM TOKOM HEMEIJICHHO BBI3BIBAIOT
Bpaua.

Jlo mpuOBITHS Bpada HY)KHO, HE Tepsisi BPEMEHH, MPUCTYITUTh K OKa3aHHUIO MEPBON MTOMOIIU
MOCTpaIaBIIEMYy.

HeoOxommMo HeMeUIeHHO HayaTh MPOW3BOJUTH WCKYCCTBEHHOE JIbIXaHHWe, HaumOojee
3PPEKTHBHBIM U3 KOTOPBIX SIBIISIETCSI METOJ «POT B POT» HMIIH «POT B HOCY, a TAK)KE HAPYKHBIH
Maccax cep/ra.

HckyccTBeHHOE IBIXaHWE MOPAKEHHOMY JJIEKTPUYECKAM TOKOM IMPOU3BOJUTCS BIUIOTH [0
pUOBITHS Bpaya.

Ha paGouem Mmecte 3amnpeniaeTcsi UMETh OTHEOTIACHBIE BEIECTBA.

B nomemenusix 3anpemiaercs:

a) pa3XUratb OTOHb;

0) BKITIOYATH AJIEKTPOOOOPYI0BAHKE, €CITU B TIOMEIICHUH TTAaXHET ra30M;

B) KYpHUTh;

T') CYIIUTh YTO-JTU00 HA OTOMUTEIBHBIX IPUOOpax;

1) 3aKpbIBaTh BEHTWJISILIMOHHBIE OTBEPCTHUS B AJIEKTpOAIapaType.

HcTounrnkamu BOCIUTAMEHEHUS SBIISIOTCS:

a) MCKpa IpH pa3psijie CTaTHUECKOTO 3JIEKTPUYECTBa;

0) HUCKPBI OT IEKTPOOOOPYAOBAHUS;

B) UCKpBI OT yJiapa U TPECHHUS,

T') OTKPBITOE ILIaMsl.

[Ipy BO3HUKHOBEHHUH MOKAPOOIIACHOM CUTYyallW WIH TOXkKapa MepcoHall TOJHKEH HEMEJICHHO
MPUHATH HEOOXOJMMBIE MEpbl AJS €ro JHKBUIAIMHU, OJHOBPEMEHHO OIOBECTUTH O IMOXKape

AJIMUHUCTPALHIO.
ITomenienus ¢ 3JICKTp0060py,HOBaHI/IeM JOJDKHBI OBITh OCHAIICHbI OTHCTYHIUTCIIAMU.



